




























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































user authentication (see authentication)
user identity awareness, 641

IDA excluded users list, 647
identity awareness agent (IDA), 644
monitoring, 649
with a terminal server, 648

Use Unique Shared Mac (HA) setting, 833, 840

V
Validation Timeout setting, 36, 71
virtual LAN (see VLAN)
virtual private networks (see VPN)
virtual routers (see virtual routing)
virtual routing, 323

multiple IP rule sets, 329
troubleshooting, 329

virtual systems, 328 (see virtual routing)
VLAN, 195

advanced settings, 198
number of VLANs limitation, 197
port based, 196
port based VLAN, 198, 893
port based VLAN issues, 894
service VLAN, 199
TPID, 201
trunk, 196

voice over IP
with H.323, 479
with SIP, 463

VoIP profile, 465, 480
VPN, 667

encryption, 668
IPsec, 683
key distribution, 669
planning, 669
quick start guide, 671
SSL VPN, 752
troubleshooting, 762
usage, 667

W
Warning Level setting, 110
Watchdog Time setting, 875
WCF (see web content filtering)
webauth, 627
web content filtering, 503

active content handling, 503
allowing TCP port 9998 access, 508
audit mode, 512
categories, 517
customizing HTML pages, 521
dynamic content filtering, 507
enabling performance logging, 876
fail mode, 510
order of static and dynamic, 504
overriding, 513
phishing, 519
setting up WCF, 509
site reclassification, 514
spam, 521
static, 504
subscription expiry behavior, 882
URL whitelisting exclusion, 430
WCF performance log, 523
with HTTPS, 512
with IP policies, 515

with IP rules or IP policies, 503
with whitelisting, 509

web interface, 34, 41
access with CA signed certificates, 45
activating configuration changes, 45
cursor hover help, 45
default connection interface, 41
object cloning, 45
password caching prevention, 42
recommended browsers, 41
setting workstation IP, 41

web profile, 246, 515
WebUI (see web interface)
WebUI Before Rules setting, 71
WebUI HTTP port setting, 71
WebUI HTTPS port setting, 71
whitelisting

hosts and networks, 571
URLs, 430
wildcarding, 505
with URL filtering, 504

wildcarding
in blacklists and whitelists, 452, 505
in IDP rules, 559
in static content filtering, 431

Windows CA certificate requests, 279
wireshark (see pcap)
with virtual routing, 213

X
X.509 certificates, 268
XAuth (see authentication)
XCBC Fallback setting, 725

Z
zonedefense, 843

availability by product, 843
exclude list, 845
limitations, 848
manual blocking, 845
switches, 844
with anti-virus, 544, 847
with FTP ALG, 439
with IDP, 554, 560
with SMTP ALG, 456
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