ReferenceGude

(rev.4.6.2

PM0618.07 Copyright © 2015 D-link. All rights reserved.



EasyVOIZ Reference Guide (rev. 4.6.2) Contents

Contents
I O AV = o (Y Y PSP PUPRROO 9
KL ettt ettt e ettt bt et ettt £t e o444 e 44 ne ket et ettt et et te e e e e e e e e e e e meeeeeteeeaaaaaeaaaeaaaaaaaaanaaaas 9
DESIGUINGEASYVOIZ. ....oeiiiieee ettt ettt ee et e e sttt e et b eme e ettt e e s nbbeee s stbeeeessbemneeean 9
ST o 1P PO PSP PP PPPPTPOPPPROPRRN 9
EXtensions (OF DEVICES ANA USE'S) .......uiiiiiiiiiiiieiee e s s ee s s sttt e e s sttt e e s s s eee s st e e e e s s s nnnae e e e e e s s eeannnnaeeaeeaans 9
N[l o= aTo IS Vs = PSS 9
[ 01V = o P OPPPRPPPP 9
(0 T TPPPPTUPPRPRRIN 9
OULDOUNT ROULES ...ttt bttt et e e ee e e e e eeeeeeemeeaeeeeeeeeeeeeeaaaaaeaeeesamreeeeeaeaaeaaeeaaaesaeeaassannaaaaaaeas 10
ROULING GrOUS. ottt ettt ettt et ettt ekttt etttk ettt esa ke e e 4 ak bt e o4 ket e e s 2 sbe e e e abe e e e abbeeeennbeeemnesnbneeen 10
[a] oTo 8T I o 10 =P 10
FOIDW M. ee e er e e aaraa————— 10
[0 ]0 € 01U o T OO P PPP O PPROTP 11
= 01T PSSR 11
o1 0o [ o S PO PP PUPP PP PR 11
[z To T ToTF= T o I g1 = o o SRS 11
(@ 0]0 115 (=] o Tol =T PP O TSP PPP PP 12
Y SRR 12
(O 1 U PP 12
= LA U (X O 3 L= 13
Vo] o=t apt IS T: A1 oo P PSP OPPRP PP 13
System RecadingSand ANNOUNCEMEIIS. ......eeiiuriiee ittt cee e ettt et et e s emn e e s asre e e e sbbe e e srne e enene 13
Dired Inward SystemM ACCESS (DISA).....ooi i 13
BaCKUP @NU RESLOIE........eiiiieeie ettt ettt ettt e ettt eame st bt e ettt e s sbbe e e s sebeemeeeea 14
Ly Lo o0 LAY = U Vo = P RSRSE 14
[ 0= N0 | = PSP PRSPPI 14
(D= S (b 1o o PP PP PPPUPPPTN 14
Mandatory Fieldsand Deperdendeshetween DIalOgs. ........uvveiiiriiiiiiie e 15
ACESSINGEASYVOIZ..... ittt ettt te e e st e e et ee e et e e e s s mmtbeeesbeeeeasbeeeeanbeeeenn e 18
LOGIN 1O the U INEEITAGCE ... ..ee ittt ettt e et e e e srbeeee e 18
S 1S AV @1 210 o a s 1 = o PSPPSR 18
IMODULEIMIAINTENANGE ...ttt e e e e e ettt ettt e e e et eeeees bt e s e e e e e et s e e e e e eeeeeebebb e aa e s e e e e mmma s eeeeeeeeeess b eaeeeeennennenen 20
UPDATINGFROM THEONLINE RERDISITORY ... . ttttttteettteeeeeaessestetesesseeeeeseeeaeeeemnnssssssseeeeeeeeeeeeeaaaeeemaaeeeeeaeeaeeens 21
2 DEVICESAND EXTENSIONS . ....coiitiiii ittt sitite e ettt ettt e e sttt e e e s sttt e e e stbeeeessbeaeesssbeeeessbeeeaesnbeeeesnteeeean 22
MVHATARETHEY?. ..ttt ettt ettt ettt ettt ettt ettt e et e e oo oo e e e e e mae e e e e e e e e e e aa s st aa e e b et hman e e e e e e e e e b bbn bbb e b e mmnssnnbnbnbnne 22
OPERATIONALIM ODESFOR EXTENSIONS. ... .. . ttttititte ettt ettt e ee s s e e e e e et et et e e e e e aesmnesnreeeeeeeeeeeeas 22
=[5 2 @ [N B =TT P PP TR PPPPPPPPRPPN 24
S | = 0o o g T PP PPTURPRPTPRR 24
TAXZENAPONES ..ottt ettt eat e e s et e e s kbt e e e ket e e s e sbe e e e abe e e e st be e e e sabeeemneanbbeeean 25
DAHDENUPGNES.....eeeiiiitie ettt ee ettt ettt ettt e bt e e e sbb et e e bt et e s s mentb e e e e bbe e e s abbeeessabeeeaeesbbeean 25
L@ 1S 0 a1 = T oL | £ 25
RV A0 = = o 0T PP 25
EINDPOINTHELDS. ...ttt et e e e e ettt e e et e e e ettt bt s e e e e e e e e mm e e e e e e e eeeeee bt baean s e e e meebab e e eeeeas 25
ComMMON BXEENSION/USEN FIEIAS. ...cee ettt e et en e e e s e e e e s e s mnn e e e e e e s nnnneees 25
CommMAN ENAPANT FIBIAS. ...ttt e et e e s me e e e et e e e s nreeeeae s 29
CoOMMON SP/IAXZFIEHS ... et rerae s 30
AGOItIONA GPFIEHS ...ttt e e e e et e e e e e e e e e e aeaeae e e e e eeeaaeaeaeaeeeamneees 30
AGOItTONA LAXZFIBHS. ... ettt aeeeeeee s mesbabarebebbeeraeeeeeseaeaenees 34
(@0 galaaTo gl B o [ iT= o PPN 35
FNe o 1o T g T I Y 0TI =T o PP 35
(@] aalaaTo gl @T = o] 4 1 ==t £ PPPPSPRPRP 37

Copyright © 2015 D-link. All rights reserved. Page 2 of 288



EasyVOIZ Reference Guide (rev. 4.6.2) Contents

CONFIGUIRNGEXTENSIONS INEXTENSIONSIMODE.......cooiiiiieiiii e eeeetimee e e e e et e e e et e e e e et me e et e e e e attaeaeestanaeesamaneesen 37
(@] Lo [T aTo ST 'S 0] '] 17 Lo TSR 37
(@0 T T T To (1= o 1S 37

CONFIGIRNGEXTENSIONS INDEVICEANDUSERIMOEE. ... ittt ettt me e e et e e ettt e e e e et mee et e e e e eat e e e e eananeeeen 39
Qonfiguring DEVICEANAUSEN IMOUTE .........eiiiiitiiee et ee ettt e e sttt e e st e e e s et e e 39
(@ o]0 110 (01T To HU S PP PP PP UPPPPPPPPPPPP 40
CONTIGUIING DEVICES ...ttt ettt e e a et a et e ettt e sk mn e e s e bt e e e nb e e e e b be e e e mmees 42

FAXING. 11ttt ——— e b nr e anaaan 43

VOICEVAILSETUP ....eviitiiieeeeeeeee e e e e e et mee ettt ee e e e et e e e e e e ettt e tetameeeeeeeeeesteseseaeatabab s b mressesssesssnssssssarerssrmnnsnnnstsrnreres 44
Vo ot g b= T = =T V@] o 4 o] o PSR PSPPRPP. 44
ManNagNg VOICEMEAI MESSAGES. ......ccvvvereeeeiiititeeeeeeeee et s sttteeeeeesssatassmreereeeesssssaeeeeeessanssssmnnteeeeeesasnreess 46
OVEIVIBW......vviti e et e ettt eee e e et e e e s e e e e eessetmaaeeeeeessestabasaseseeessemsansesseeesesssmessssssrssnmrssnnsneeseeeeeeeses BO
OPtioN 66 0N DHOP SEVET .......uviiiieciiiiiei e e e et eee e sste et e e e s s s r e e e s s eee s saateeeeeeasssntaaaeeessameeassranaeeesesannreneens 48
QONTIGUIALTION FIIES. ...ttt ettt mee et e e et b e e et e e e e b mee e e 49
MUItI-layEr DEFINITIONS. .....ciuttiiieiie ittt ee et e sttt e st e s mae et e ssbe e e e anbbe e e snneeeennan 49
e TaTeSF= 1o HLY Koo [ [T 50
L [0S ST 3 1] 1701 50
(O F: (R ] o = T PP PR PP PP 52
DTSV o=V o o ] o RSP 56

B Y 1Y 2N 58

T I =48 1 S SRR 59

RUNK Y P S ..t iett i ee it ettt e et e et e et e e et e e e eat e st e e eta e e e e e aan e st ee st mea e san e anneeanessnsaessmnneesnessnnnesrnnns 59

CONFIGURINGA TRUNK ..ttt ee ettt e eeete e e et meeeeett e e e e e ateeee s st e e e ee e s s e e e e s bt eesesaa e mna e eesbtneesesanseessssnnneesnmenn 60
COMMON TIUNK FIBHS ... et e e ee e e e s e b s e e e e e e s eeeeeeans 61
DAHDITIUNKS ....eetttitiie i e et e et et e e e e e et et eeeaeeeeeeamr e e e s se b baaamr s aa s eeeeeeeessssbanbannnenesesrnnsnnss 64
S L I (U] 0SSO PPSPRORRRR 65
LAXZTTUNKS. ... eeeeetmie e e e ettt s e e e e e et e ettt e e e e e e ab e eeeeeeeeee e e s tebba s aae s e e s bestaa s eeeeeesesessmneeeeeessssnsnnes 68
EINUM THIUNKS. ...ttt eee ettt e s e e e e e e e e e st e e e e e e eeeaa b et et eeeeeemn e seeaaaaseesseeessstensmnsassnsnnnsnnns 70
(@1 o) 1 ¢ I 14U ] 0TSSR 71

COMMON TRUNKCONFIGURATION SETTNGS....ceevtuueeeetimnuneeresnntnseeesesnnnsessssnnseeesssmmsssnssessssnnsesssssneeeessnneessnnnneesd L

S Y 1 Y= 2 PPN 12

4. BASCCALLTARGETS.....ccittttie ittt e sttt e sttt e sttt e e s tte e e s st et anee e s sbe e e s sbeeeasbeeeaanbseeeaasteeeeeanteeeeanteeeennses 73

TERMINATINGQALLS. ...ttt e e ettt e e ettt e e e e e e e e e e e et e et e et e mee e eeseeaaneeessantanaaessnnesnnseesssnnnsesesssnneeessnneeesnneeeeesd O

(=N ST 0N ST N B A [ T = 7 PR 74

[ N € 2 @ =1 3PP 75

(@ 0]\ == = = N0 =TSR 79

Y 1 Y= 2 83

5. ADVANCHED CALLTARGETS......ooiiiiiie ittt ene et e e s r e e s et e e e s ene e e e e s nnae e e s sreeee e 84

1O = PSSR O PP PPPPTTTRE 84
L@ 10 ST U S . L] ] = PSR 84
[ 11 = TSP 86
X [0 [ 8 1= U P UUUUURRRRRRRR 86
(O 11 =10 SN @ o] 1] 0] oSSR 88
Caller PasitiON ANNOUNCEMEES. .......coiiiieeeeitee e e e meeee s e e e e e e e eee e e s meeesabaa e e s s st eseeeeseeseameeeessbarnanennss 92
[ ST To o To3r AT aToT UL Ted: . 31T o £ 92

TIME BATD RULES ... e eeit i ee ettt et et e ettt e e e e eet e e e e et e e e eim e e e e e st ee e e tean e ee e st e man s eesssanseeesstnaeeesssanesnnnseesnsnn 94

LT 1= 20 3 = 94

111 =( 0] N[5 31 (0] N 3PP 96

IV R(DIGITALRECEPTIONST) ...ttt ettt e ettt e e e oo ee e et e e e e et e e e e e e abte e e e e e s e nbe bt et e e e ee e s e abbbeeeeeeanbebeeaemeas 98

e N[ [ = 3 @ @ PPN 100

PARKING. ..ot e et ee et e e e ettt e e e e e et e e e e tmae e e bt e eeeetaneetetat e em—aeeettnaererraaaaeran 102
T o e © o)1) o= TSP PURT PP 104

Copyright © 2015 D-link. All rights reserved. Page 3 of 288



EasyVOIZ Reference Guide (rev. 4.6.2) Contents

REUNEd CallBENAVIOT ...........uiiiiiiiiiiiiiieeceiiieiaiaeeees e e e esereabebesssseesseseeseeseeeesmnnssssssssesseeeaeaeeeaeaees 104
ARLEINALE DESHINGLION ...ttt ettt et re e e sttt e s ettt e e e st e e e s s measbee e e nbeeesanbeeeeanreeens 104
SUMMARY .1ttt ettt ettt e o4ttt e o4k mEh e ettt oo oo AR e e e et e a4 AR e ReE R et e e e e e R R R R bt e e e e e n b b e nenbn et e e e e annrreeeeas 105
CALROUTING. ...ttt teee ittt ettt e ettt e oo smir e+ 4441kt e 244 aa R ket e e e e e e aa R b b et e e e e e e ann bbb bne e e e e e e nemene e 106
INBOUNDROUTING ... .tttttee et e sttt e e e mee e e ettt bt e e e e easeb et e e e s 2ee e e aaae bbbt e e e e e a s be et e e e s mna e e e snbe et e e e e e sanbeeeeeesaeesannnrneas 106
INDOUNT ROULING PYIOTTTIES. ...ttt e et e e e e e 107
FOLLON MEAND VIMXLOCATER ...ttt tatttetteeesatetmmete ittt e e sttt e e e e e s aabbbmme s e e e e e e sasbbbbe e e e e ensbbbmme e e e e e s anbbneeeeeeaans 111
DEQUIE FOIOWME ...ttt e e e e ettt e e e s s s ma bt e e e e e e annbeeeeae e s s mnnnes 111
R 0 DI U= RS 114
OUTBOUNDROUTES. ... ettt ettt ettt e s ek bkt bbbttt s s 2mm skt e kst t 55542t e e £t 244 m et kbbbt et e s bt e e et eeaaeaeeaemaaseeaeaens 116
ROUTINGIGROUPS. ...ttt e ettt bttt ettt et et e a4 e e e e et ettt et e e e e ee e e e e e e e e e e e e e mneeeaeaaaaaaaaeaaaaeeaaaaasamaaaaaaaaaaaans 119
Creating @ FOULING GrOUD......ieieiiiiieieeeee s i isieeeie e e e e e s s sate et e e e s s sas e meeeeeeeesastataeeeeesasssessmnnsareeeesesnntnnneeaenn 120
SUMMARY ..ttt ettt etk eme ettt e o4ttt e 44 a b mmEh e ettt 444 a AR R e e et e a4 4R e Re e R et e oo e AR R R R e et e e e ean b bt nenbe et e e e e annnreeeeas 121
RECOMINGANDLISTENINGTOCALS. ...ttt ettt ettt e e e e e s st e e e e e e e s annraeeaee s 122
REGDRDINGFORMATS. ...ttt e e e e et ettt e e e e ettt e et bae e s s e e e e e mmm e e e e e e e eeetee s be s b e s e mee sk aba e s e e e eeeeeeeesansbnnmaneeesnnen 122
TranscodNg DUMNG REOMING ....coovriiiiiiiie it ettt e ettt e ne e s e e 123
GENERALCALLRECORDINGOPTIONS ...ttt sttt e s stk e e mme s e s e s s s et et e e e e e e e e e e e mmaeeaeeeaeeaeeensess 124
RECORINGCALLS. ...ttt ettt ettt ettt ettt e e e e e e e e e e e et e e et et et e e e e e e e e e e e e s s e e e aa e amaaaeeaeeeasseseaanaaansnsnssma e e annnnnnns 124
Reording CallSfor EXIENSIONS. ........uuuiiiiiiiiieeieeisceeiie st e s se e e e e eeeaeaaeaaaeaaeeesamresaaeaaaaaeeaaaens 124
ReEOrding CallSfOr QUEBUES. .......coeeeiiiiiiieeee ettt ere s s e e e e e e 125
(R0 o0 o[ aTo KO 11 S o] g @ o] 1= £=T o[ = 126
MAINTANINGCALLREGDRIINGS. ...ttt ees e st sme s e e s s s e e e s s s e s st s s e se s et e e mmn s b ssbnnnsnrnrn 127
G.729IMPLEMENTATION GUIDELNES ... eetttteeeeeeteeeteeeeseeeteteeeeeeaaaaeaaaaasaeaeamaateaaaaaaaaaaaaaasaaasanaaamaaaaaaaaaaaeaeseans 127
Gonversion TimesBased on CanpreSIoN MEthod..........coouuiiiiiieeiimiie e 127
Methodsfor Obtaining the G.729CAIEC. ........uuiiiiiieiiiii et 127
Installing the Open SOUrCE G.729CAHEC. ......uuuveiieiiieiiiie ettt ettt ettt mee bt me e s 127
Estimating Number of G.729ChanndsSReqUIred ...........cccocuviiuiiiiii et vee e e e ee e e receeeenrnrnenereene 128
Typical Translation Time between Formats: XR3MO ............ooooiiiiiiiiiiiicee s 128
Typical Translation Time between Formats: XR2DO ..........ccovuiiiiiiiieiieeeiiie e mee e 128
LISTEING TOVOICEREOORIINGS. ... ceteeteettett s eee et e s e e e et ettt e teb s me s e e e et et s e e e e e et eeeesman e e et eeeeenbbnn e eeas 129
L =TS0 [ 1S =Rt 129
ACCESING VOICE RECATINGS. ...ttt ettt eei bbbttt et e e e sabr e e e enbbee e aneee 129
SUMMARY L.ttt ettt et e e ettt ettt ekttt ettt et et e e e e e e ee e e e e e et e et eamaeeeeeeeeeeeeaa e e arnnnhna e e e e e e nnnrn 130
PERSONALIZING YOURPBKX ...ttt ettt ettt ettt ettt e ettt e e e e e e e e st e e e e e e e e s nbaneeaeeas 132
IMIUSIGIN HOLD. ...tttk e s o4 ekttt bttt s skt e et e et e e e e e mmm s snbnbnbnnnne 132
L@V o) 10T7 Lo o 1SS 132
L LT o a0 T T I = O 132
USNQAUGIO SITBAITI ...ttt emr ettt ee ettt e e e ee e e e e e e e e mee et e ettt teteteaaaaaaaeaeaesmeetetataaaaaaaaeaeeaseeeaanans 134
VOICEPROMPTS ..ttt e et e ettt ettt e ettt e e e e e e e e ettt aae e e e e e et et e te e be s e e e e e e mn e e e e eeeeemm e e e e e et eesbmrtnb e e e e s 136
(23 oo o [[aTo RV ol o=l = £o] 111 o/ £ P PEPRRRPPRRR 136
Merging EXiSting VOICE PrOMPES. ......oiieiiiiiiiiie it cee sttt me e e es 137
LN 1] (8 ] 0 = PSSR 139
CALLBACK .ttt ettt ettt e e e e e e e e e ee ettt ettt ettt ee e e e e eetee et ettt ettt eeeeeeeeeeeeemeeeeeeeetetaeaeaeeaeaeaeaaaaaaaaaaaaaaaaeeaeaaaeanans 141
DIRECTINWARD SYSTEM ACESSDISA).. ettt ee ettt ettt ettt rbb et ettt e e me bt e e s naeeeas 143
L NS OSSR 145
IV ST AP RICATIONS. ...ttt eeet ettt ettt et ettt ettt ettt e e e e e e e e e e e e mne e ettt e eeeeeaeeeeaeeaaeeeeamaaaeeeaaaaaaaaaaaaeaananaaaananeenaaaaans 147
VIS DESTINATIONS. ..ttt ettt ettt mee ettt s e s e e e e e e et et e eb ke e et et e bt ek s e oo e e e e et ee e ma e e e e eeeeebbab e e e e e eeeeemna e eeas 148
FAXING. ...ttt ettt ettt e e ettt ettt e e e e e e e e e e e e e e et e meeeeeteeaaeaeeaaeaea e e e e aaaaaeaeeeeaaaaaaaaaaaaaaaaaaa 149
1T 0T L o I = ROt 149
(@811 o 0] 8T a'o I == VRSP 151
PreSentatiion OPtiONS. ... ...o i ittt te ettt te et e e e e et b et e e e e e a bbbt ne et e e e e e e anbeeeae e e e anbeeaee 151
FaXFEature Cale OpLiON ........iii ettt ettt st e e sttt e et e e e bt e e e meessbbeeesbbeeesnnneeeaa 151
FaXTranspOrt OPLIONS . .......uuiee ittt ere ettt e et e e e e s sttt e e e st e e e e sttt e e et bmte e e e snbeeeesnbbeesannbeeeanee 151

Copyright © 2015 D-link. All rights reserved. Page 4 of 288



EasyVOIZ Reference Guide (rev. 4.6.2) Contents

[ Y [oTo [U =X @ o] 1T ] o' TSR 152
(@ 01V g = To = PSPPI PSPPPPPPPINE 152
SUMMARY ..ttt et ettt im ettt e+ 4ttt e e+ 42k emE e et £t 4444 AR R e e et 4o 44 AR e Re AR et e e e e e R R e R re e e e e e n b e e nnnbn et e e e e annnrreeeeas 153
9. MY BXTENSION ...ciiiiiiiitiiie ettt oottt ettt e 44kttt e 444 ek kbt e et e ebe e e e e e e e anb b bbb e et e e e s nnee s 155
0= S U TP PP PPPPT TR RPPPPPPPPPTRN 155
CALLIMONTOR. ..ttt e e 444444 ek ekttt 5455555252424 4444 e 54k £ e e e e e e e e e e e e e aaaeeeeemmeeseeeaaeaeaaeans 155
o 1o ] T RSP PTSR 155
FIEHS DISPBRYEU. ...ttt ottt ettt me e et e bbb rne e e 156
AV (o] ORI 156
e (0 1 PRSP RRPR 156
FIEHS DISPBRYEU. ...ttt ottt ettt me e et e bbb rne e e 157
FEATURE GODES. ...ttt ettt ettt ettt ookttt e 4o+ o 2ee e 4 kbt e a2 kb et et e 22 m e e ek bbb e e e e e e ea kb b e e e e e e e e me s eanbnnneeeeeas 157
PHONEFEATURES. ...ttt ettt ettt ettt et e e 4 ek et bt e e e e ook b b en b e et e e e e e s b bbbt e e e e e ann bt mmnseeeeeeeeaaes 158
L PRSP PRPPRP 159
L= (1 = PP PPTPPPTPPPN 159
S (ol 1=T0 [ oY= PSSR 160
S 23 11T TSP PP TP PPPTPRPPPN 160
[0 1 e] € TR PP T PP PSPPP 162
10. MANAGINGCALLFLOW . ..coi ettt ettt ettt s ettt e e e s e st enst e e e e e s s sntaeeeeaeeeannsaeaeeaaeesanntnneenensanns 163
CONFIGURINGIMY SIVITCHBOARD ... ettt et eittttte e s 4 s s sttt et mae st s sttt t sttt e e e e e e mte bbbt s st tbeeeeeeaees 163
L1001 0 Fo L TP PP PP PPRPPPPPPOPPPPN 164
LU T (TR 166
T 0] 0 TP PP PPT P PUUPPPPPIN 168
L1 (0] B 0. 7S OO PPOURPTPPPPN 168
USINGMY SVITCHBOARD. ...ttt teteteeeeeeeeeaeaasameaeeeesasasasasas s nsbatmae s s e s e sasaeaan s nbsbsbab s ma s s s nnbnbnbebebebeeeemnnrns 169
(@10 TN ] Y =T o TSP TPPPR 169
o o o SRR 169
PassnNg QredentialSVIBIURL...........ooi ettt e e sb e e e bae e e naree e 170
IMAIN PANE VIBW........eeeeeiee et ettt ottt e e e e bbbttt e e e s mee s e et e e e e e eabbbe e e e e e e ensbmme s ennne 170
Anatomy Of the TOOIDAT ... b e e e et arne s e reenaeeneeeeees 171
o o 8 o - OSSPSR 171
11 0=7 = ) PP PPP 172
DT |2 T PR 173
[ Lo ST Te TS = [T = o SRS 173
=] 'S o] o T PP PP UPPR PPN 174
PErfOrMING ACLIONS ...ttt ettt e ettt et e e st bt e e s nbbe e e et e e e s nn s 175
ACETON SUDIMEINU ...ttt ettt e e e et b e et e e e et e te b b e e e e nbe e e e e e e e s anbbeennsaneeas 176
VISUBI PRONEDOMK ...ttt e s me e e s bbb e e e e e e s bb e b e e e e e e neeanns 176
IMPOITING DALA ...t er s e rm e e e e e e e e e e e e mnetaeeseaaeee et eeaaaaaeeeeeemnaeeaaaens 177
(010 U= PP 177
PICKUD QUEUET CallS ...t ettt b ettt st e e st e e s eeemaas 178
I (8016 PSR 178
(@ o]0 15 0] ool 3SR SPRUPUPPPPPPPN 178
CALLGENTER STATS. .ttt ettt et ettt eeeeeee e e e eet et eeeeeeeeeeeeeeaeaeaa e e s e maaeaeeeeaasaasaansnentssman saaeeannnnnsnsnsnbebnbeesmnnnnnsnnnees 178
118 oo (8o 11 o] o DRSO PP PR PSP 178
REDOMS ..o 179
Administration and Cafiguration Of USErS..........coiiiiieiiiiie ittt 179
(= L] 7o S ORI TP 180
ACCBSS ...ttt ettt ettt et ettt ettt ettt et e e e e e e e et meeeeeeeeeaeeeeeeeaeaeaeaaanaaaeaeeaeeeaaaaaaeananans 181
SEEINGSANA PrEfEIENCES. ...ttt e et e e e e e e e s 182
QONFIGUIALiON VAITADIES........ciiieiiieiee ettt ettt mre et e e e e s e e 182
S el Tl oo o T TP RT P 184
Filtering QUEUESANT AGEIES .....oeeiiiiee ettt ettt et e e e rb et e et eesnb bt e e st nn e e e enbanbe e e e e 184
Filter Dy Date RANGE HOWS. ... ..eiiiiiiie ettt ettt mee e e e snnt e e nnneeas 184

Copyright © 2015 D-link. All rights reserved. Page 5 of 288



EasyVOIZ Reference Guide (rev. 4.6.2) Contents

=S U 185
CAlIS ANSWETEX ...ttt ettt e e e nb et e e e bt e e bt ee e e nb e e e st b e e nbbe e e ne e e e et 186
CAllS ANSWETEA OVEIVIEW ......eeeeiiviieeiiiiie e st te e e st e e sttt e e s sbeeeestmaeeeeessbaeeesnbbeeeabeeeesmaasbeeeesbbeeesntneeanns 186
Yz AV (oY =Y OO 187
DISCONNEEION CEUSE. ... ..o i e ittt e ta bt aeeeesbeeeeese s mmestssaaastssseesessses s oo eesss s s tsbesessbessesnesaeeeeemnes 188
Answered CalS Detail@d REPONM .........uviiiiiiie it ee e et e e e 188
LI = 105 =T PP PSRPPURTTURP 189
UNANSWEIEU CAIS ...ttt er s s ket e sttt e e sttt e e e s be e e e snbb e e e snbbeee s smnneee s 189
DISCONNEETION CBUSE. .....ee ettt ettt ettt ee e sttt e sttt e e sttt e s bt ee e e sttt e e s be e e e e nbbe e e anmmsseeeambeeeesnneeeesnnsneemaas 189
Unanswered CalS DY QUELE........eiiii i ie e et s sttt e e s er e e e e e e e s e te e s ensnnsnnbeeeeeesannnes 190
UNANSWEred Cal DELAIIS. ........veeiiiiieeiiiie e eeieiee ettt ere sttt e e et e st ee st b e e e e s bbee e s nbeeeesnbeeeens 190
11. SYSTEM PROTECTION ....cciiitiiieiiiiie e ittt e s ieiteeeestaeeeesstseaeatssaeesaeassseaaessseeaesstaeesastssaeesstaeeessnsaeessnseeeesns 192
1 11011 03 @ N TSRO UU PP TRTRPRPPON 192
SYSTEVIPROTECTION. ...ttt ettt ettt et et eettbe sttt ettt et et e e e e e a2 e ettt et ee e et e e eeaeaaeeaaeeesmneeeeeeaaaeaaaaaaaaaaaaaaaaaanaaaaaaaans 192
UNINTERRUPTIBLEPOWER SUPPLIES. ... .1ttt s tttteessiteee e s ettt e e e site e e e stteeesntbee s s maseeeeanbeeeeantaeeesntbeeemn s nbeeeesnteeeennens 192
REDUNDANT GOMPONENTS ...ttt eeeeeestesteeeeeeeeeeeeaaaaaaeaesesmaeteeet et et aaaaaaaaaaaaassssnaaaeeeaaeaeeeeeaeeaeaaaaaaeeanes 192
ST e =1 0 101 110 N S PSTRS 192
BACKUPS . ...ttt et e ettt ettt b ——e e et ettt e n b b e e e e e et e e et teeern e as 193
(@0 1o 18 g TV 1 = Lo (N o 193
BaCKUD TEMPIALES.......evuiiiiiiiiiiiii ettt e e e e e e et e e et et e teeeee e e e e e meeteaeeetataaaaaaaaeaeaeaasannaaeas 195
S (ol =10 SIS S Y= PP PP PP PP 197
Maintaining and Prote@@iNg BaCKUDS .........uuuuuuiuuririereeesmeerernrererereeeererererresmersrsresrrrrrerrrreereeeeeensereeee 197
MaINTAINING BACKUS. ...ttt ettt ettt ettt ettt me ettt e e sttt e e skt e e s bbe e e e e aabbeeeenbeeeesbbneeennnmee 198
PrOtEAING BACKUS. ..ottt ittt ettt ettt ettt e e e bttt ettt ekt e s e s e e e e s eebb e e e enbe e e e snne e e e sman s 198
= 0 PPN 198
N D =6 0., = SRR 202
[0 40T (o] o = P T PP PP PTP PR PRRRUPPPPPPPRN 202
[ a1V =T o O O TP T PP PP TOPPPPPPPRN 202
L= 0 = PPN 203
SUMMARY Lttt ettt e et e me ettt ettt ettt ee e e et e e e e e e e meeeeeeeeeeeeeaeaeaeaeaaa e e aanaaeeeeeeeeeaaaa e e nrnnnn e e e e e e nnnnn 203
12. SEURITYAND ACTESSCONTROL .uiiiiiiiiieeiiiiie it e e s sttee ettt e e snteee e sntbeeeessbeeesanteeeaesssbeeessnseessmmree e e 204
NN VL © ] 7] = 6o RS 204
EasyVoiZSBUNfiQUIatioN TASKS.......uuuuuiieiiiiieiiieee s ceetiii e e e et et et e e e e e e e meee e e e e e e eate e e e e e e e e e e asianaaaaaaaaaaas 204
Enablingthe EasyVOIZSBRED INterface...........oooiiii e e e aeeeemee 205
Gonfiguring IP Addressesfor Sgnaling and Media Interfaces................ooo oo eeieiiicee e, 205
Enalle Commuricationswith EQSYVOIZSBC.........ccuviiiiiiiiiii ettt ettt ee e e e e e e e 206
NATROULEN COMIGUIALION ...eeeiitiiie ittt ettt ee ettt e s et e e s st e e e e s sbr e e e enbbee e aneee 207
EasyVOIBrewall ConfIgQUIALiON .......c....eiiiiiiieiiiii ettt s mnenee s 208
EaSYVOIZQIGUIALTION ...ttt ettt ettt e s me b e s e e 208
Ramote P Server COMiQUIALION ..........vviviiiiieice e 209
o<1 o = o o FO OO URPUPRPTPRRN 211
Instructionsfor Disabling EQSYVOIZSBEC.........uuuiiiiiiiiii e eeiiiiiiieiieeeeeee e e ee e e s meesiaaeeearrereeeeaaaaaaeaeenneees 211
YN a1 = ] @ 1 SRR 213
1€ == IS | =S = i 1 N €T PP T PP PP PPPPPPPPPPRTPPPPPRY 214
(@ oloL=TeY Q=10 ool [T ) H PP PP TP PROPPR 214
AVBNCE] GANEIAl SEEINGS. ... ii ittt e e e e e e ettt e e e e st bbbt e amta e e e s anbeneeaeaaanns 215
DIALPLANCONFIGURATION .. ..t ttteeeeeeeeeeesessssasmeeeeeesasassssssasaaassnsnsmaneeessssssanaansnsnsnssssman s ean s snsnsnnsssssnnnsnsnmnns 216
REVMOTEACTES SAND LOCKIDIOWN .....cieieieeteeeteeeteeete st e e e e e e e e e e e e e e e e e s s s amae s e e e e et bbbt et e e smmm e s nbnbnbnnnres 216
VPO SSH TUNNES ... eee ettt et s e bababae b s bsbesssssmmnsssassssassbebebebeseesmmmnnns 216
SN I T ol T [T aTo K] o ] o 0 PP PPP PR 216
SEHTUNNEING ON WINAOWS.....ceiiiiiiiie ittt ettt te e e ettt e e e e e e bbb e e e e mmneeeeaeeaanbnbeeeeeas 217
ADMINISTRATOR ACEIUNTS. ...ttt e et teeteetttttis s maeeeesbeaba s s e e e e ee et eestasmaeeeeeesbeaba s eeseeeteeessmaneaeeseesensbnnasaeeeeeesann 220
Administrator ACCOUNS aNd PEMISSONS........uuuuieeiiiiiieiieesmereesieieeeeeee e s ssteeeeeemreeeesssseeaeeeeesasrsrereemees 220
[ ] 7 e PSR 226

Copyright © 2015 D-link. All rights reserved. Page 6 of 288



EasyVOIZ Reference Guide (rev. 4.6.2) Contents

S LY Y SO SPPPUPRO 227
13, MANAGINGTHESYSTEM .....coiiiiiiiiiitiit e ettt e e e s sttt e e et e e e s ettt eeeaaeeeaanbebbeeeaeesasnnbeeeeeeesanne 228
112V S = 1 PSSO 228
F N 11 PR OUPRPTPR 228
D] [P P T PRR 228
EMEL SEEINGS. ...eeeieiiie ettt ettt e e et et e s b ne e e e a bt e et e e b e e s mnnr e e eneee 230
== || PRSPPSO 233
Frewall APDIICALIONS ...ttt ettt mre et et e ek e e skt e e e e abb e e e s abeeeesbbeeeennnmee 233
FREWAII RUIES ....eiiieteeeeeeee et e e e e e e 234
Gonfiguring Frewall with EasyVoiZBBCDISIEd ..........c.uvviiiiii e mre e 236
Lo AU Lo ol €=2V/=T 0 (o] o ISP 238
NS 470 ST 4 1T SRR 239
N0 T 10 T = g T =SS 243
POWET OPETIONS ...ttt ettt rt e st e et e e ekt et e e st e et e et e e st bt e e nb b e e e e e e e e e ene e 244
1S ol = 1o = [010] 01T 1lo o PSR 244
L= = 8 T T LSRR 245
S U O = PP 247
D-LINKHARDNARE LICENSES. ... e et eeeeetttteeeeeeeeetsttae st e e ee e et eaesasa s meesstsaa s eeaeaeeeaesessnsmaeseesssssanaansaeaeaaeennen 247
APRYINGANBW D-LINKLCENGE .......oi ittt s sttt eee bbb e e et e e e e e eee e e e e meestebeeeeeeeeeeeenns 248
Y Ve N L] ='o 2T TP OP PP PPRPPTTPN 249
Introdudionto Managng Echo in TEEPNOINY SYStEMS .....uuvviiiiiiiiiieiieeie e ceee e a e 249
Lz [N Lo g o ] = ol o o T PP PP PR STPPR 249
BImMIiNating BCNO .....vveveieeeee e ———— 249
MANAGINGD AHDITHANNELS.......ceitttiitt ittt eee et e e e et e e te e e e e e e e e e e e s aa s s aa s e s et mre e e e e s e s eanaesnsnsnnnbens 250
D aqo o o 101 S U111 Y PSPPSR 250
AAAING 8N ASTIDANK ...ttt bbb ee e 250
15, APPLICATIONS. ...ttt ettt ettt ettt ettt e e ettt e e e et mm st e e e st e e e astt e e e e at s e e e e anstaeeanstseeeannteeeenneessmmr e s 251
BURGLARALARMS. ...ttt ettt ettt bttt 4 e e e e a4 e et maa s e e e e e et ee e e et kbbb e e s e e e mme e e e eeeeeeeeesebbbna e s meeeenbbnnnns 251
(0 2= N1 D 00 =T PRSP PSPPPPPPPIN 252
TIPS AN TTICKS. ...ttt ee ettt ettt ettt e s bbbt e e e h bt e e me bt e e s bb e e e e ebb e e e enbbn e e s nnneee s 254
VOIPPUBLICADDHESSSYSTEV. ...t ttttttteeeeeeeeessise e et eeaaaaaeaaaaessaaaaasaaamaaaaaaaaaaaaesasaaaaaaaaaaaaaaaaaeesesesassaeaaaaaansnne 254
(Y= 254
HOW It MVOTKS. ..ttt e e e e ettt e ettt et et st s s s beeeesee s mmntatabsssbsbesseneeeseeeeesmnebeseeneees 255
IMPIEMEMING RAPIA PA ...t et e et et e e men e e e e et e e e e aaaaaeaaaaaeaas 255
R AT LT T 1= o = PSSP 255
KeWISart SBUD PrOCEAUE ........ooiiiiii ittt ettt e et ettt e e bt e e s bt e e e e abbe e e anbeee e 256
EXTERNALLY CONTROLINGFOLLON IMIE ...ttt ee st e ettt s me et e e e e e e e e e e e ae bt meneereestnnennns 256
T ALY TN S Y SRR SRSPPRP 258
AN EXAMPLEOF ANASTERISKHIGH AVAILBILITY QLUSTER. ...ttt et eeeeeeevittmme et e e etta s s e e e e e st eaesestmensssaessnsnnnnneeeeens 258
TWINSTARIMPLEVIENTATION DETAILS. . ...ttt ettt ettt e e et e et te et e e e e e e eeaaeeeeeeemaeeeeeeeeeeeeaeeens 261
EVEN TS THAT AREIMIONTORED ...ttt ettt ettt sttt e e e e e e et et et bt mr e e ettt s e e e e e et e e e ettt tsman s e e eeesbnnnnnaeeeeeeeeeen 263
CONTROLINGTHETWINSTARSTATUS. ...ttt evttttttasseseeesmessaeseastsaesesstsssn s e mae s tassa s esseesaaesessssssmnneesmeseeseensenns 263
L@ 1T S = |1t 264
Erforce Switchingto ANOther USBINLEITACE ........oooiiiiieiiiie e e 264
Sart USB Voltage Monitoringand Exchange of Watchdog Messages: .........cocvveeivieeeiiieeeeeniieeeneee, 264
Sop UB Voltage Monitoring and Exchange of Watchdog MESSAQES:. ....c..vvveeviiieeiiiiiee s 264
TWINSTARINSTALLATION. 1.1 e e et eeeeeeessess s s mee s e e e s e assaneseneseesmam e se s e e ns e snes e s e mam e nnn s nssssss e se e e e mmnnrn 264
A A LU @ ] = R 265
0 (I ) PP PPTTR PR 265
L@ I 0] /Y 5 N SR 265
CALLWWAITING. . et e e oo e ettt e e e et e e e et mee e e e e e e e e e e e e e e s e mm e eeeeeaeeeeeaeaeseaaaansnsnseee s s s maa s s s sees s bessts e e e s mmmssnsnnsssnsnennen 266
160 ] S 267

Copyright © 2015 D-link. All rights reserved. Page 7 of 288



EasyVOIZ Reference Guide (rev. 4.6.2) Contents

[0 {02 11 268
DO-NOT-DISTURB(DIND)......cciiitttieieeeiiittieeeeeeeess sttt ee s s s este e e s aseeseeeassasstaeeeeasssstssmensaeeeeessassnneeeeessssnsmnnes 269
[T 1LY A1, 269
[N = @I = Y@ == TS 269
[N N7 N o [V 1= 26 @ T 270
[ g 01N =IO T g B[ = =01 (0] = 7T 270
(R S C 01 (1) €T 271
S5 I T 271
A= N 271
18, MBNU OVERMBW ...ttt e e et e e et ee e e e e e s et e e e e e et e e eaaba e e s aaaeeseabaeeereranaeees 273
R T = = | T 283
Vo [0 7 | We @]\ <T@ =11 ] N 283

Copyright © 2015 D-link. All rights reserved. Page 8 of 288



EasyVOIZ Reference Guide (rev. 4.6.2) Chapter 1-Overview

1. Overview
WiKi

Additional usefulinformation canbe obtained via the Internet by visiting the EasyVOIZ&ection of
the D-link wiki.

Designing EasyVOIZ

Security

Just like any other computer on your network that is conneced to the Internet, EasyVOI£an be
targeted by hadkers for the purpose of making chep telephone calk. During the entire processol
setting up EasyVOIZyou should be constanty aware of the potential security implications of
each sep and make sure that your system is well protected. @mpleteBC, a sessn border
controller, is integrated into EasyVOIZRefer to Secuity and Acaess Gontrol in Chapter 12 for
more detailed notes and considerations regarding security of EasyVOILZYou can also use this
link to downloadthe EasyVoiZSB&andbook

Extensions (or Devices and Users)
Canectivity" Extensbns

Exendons are where you configure devices (telephones) and users (extensions) on your system.
Review Devices and Extensions in Chapter 2 to get a better underganding of the differences
between Extensions and DeviceAdUser modes, and how to choose the correct mode for your
system.

More detailed nformation canbe found in Chapter 2, Devicesand Exensiors.

Number ing System

You need to decide how many digits to use for extensions ¢ do you wantto use 3, 4, or more? You
should take into account that most feature codes are?2 digits, so seting a system with 2-digit
extensions is not really practical It will help you to navigate your system if you group simila
functionstogether, for example, by using the following ranges:

1 2000 - 2999 for extensons
9 7000 - 7100 for ring groups
9 8000 - 8100 for queues

1 9000 - 9100 for conferences

Flow Chart

It will help you to plan and visualize your EasyVOIZonfiguration if you create a flowchart of
everything that you want to setup in the system.

Tru nks
Canectivity" Trunks

Trunks are the PBX equivalent of an external phone line. Theyare the links that allow your system tc
make callsto the outside world, and to receive calls from the outside world. Without a trunk, you
cannot call aryone, and no one cancallyou. You canconfigure a trunk to connect with:
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Any VoIP service provider

Any PSTN Media Gaeway, which allows you to make and receive callsover standard telephone
linesfrom your local telephone company

1 Gonnectdirectly to another PBX.

= =

Before you start to configure EasyVOI4t is important that you decidewhat kind of trunksyou
will be using ¢ SP, DAHDI, etc.

Most reputable VoIP providerswill give instructions on how to configure a trunk with their service.

The Dialed Number Manipulation Rues lets you redirect callsto other numbers. For example, if
someone dials 411, EasyVOIZanbe configured to change that to 1-800-FRE=411. Oryou could
configure 511 to call your grandmother.

More detailed information canbe found in Ghapter 3, Trunks.

Outbound Routes
Canectivity" Outbound Routes

Outbound Routes enables you to tell EasyVOIdhich Trunks (phone lines)to use when people dia
external telephone numbers. A sinple installation will direct EasyVOIZ tgend all callto a shgle
trunk. However, a complex setup could have an outbound route for emergency cals, anothet
outbound route for local calls,another for long distance calls, and perhaps even another for
international cals.

You can even create a "dead trunk" and route prohibited calls(suchas international and premiun
calls)to it.

More detailed nformation canbe found in the Qutbound Routes section of Chapter 6.

Routing Groups
Canectivity" Rauting Groups

The Routing Groups module enables you to redrict certain extensionsfrom making outbound calls
Only extendons that are members of a Routing Group canaccess outbound routesthat are linked tc
that Routing Group. If an extension belongs to a Routing Group which has does not have access tc
any outbound routes, thenthe extension will not be able to makeany external calls.

Inb ound Routes
Canectivity" Inbound Routes

Thelnbound Routes module is where you define how EasyVOIBandlesincoming cals. Typicaly, yoL
determine the phone number that outside callers have caled (DID Number) and then indicate whicl
extension, RingGroup, Woicemail, or other destination to which thecall $ould be directed.

More detailed information canbe found in the CallRouting section of Chapter 6.

Follow Me
Canectivity" Follow Me

TheFolow Me module allows you to creae a more specidized method of routing callsthat are sent
to a speciic extensian. Udng this module, you can @use a callto an extensionto ring several othel
extensions, or even external phone numbers. You can alsomake callsto an extension terminate ir
the voicemail of another extension.
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For example, using Follow Me, you could causea callto extension2009 to:

1 Initially ring extensons 2009, 2010, and 2011

1 If none of the above extensions ansver the call,ring a cellular phone for 15 seconds

9 If the cellular phone also does not answer the cdl, send the call to the voice mailbox for
extension 2003

More detailed information canbe found in the Follow Me and the VimXLocater section of Chapter 6.

Ring Groups
Applications’ Ring Groups

Ring Groups allow you to create a single extension number (the Ring Group number) that will cal
more than one person. For example, you could define a Rng Group so that when any user dials
extension 6001, extensions 2009, 2010, and 2011 ring for 15 seconds, after which the cal will go tc
the voicemail for extension 2000.

More detailed information canbe found in the Ring Groups section of Chapter 4.

Faxing

Settings' Fax Canfiguration
Canectivity" Inbound Routes
Canectivity" Extensbns

EasyVOlgrovides the complete answer to your fax needs. You cancreae multiple inbound fax
routes,aswell as enable all usersto creae and send outbound faxes.

Enterprisewide setup for outbound faxes canbe done using the Fax Configuration dialog, whichis
found in the Settings menu. Seethe Faxing seation in Chapter 8.

Any extension canbe desigrated as a Fax Recipient by modifying the Fax section in the Exendon
dialog, andmaking the extensionfax-enabled. See the Outbound Faxsection in Chapter 2.

Any inbound route can be configured to receive incoming faxesafter it has been configured to
detectfaxes. Formore information, refer to CallRouting in Chapter 6.

Parking Lot
Settings'  Parking Lot

A Parking La allows anyone who hasreceived a callto park the callon an etensia, allowing any
other user to accessthe parked call. Typically, you receive the call, transfer it to extendon 70, anc
then listen asthe system tellsyou where you canpick up the call (usually extension 71). Anyone else
on your EasyVOIZannow dial 71 to pick-up the parked call.

More detailed nformation canbe found in the Parking section of Chapter 5.

Pagingand Intercom
Applications’ Paging & Intercom

The Paging and Intercom feature allows you to use your phone system as an intercom system.
provided that your endpoints (phone devices) support this functionality. The Paging and Intercorr
dialog allows you to define a number (just like an extension or Rng Group number) that will
simultaneously page a group of devices. For example, in a small office, you might define a paginc
group that allows any user to dial 6999, allowingthem to page the entire office. You can alsaisethe
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*80 feature code to page a single extension,by dialing * 80 followed bythe extenson number.

More detailed information canbe found in the Paging & Intercom sedion of Chapter 5.

Conferences
Applications’ Caferences

The Conferences function allows you to create an extenson number that people can dial into in
order to participate in a conference call. For example, a number of users could dial extension 900C
and join a conference call. A conference can also be acessed by external users by setting &
Gonference asthe degination of an nbound route or anIVR gstem.

More detailed information canbe found in the Gonferencessection of Chapter 4.

IVR
Applications" IVR

IVR allows you configure an auto attendant to answer callsand redirect the callin respaseto input
from the caler.

It isimportant that you carefully plan the call flow and branching options for IVRs,while considering
the user experience. IVRsuse cugomized Announcements, so you will need to make sure that they
are clear and meaningful, and configured to optimize the callerexperience. Factors that you shouc
consider include:

Handling the timeout whenthereis noinput from the caller

Gontrolling the action to take if caller providesinvalid userinput

Allowingthe caler to badtrack ifs' he has made a mistake or gets lost

Allowingthe caler to return to the IVRf voicemail isencountered

Whetheror not to take advantage of time-basedbranching, by defining Time Groups, for normal
officehours, that indude start andend times, gart and end daysof the week, and much more

1 Defining a Time Condition, and setting one degtination if the time matches and a different
dedination if the time does rot match

=A =4 =4 =4 =4

More detailed information canbe found in the IVR (Digital Reseptionist) section of Chapter 5.

Queues
Applications’ Queues

A queue manages incoming callsthat need to be answered in an organized manner. Queues allow
you to create rulesto helpyou effectively manage the flow of incoming cals.

Callqueues are especidly useful for scenarios in which the volume of calersis expected to exceec
the number of people or agents that are available to answer calls. Scemrios suchas a technica
support line or asaksline are good examples.

There are many parameters that can be configured to cugomize queue-handling to meet your
specifc needs, ncluding:

Sensitive queuescan be password-protected

Userscan be given feedback of their position in the queue and their estimated hold time
Queuescanhave both static and dynamic agents

Multiple ring strategy options are available

Cals canberedirected to any destination if no agent is available to answer the call

=A =4 =4 =4 =9
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Important Note

If you want the Switchboard to track the status of queuesand to crede statistics for
call cener reparting, make sure that both BEvent When Called and Member Satus
BEvent (in the Bvents, Sats and Advanced section of the Queue dialog) are set to Ye:
whendefining a new queue.

More detailed information canbe found in the Queue section of Chapter 5.

Feature Codes
Admin" Feature Codes

Thisdialog allows you to set the special codesthat userscandial to accessvarious features. You can
alsodisable featuresif you don't wantusersto be able to acessthem.

More detailed information canbe found in the Qustomizing Featue Codes section of Chapter 8. A
detailed listof all feature codescanbe found in Chapter 17.

Voicemail Settings
Settings' Voicemal" Dialplan Behavior
This dialog hasseveralimportant featuresyou may want to consider changng:

Voicemail Recording Gain allows you to control the volume level of voicemail messagesilf you find
that the voicemail messages you receive are quiet compared to the system recordings, you might
wantto change this from the defaut of 0 to 5.

UseOperator Extension to specifythe extengon number or ring group number to which callerswill
be transferred when they dial 0 while leaving a voicemail. If you leave this blank, the caller will
return to the RingGroup from which they came before reaching voicemail.

System Recor dings and Announcements
Admin" System Reordings
Applications’ Announements

System Recordings allows you record system-wide messagesBefore these recordings can be usec
for use on your auto-attendant (IVR),Queue, etc., they must be cugomized as anAnnouncement. A
singe §ystem Recording can be used inmultiple Announcements.

More detailed information canbe found in the Qustom Voice Prompts section of Chapter 8.

Direct Inward System Access (DI SA)
Applications’ DISA

DISA allows you to create a dedination that allows people to call in to from an outside line anc
reachthe system dial tone. Thisis useful if you wantpeople to be able to take advantage of the low
rate for international cals thatyou have available on your system, or to allow outside callersto be
able to usethe paging or intercom features of the system. Always protect this feature with a stronc
passvord.

More detailed information can be found in the Direct Inward System Aacess (DISA) section of
Chapter 8.
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Backup and Restore
Admin" Backup and Restore

Backup and Restore allows you to backup ad regore the EasyVOIZsettings as well ac
recordings made by EasyVOIZAfter you have created a backy, you can find it by typing the
following at the command prompt:

cd/var/spool/ asterisk/ backup
Is-l

More detailed information canbe found in the Backups section of Chapter 9.

Endpoint Manager
Settings' Erdpoint Manager

Erdpoint Manager provides you with a central tool for managing and updating the configuration
settings of IP phones. For more detailed information, refer to the Erdpoint Manager section of
Chapter 2.

Dependencies

Destinations

Almost all dialogs are Inked to a degination of one kind or another. Thefollowing table srows whiclk
dialogs are available as deginations, which dialogs must be terminated with a degination, anc
whichmodulescanoptionally be terminated with a destination.

Dialog Is a Destination Must Have Can Have a Destination
Desination

Announcements \% \%

Blacklist

CallFlow Control \% \%

CallRecording \

Calback \% \%

Conferences

Qustom Destination

DAHDI Channel DIDs

DIA \

Directory

Exengons \% \%
FAX Recipient (Extengon) V Defined inExensions
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Dialog Is a Destination Must Have Can Have a Destination
Desination

Featue Code \

Folbw Me \%

Inbound Routes \%

Endpoint Manager

IVR V \%

Languages \

Misc Aplications \

Misc Destinations \%

Musicon Hold

Outbound Routes Trunk Only

PIN Ses

Paging & Intercom \ Extengons Only

Queues V VvV
Ring Groups V \

Routing Goups

SetCalerlD V

Terminate Call (System)

Time Conditions \ \%

Time Groups

Trunks

Voicemail \ Defined inExensions
Voicemail Bbsting \ Exengons Only
WakeUp Cdbk Exengons Only

Mandatory Fields and Dependencies between Dialogs
Thistable shows the dependenciesbetween dialogs to help you optimize the flow when setting up
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EasyVOIZas well as highlighting which fields are mandatory. The Need to Know column
highlights information that you may need to complete the definition of the object. Items that are
shown in bold font in the Need to Know column are not optional.

Dialog Other Dialogs Required Mandatory | Need to Know
Fields
Exendons Other Destinations (Optonal) User Outbound CID
Bxenson | hhound DID
Bij::y Secret, for IAX2 & SP
Secret(SP, FAX enabled?
IAX2) Email addressfor FAX
Channel Passvord for voicemail
(DAHDI Email addressfor
only) voicemail
Outbound Trunks (Mandatory) Route Name | Dial Paterns
Routes Time Groups (Optional)
PIN Sds (Optional)
Calback Dedinations (Mandatory) Description
DISA (Optional)
Exengons (Optional)

Other Destinations ((ptional)

Directory Exensons (Mandatory) Directory

Announcements (Optional) whichmay Name

require Sytem Recordings

Erdpoint Exensgons Host
Manager Settngs
Templates
Folow Me Dedinations (Mandatory) Exendgon Ring strategy
Exengons (Mandatory)

Announcements (Optional) whichmay
require Sytem Recordings

Musicon Hold (Optional)
Other Destinations (Optonal)
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Dialog Other Dialogs Required Mandatory | Need to Know
Fields
Queues Exensgons Queue Ring strategy
: : Number
Announcemaents (Optional) whichmay
require Sytem Recordings Queue
, Name
Musicon Hold) (Opional)
IVR (@tional)whichmayrequire
Announcements and System Recordings
Dedginations (Optonal) whichmay
require Extensions orOther
Dedinations
Misc Dedinations (Optonal) Description
Applications
Parking Lot Deginations (Optonal)
Announcements (Optional) whichmay
require Sytem Recordings
Musicon Hold (Optional)
Inbound Musicon Hold (Optional) Degription | DID rnumber
Routes Dedinations (Optional), which may DID Number | FAXenabled?
require Extensions orOther N
Dedinations Destination
IVR Announcements (Optional)whichmay | IVR Name
require Sytem Recordings Invalid
Dedinations (Optional) whichmay Dedination
require Extensions or Other Timeout
Dedinations Degtination
Ring Groups | Announcemants (Optional)whichmay | RhgGroup | Ringstrategy
require Sytem Recordings Number
Musicon Hold (Optional) Group
Deginations (Optional) whichmay Description
require Extensions orOther Exenson/s
Dedinations Destination
Routing Outbound Routes Name
Groups
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Dialog Other Dialogs Required Mandatory | Need to Know
Fields

CallFlow Announcemaents (Optional) whichmay

Control require Sytem Recordings

Dedinations (Optional)

Accessing EasyVOIZ

Login to the User Interface

Usihg any browser-enabled computer on your network, open a Web browser and enter the IF
address of your EasyVOIl&erver. If you don't know the IP address of your EasyVOIZgo to the
Linux console/ command prompt.

Security to access Linux console

You canlogin to the Linux console/ command prompt using the usernameroot and
the root password. The initial root password is documented in the Geting Sartec
Guide, whichwaspacked with your EasyVOIBardware.

After you login, type ifconfig at the command line and determine the IP addressof your machine:

[root@erlang ~]# ifconfig

ethi

1o

Link encapiEtherpet HWaddr 00:22:4D:A3:56:D3

inet addr:h92.165.0.127l Boast:192.168.15.255 Mask:255.255.240.0
ineté addr: fe80::222:4dff:fea3:56d3/64 Scope:Link

UP BROADCAST RUMNING MULTICAST MTU:1500 Metrie:l

EX packets:309860363 errors:0 dropped:0 overruns:0 frame:0

TX packet=:116996463 errors:0 dropped:0 overruns:0 carrier:0
collisions: 0 txgueuelen:1000

EX bytes:3435831734 (3.1 GiB) TX byte=z:1546974731 (1.4 GiB)
Interrupt:16 Memory:80120000-80140000

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

ineté addr: ::1/128 Scope:Host

UF LOCPBACE RUNMNING MIU:16436 Metric:l

EX packet=:19688038 errors:0 dropped:0 overruns:0 frame:0
ITX packets:19688038 errors:0 dropped:0 overruns:0 carrier:0
collision=s: 0 txgqueuelen:0

EX bytes:4257520274 (3.9 GiB) TX bytes3:4257520274 (3.9 GiB)

EasyVOIlZLaunch Pad
Thelaunch Pad (the main EasyVOIZaeen) offersyou five options:

1 Administration will allow you to configure and manage EasyVOIZ.

Copyright © 2015 D-link. All rights reserved. Page 18 of 288




EasyVOIZ Reference Guide (rev. 4.6.2) Chapter 1-Overview

Security to access Administration

The defaut username is superadmin and the initial password is documented in the
Gedting Stated Guide, which was packed with your EasyVOIlzhardware. Thi
password for this usershould resetduring the installation.

1 EasyVoiZSB@dded in releasev4.6, is a proprietary sessbn border controller that is integrated
into EasyVOIZSes®mns Border Controllers are usually deployed in a similar manner to
firewalls, with the goal of edablishing a clear sepagation between two VolP networks. il
documentation for the D-link EasyVoiZSBfanbe downloaded from the D-link website.

1 My Extension allows usersto manage the properties of their own extension.For example, they
can listen to voicemail messagesand change certain features of their extension, suchas call
forwarding. Userscan only modify features of their own extension. Userscannot listen to
recordings or modify the setup for any extengon other than theirown.

Security to access My Extension

Userscan login using their extension number and their voicemail passvord. Users
who do not have avalid voicemail passvord camot login to My Exension.

1 My Switchboard is a screen that allows desighated users, suchas sewice agents, call center
managers, or an office manager, to view and manage calls, queues,and many other functions.

Security to access My Switchboard

In order to have acessto My Switchboard, users must be sutably defined. Use the
Administration dialog (aces®d from the EasyVOIlZaunch Pad) to acess the
Switchboard menu and select the Users dialog. Orly users that are defined as
Switchboard Userscanlogin to My Switchboard. Default security uses the extension
number and voicemail password, although a different password canbe defined in the
Users dialog. Usas who are not defined in the Users dialog cannot access My
Switchboard.

1 Gl Center Satistics displayscall center statistics, either on the user@ saeen, or in pdf format.
The defaut userrame used to accessthis dialog is admin, and the defaut passvord is also
admin.
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D-Link

Administration My Extension My Switchboard Call Center Statistics

Module Maint enance
Admin" Module Admin

EasyVOI4s a omplete framework (or wrapper) which provides a smple graphic user interface,
adding functionality, features, bug fixes,and stability to open-source PBX software, such as Asterik.
From inbound routing to voicemail, this architecture provides apluggble module framework that
allows expansion of EasyVOlAvhie maintaining supportability.

Dlink has tested the integration of more than fifty modules, each providing a specifc set of
functions. Whenadministering a EasyVOl&ystem, Apadche seves as a Web interface for eacl
module. Themodules store their configuration in a database, which the framework proces®s anc
writes out to the EasyVOIZonfiguration files. The configuration files are read by the system wher
you login.

Thisprocessisillustrated in the followingfigure:
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FreePBX Modules
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EasyVOIl4s a collection of modules, including the base components provided by the Core
Framework, in addition to the many other components that enhance the functionality of
EasyVOIZ hismodularized structure enablesus to add new featuresto the product easiy, aswell as
simplify the process of applyingupdates.

Jlitting functionality into modules also allows eachinstallaion of EasyVOIZo be built specifcally
for its deployment requirements. If a PBXsimply needsto store voicemail for users,all it will require
is the inbound routing and voicemail modules. A PBXthat answers calls and then routes themtc
another PBX may just require the inbound routing and outbound routing modules. Instaling just the
required modules simplifies administration and improves startup and rdoadtimes.

Modulescanspecfy dependencies,allowing eachmodule to be assmall and efficient as possble, by
building upon previously created modules. Al of the modules will generaly have at least one
dependengy.

Updating from the Online Repository

As part of our commitment to provide periodic updates to EasyVOIZD-link creates and
publishesupdate scripts on the D-link wiki. Thesescripts are only publishedafter the updates have
been completely tesed. In order to enaure the integrity of your system, and to make sure that only
fully-tested updates are applied, you should not update the software by any other method, from
other sources,or by using the Module Admin dialog.

Thenext chapter will disaussconfiguring extensionsand uservoicemail.
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2. Devicesand Extensions
What arethey?

Much like traditional PBX gstems, EasyVOlZses extensionsto route calls toindividual users. Eac
person utilizing EasyVOIill typicaly be assjned a single extension. Userscandial an extension tc
directly access other extensions, or users. Exensionscan have voicemail boxes assciated with
them. They can be members of ring groups, call queues, and can be targets for direct inbounc
cals.

Ratherthan having an extension associated with a particular telephone, EasyVOIlZeparates the
actualtelephonesinto a concept called devices. An extension may be mapped directly to a devicein
the traditional style, or a device may be independent of an extension and the extensionthat ringe
the phone may clange based on who is using it. EasyVOIZsupports both of these
methodologies. In tlis chapter, we will disauss:

Operaional modes for extensions

Erdpoint types

GCommon fields

Setthg up a new extension in Exensimsmode
Settng up a new extengon in DeviceAndUsermode
Voicemail setup

=A =4 =4 =8 -8 4

Operational Modes for Extensions

EasyVOlhas the following two different modes that can be used in order to configure
extensiors.

i Exendons
M DeviceAndUser

In the Exiensions mode, each numerical extendon that is configured within EasyVOIZ
correspords to a dedicated physicaltelephony endpoint. Anendpoint canbe a physicaltelephone, a
softphone, an Analog Telephony Adapter (ATA), or anything else that communicates with
EasyVOIZ. limis mode, eachendpoint is staticaly assgned to a particular device. Thisdevice s fixed,
and never changes.

An example of this would be a typical cubicaloffice environment. Each cubical hasa phone, and the
number (or extensim) that rings that phone will never change. Bven if the employee who worksin ¢
particular cibical is replaced, the extendon that rings their phone will remain the same. Most enc
usersfind this setup intuitive, asit allows them to dial one number, and their cdl will ring one
phone. Thismode is the easiestto set up, but offersless fleibility thanthe DeviceAndUsermode.

In the DeviceAndUser mode, the endpoints (devices) and extensions (users) are separage, allowing
one numerical extension to correspond to an unlimited number of endpoints. TheDeviceArdUse
mode also allows a user to roam from endpoint to endpoint, loggng in or out of a phone astheir
location changes.

An example of this might be a warehouse in which a manager needsto receive callseven while he is
on the floor. Themanager canselect a cordless phone, log into it, and begin his rounds. Any callstc
his extensionwill ring the cordlessphone. Whenhe hasfinished, he logs out of the phone and it nc
longer rings when his extension is called Thismode can be unintuitive to end usersas dialing &
person's direct extension number canresut in several different phones ringing. Thismode is very
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powerful, but it ismore complicated to set up.

Eachoperational mode has its own strengths and drawbadks. As with most complex systems, there
are multiple ways to accomplish amost any telephony task with EasyVOIZ5o ultimately the mode
that you choose should be the one that seemsto best suit your environment.

Operatbnal modes can be changed any time, but doing so may meanthat a significant amount of
reconfiguration is required before the system is fully functional again. It is recommended that ar
operational mode be chosen prior to configuring any extengonsin EasyVOIZ.

The following table lists some common scenarios that may assis in dedding upon the two

operational modes for extensions:

Scenario

Operational mode to use

A lage businesswhere new employees assaime the extenson of a
person who has left the company. Employees always work at the
same telephone

Exendgons

A small business where employees generally work at the same
desk, but may opt to work from home. Employees should be able
to make and receive callsfrom home

DeviceAndUser

A hotel where each room hasa static extension associated withit.
Regardlessof who occupies the room, calling the room's extension
will alwaysring the phone in theroom

Exensgon

An executive office where userssit down at a deskon afirst come,
first serve basis. The phone on their desk needs to ring the
extensonthat isassgnedto the person

DeviceAndUser

A technical support call center where the phone at each station is
only used for inbound calls. Employees are not assigned to a
particular station, but sdected randomly whenthey report to work

Exensgon

A marketing company where the call centeris staffed 24 hours per
day. Calsare outbound only, but it needsto trackwho made which
calls.Employees areassgned an extensbn, and they log into their
phone whenthey start their shift

DeviceAndUser

You can configure the operational mode of EasyVOIBy sekcting the Sdtings menu, selecting
the Advanced dialog, navigating to the Sysem Setup section, and setting User & Devices Mode to

either extensions or deviceanduser

User & Devices Mode @

extensions -
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Chooseextension numbers wisely

No matter which operational mode you doose, you must choose a numbering
system for your extensions. It is important to choose carefully. Several extensior
numbers are pre-configured in EasyVOIZther extendons are very common and are
targeted by malicious users attempting to gain acess to your PBX We
recommend that you use (at leas) four-digit extenson numbers. Avoid extensions
between 201 and 299 which is a common range, and therefore are often targeted by
malicious users. A @mmon practice isto assgn the last four digits of a DID asa user':
extension number, so for example, DID of 555-555-5432 would ring to extension
5432.

Endpoint Types
Canectivity" Extensbns

EasyVOlZllows different typesof endpoints to be configured:

9P (Seson Initiation Protocol)
IAX2(Inter-Asterisk exchange 2)
DAHDI

Other (custom)

None (virtual extension)

=A =4 =4 -4 A

Generic SIP Device E|
Generic SIP Device

Generic |1AX2 Device
Generic DAHDI Device
Other (Custom) Device
Mone (virtual exten)

EasyVOldoes not require a single type to be chosenfor all of the endpoints: types can be
mixed. Aslong asthe endpoint can communicate with EasyVOIzsing one of these protocols,
EasyVOIgill bridge calls betveen the devices.

SIP Endpoints

9P endpoints are the most common type of endpoints. Most VoIP phones are SP-baseddevices.
Nearly all of the softphone endpoints support SP. Choosing to utilize SP endpoints provides the
widestendpoint selection.

However, due to the large range of ports required for the Real-time Transport Protocol (RTP) audic
stream, 9P can be problematic when traversing firewalls and other NAT devices. Common SF
configurations require a large range of open ports to function correctly. Gonfiguration can be
particularly troublesome if both the endpoint and the EasyVOl&ystem are behind their own
firewalls. The defaut port used to initiate SP communications is 5060, but you can improve the
security of SP connedivity by assgning a different external port number on the firewall, and usinc
NAT totransferthat port to the correct internal port
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IAX2 Endpoints

ThelAX2 protocol wasdedgned with the shoitcomings of SPin mind and ismost commonly usedtc
link EasyVOIZsystems together. Several endpoints that support IAX2 are on the market,
including several softphonesand a few hardphones.

IAX2usesa single port for call signaling and transmissionof a VoIP audio stream. Thechoiceof IAXZ
endpoints can be very limiting, but additional firewall configuration is very simple and often not
required atall.

DAHDI Endpoints

DAHDI devices are adapters for traditional two-wire Plain Old Telephone Sevice (POTShandsets -
the same handsets that are found in a home using the traditional telephone service. DAHDI
endpoints are provided by Astiibank FXSorts.

Custom Endpoints

Qustom endpoints can be based on any protocol supported by EasyVOIZCwstom endpoints are
commonly basedon the Media Gateway Control Protocol (MGCP) and the H.323 protocol. Aslong
as EasyVOIZan communicate with the endpoint using the Dial command, EasyVOI&®ill allow it to
be used wthin itsinterface.

Virt ual Endpoints

Virtual erdpoints can alsobe creded. A virtual extension canbe used, br example, as the
degination for voicemail for a team of support engineers, or asthe company-wide fax degination.
You could configure the mailbox for all the support engineers by acessing the Canectivity"
Exensbns menu, andconfiguring the mailbox parameter in the Device Options section, so thateach
swpport engineer uses the same defaut mailbox. All the support engineers would receive
notification that voicemail is waiting, provided that voicemail alerts are activated. Any available
support engineer could aacessthe voicemail on the virtual extension,andadion it accordingly.

Endpoint Fields

Canectivity" Extensbns

Several common configuration fields exist under both Exendons and DeviceAndUse modes.
Regadlessof the operational mode that is chosen for EasyVOI#o operate in, thesefields function in
the same way. Usethis section as a reference when setting up either operational mode. Al of the
common configuration fieldsandtheir purposesare listed here.

Common Extension/ User Fields

UserExiension shouldbe a unique numericalvalue. If an extension that is already in useis entered
EasyVOIill display a warring whenyou attempt to save the extension,and the new extension wi
not be saved. The User Extengon number can be dialed from other endpoints attached to the PB>
to call this user. Thisfield canonly be edited when creating a new extension: this value of this fielc
cannot be changed after it hasbeen defined. Thisfield is mandatory.

Display Name is generally the end user'sname or the location of the device, e.g. Fenando Alonso or
Sener Room. Thisvalue will be displayed asthe caller ID text for any callsplaced from this user ot
deviceto other usersor devices on the PBX This ield ismandatory.

CD Num Alias will change the caller ID text displayed when this user callsother userson the PBX
Thisis commonly used when a useris part of a department in which calbacksshould be directed to
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the depatment rather than directly to the user (suchasa technical support department). Thisfield
isnot required. Ifit isleft blank, the user'sextension will be usedto setthe Oubound Cdler ID text.

SP Alias is usedto provide a friendly name for direct SP callsmade to this user. SP aliases are most
often usedto distribute an addressfor contacting a particular user, similar to how email addresse
are distributed to allow a userto be senta messagedirectly. A SP alias willallow external callersto
dial alias@exanple.can to call this particular user directly, without knowing the user's extension
number. Note that the SP Alias feld is shown for all types of extensions(SP, IAX2, DAHDI, anc
Qustom). Cals to a 9P alias must come from a SP device, but EasyVOIxill bridge the call to any
type of endpoint that it is able of communicating with. Thisfield is notrequired. Ifit is left blank, the
only way to place a direct 9P callto the userwill be the P URL<extenson>@example.cam, where
the extengon field is replacedby the user'snumericalextension.

- Edit Extension

Display Name @ VP Marketing &
CID Num Alias @
SIP Alias ®

Outbound CD is usedto set the caller ID text for calls to devices outside of the PBX Thisoption
alwaysrequires a digital trunk (PRI/BRI,or VoIP) and sdting the caler ID must be supported by the
trunk service provider. Thisfield is not required. If it is left blank, the defaut caller ID name for the
trunk placing the callwill be used toset the caller ID name text.

Asterisk Oal Options allows you to define dial options that are specifc to an extension. If the
Owerride checlbox is checked, this value will override the global setting that is defined in the
Dialplan and Operational section of the Settings’ Advanced dalog.

Ring Time is the number of seconds to ring the endpoint before serding the caller to voicemail.
EasyVOlallows an endpoint to ring between 1 and 120 seconds. If no voicemail is configured for
the user, this option will be ignored and the endpoint will ring until the callerhangs up. Thisfield ise
dropdown. If it is left at the defaut value, the extendon will ring for the number of seconds
configured in the Ringtime Default field of the Advanced Settings dialog.

Call Forwarding Ring Time determine how long (in seconds) to ring another phone, when any mode
of callforwarding is active, before continuing to voicemail or some other failover destination.

Outbound Concurrencgy Limit limits the number of concurrent outbound callsthat canbe made ar
extension. This isa useful security feature as willlimit the number of simultaneous callsthat canbe
made on a compromisedextengon.

Call Waiting togdes the call waiting option on an extension. With call waiting endled, if a user i<
calledwhile the endpoint is alreadyin use,the userwill be notified of the new incoming call ad wil
be given the option to answer it. Disabling call waiting will send ncoming callsto voicemail if the
endpoint is already in use. Userscan manipulate call waiting from My Exengon, or by dialing ¢
feature code (*70 to activate, *71 to deactivate). This option is simply the initial setting for cal
waiting on an extensia. If the callwaiting state is toggled from the user'sendpaint, then it will stay
that way. Itwill not be overwritten by EasyVOIi#hen itreloads. Thsfield isa dropdown menu.

Internal Auto Answer enables automatic answering of internal calls provided that the endpoint
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technology allows it. You could use a Paging & Intercom group (or a Rng group) for all the
extensionsthat all havelnternal Auto Answer enabledto enable internal users topage the phonesin
the group. Cals originating from external callers wil not be answered automaticaly, and will be
handled in the rormal manner.

Call sreening allows usersto hear who is calling before pickingup a cal. With this option enabled,
callerswill be prompted to saytheir name before ringing the user'sendpoint. Upon answering the
call, the user will hear the caller'sname being played backto them and will be given the option to
acept or reject the cal. Rejected calls are sent to the user's voicemail, if configured, or
dismnneaed otherwise. Call screening can either be enabled with memory (caler ID text is
remembered, and callerswho have identified themselvesin the past will never be prompted to dc
so again, or without memory (calles are prompted to identify themsdves every time they call in).
This fieldis adropdown.

Pinless Dialing allows the extenson to bypass ay pin codesnormally required on outbound cals. B
awarethat enabling this option will bypasghe securty on atrunk that hasPIN protection.

- Extension Options

Outhound CID

Asterisk Dial Options Ttr Override
Ring Time Default

Call Forward Ring Time Default

Qutbound Concurrency Limit |3 v

Call Waiting Enable *

Internal Auto Answer Disable v

Call Screening Disable v

Pinless Dialing Disable ¥

Emergency CID

Queue State Detection Use State ¥

Assigned DID/AD group of options allow specifc external telephone numbers to be assgned
directly to a user's extension. Multiple DIDscanbe assigned to a single extension.

None of the fields in the Assgned DID/AD group of options are required. If they are left blank, the
extension will function as normal, and will only receive callswhen aninbound route directs callsto it
or another extension callsit direcly.

DID Description is a description of the number associated with the extension.

Add Inbound DID is the actual number as®ciated with the extendon. The number must be in the
format that the trunk provider sendsit in (often 11 digits or full international dialing standard).

Inbound CD allows only specific caller IDs on the inbound DID to be routed to the user'sextengon.
Caler ID text can be a specific phone number, aswell as any text that may be delivered by the
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telephone company, such as "Private”, "Blocked", "Unknown", "Resricted", "Anonymous"”, or
"Unavailable".

- Assigned DID/CID

DID Descriptiunﬂ'
Add Inbound DID®

Add Inbound CID®
= 7337332001

Routing Groups section allows you control which Oubound Routes are accessble to the extenson.
You cangrant an extenson ac@ssto all available routes by sdecaing All Routes from the drop-down
list, by selecting some other Routing Group from the drop-down list, if you want to limit accessto
list of outbound or . You can usethe Routing Group dialogto create a Routing Groups.

- Routing Groups

Routing Groups @ All routes v
Lobby

| Only for Visitars

The Language Code field will force all prompts specific to the user to be played in the selected
language, provided that the language is installedand voice prompts for the specified language exis!
on your EasyVOIZ&erver. Thisfield is not required. If left blank, prompts will be played back in the
defadt language of the EasyVOI&rver.

Same of the standard 1ISO639-1 language codes thatyou canuse include:

Language Code
Dutch nl
Erglish en
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Language Code
French fr
Geman de
Italian it
Patuguese pt
Rus&n ru
Sanish es
Turkish tr

TheRecording Options group of fields allows a userto control the recording of incoming or outgoing
calls.Theusercaneither dial a feature @de (*1) to selectively enablerecording for the current call
never record calls,or always record calls.

Record Priority Policy determines what will happen when there is a conflict between extensions
Thereoording options defined for the extension with the highest value (between 0 and 20) will be
used.

- Recording Options

Inbound External Calls® Always Never
Outbound External Calls® Always Never
Inbound Internal Calls @ Always Never
Outbound Internal Calls ® Always Never
On Demand Recording® m Enable

Record Priority Policy @ 0 -

Voicemail & Directory options are disaussed in a delicatedsection later inthis chapter.

Common Endpoint Fields

Regadless of the endpoint technology selected, the Emergency CIDwill always be present. The
value entered here will override any other callerID text set for the extension when the user placese
call through a route configured for emergency cals in EasyVOIZ This option is useful for
allowing outbound callsto sendaccurate caler ID text to emergency service dispatch ceners, where
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caller ID text would otherwise provide different information (call certers often provide corporate
call backnumbersin callerID text that are assgned to buildings in different physicallocations from
the call centers themselves). Thisis especialy important for VoIP trunks, as callsover VoIP can
originate from anywhere in the world, and the trunks do not cary the information related to
location that T1 or PSTNIines do. The Emergency AD field is not required. If it is left blank, the
default callerID settings on atrunk will be usedto setthe caller IDwhenan anergencycall isplaced.

Common S P/1AX2 Fields

9P and IAX2endpoints will have a secret field. Thisfield definesthe passvord that the endpoint will
useto authenticate with EasyVOIZ his field isnandatory.

Chooseendpoint passvords carefully

Endpoint passvords canbe the weakest link on any externally accessible PBXsystem,
asmalicious userswill attempt to locate extensions having weak passvords. Emlpoints
that authenticate by using smple passvords suchas"1234" standa good chance of
being compromised, alowing an attacker to place cals through your PBX Fick stronc
passvords caefully, and enaure that endpoint passwards ae not distributed tc
anyone who doesnot needto know them.

Passvords should be at least 8 charaderslong, and should include a random mixture
of letters(both upper- and lower-cas), numbers,and special baracters.

SP endpoints will also have a dtmfmode field. The DTMF mode for a SP device specifeshow touch
tones will be transmitted to the other side of the call. Possble values for this field are rfc2833,
inband, info, and auto. The defaut value of rfc2833 is typically fine and shauld not be changec
unlessa trunk provider specificallyrequiresit.

It isimportant to set the DTMFmode correctly, based on the trunk. DTMFtonesthat aretransmittec
inband on a compressedstream (anything that is not using the ULAW or ALAW codec) will be
garbled and will not be recognized on the receiving side. The value rfc2833 will sendthe tones as
data within the RTPpayload, and info will sendthe tonesasdatain the SP info headers.Both data
methods are more reliable at transmitting understandable tones than inband, but must be
supported by the device generating the tones. The auto option will attempt to use rfc2833, but will
fail over to inband if the receiving host does not indicate support for the data-basedtones. The
dtmfmode field is required.

Additional SP Fields

Oncesaved, clicking on a 9P device will show additional options that were not available during the
initial setup:

The canreinvite option specifieswhether a SP endpoint canisaie re-invites to other endpoints. By
defaut, the media stream for a SP call will passthrough the EasyVOIZerver before reaching the
other endpoint, even if both endpoints are on the same network. Re-invites allow two SP endpoints
to take EasyVOIlout of the media path and speak directly with one another. This can mprove
latency in certain situations, but for most setups, this will cause dropped calls or unusable cal
quality. Vdid values for canreinvite are yes and no. Thisfield is not required. If it is left blank, the
defaut value of no will be used.

The context option allows the device to be placedinto a specific context within EasyVOIZA
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context should have been manually creaed in the / etc/ asterisk/extensians_custom.conf file for this
to work properly. The EasyVOIZom-internal context includes everything needed to provide aces:
to all the standard extension features, such as voicemail, outbound routes, and feature codes,
and should be used asthe defaut context. Specifying a cugom context may cause certain EasyVC
featuresto function incorrectly. This feld isrequired.

The host option is used to define where calls for an extension should be sent. Vdid values are
"dynamic", or a specific IPaddress.Dynamic extensions will register with EasyVOIZnd EasyVOIill
keep track of where they registred from, henceit knows where to send thecal. Erdpoints that
have dynamic IP addresses should leave this set as"dynamic'. Erdpoints with static IP addresses
can have their IP address entered in this field. Thesedevices are not required to register with
EasyVOlBecausewhen EasyVOIlZeceives a call for them, it will forward the callto the configurec
IP. This field is not required. If it is left blank, the defaut value of "dynamic" will be used.

Thetype option is used to configure whattypes of callswill be expected from this extension. Vdic
options for the type field are peer, user, and friend. Fom the perspective of the EasyVO
selver, callsare sent to peer endpoints, they are received from user endpoints, and can be eithel
sentto or received from "friend" endpoints. A normal office telephone handset will be configured as
a "friend" endpoint. A @ll certer that does not alow its agents to make outbound calls may
configure all of its endpoints as peer endpoints. A hotel lobby may have a phone that is for
outbound callsonly (to other hotel gueds), whichwould be configured asa userendpoint. Thisfielc
isnot required. Ifit isleft blank, the defaut value of "friend" will be used.

TheNAT option specifieswhether this endpoint is expected to be placedbehind a device performing
Network Address Translation (NAT). Thisoption shauld only be disabled if a specificsetup requires
internal IP addressesto be sent to a remote EasyVOlZerver (for example, a phone that
conneds to EasyVOldver a VPNand the VPNpassesthrough a NAT device). Vdid nat values cal
only eitheryes or no. This field is not required. If it is left blank, the defaut value of "yes" will be
used. Setting nat to dno¢, EasyVOIvill use rport if the remote side says to use it; setting nat tc
oyest ordesrport to always beon.

The port option allows a cusiom port to be set for the endpoint, 9P control data is sent on this
cusiobm port. Note that this port is only usedfor 9P signaling and not for the actual media stream.
Thedefaut port is 5060, and most 9P servers will be listening on this port. Thisoption is commonly
changed where endpoints are using a connection on which port 5060 is blocked. Note that if the
port value is changed, the EasyVOIZerer must also be listening for P signaling connecions on
the custom port specifed. Vdid valuesfor port are numeric entries between 1 and 65,000. Tlis fielc
is not required. Ifit isleft blank, the defaut value of 5060 will be used.

Port for external 9P cevices

Note that the defaut seting in the firewall only allows accessto ports 5060/5061
from internal networks (10.0.0.0/8, 172.16.0.0.12, and 192168.0.0/16) so you wil
need to configure the firewall to allow accessfrom whatever ports you chooseto use
for external 9P devices. You should also be aware that CompleteSBC (with default
setings) uses ports 6075 6076: access via these ports is allowed in the defaut
firewall configuration.

Thequalify option will keep track of an endpoint causing EasyVOI#o enaure that the endpoint
is still online. If qualification for an endpoint is enabled, EasyVOIill also track its resporse
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time relative to the PBX Thisoption can be useful for tracking latency between the PBXand its
endpoints. Runing the command sip show peers from the EasyVOIlZcommand line interface
(EasyVOIZI@) will show a list of all P endpoints along with the number of milliseconds it hasbeen
since the endpoint responded to a qualify request. Vdid valuesfor the qualify option are no, yes, or
a numerical time value in milliseconds. Seting this option as yes will qualify an endpoint every
200 milliseconds. Thisfield is not required. If it is left blank, the defaut value of no will be used.

Thecallgroup and pickupgroup options allow usersto pick up calls that are not directed to them by
dialing afeature code (*8). Both valuesare numeric and range between 0 and 63.

Exensions canbe placed nto multiple groups by separating numerical values by commas. Cals
directed to anyphone in a particular call goup canbe answered byany userwho is a member of the
correspording pickup group (for example, a user in pickupgroup 1 will be able to pick up any cal
directed to any phone in callgroup 1). This carbe usefulfor small office or home setups, where it is
easierto simply pick up a callfrom another phone rather than forward that call to another
extension.

Note that a user canbe part of a pickupgroup without being a member of the asciated callgroug
(for example, a senor staff member may be able to pick up any call directed to anyone in his
department, but his department shouldnot be able to pick up calls directed to the senor stafl
member).

Neither the callgroup field nor the pickupgroup field is required. If they are left blank, the endpoint
will simply not be a member of a callgroup or pickupgroup, and will not be able to usethe call pickuy
functionality.

The disallow option should contain a list of codecs, which the endpoint should not use tc
communicate with EasyVOIZMultiple codecs can be specified separaed by spaces. Vdid codec
values are "all", "g723", "gsm", "ulaw", "alaw", "g726", "adpcm", "slin", "Ipcl0", "g729", "speex",
and "libc".

It is mommon practice to first disdlow all codecsin this line, and then, specificaly allow a sekct few
using the allow option. This field is not required. If it is left blank, no codecswill be disdlowed, anc
EasyVOlmay attempt any codec available to it when estallishing a callto the endpoint.

Theallow option is the opposite of the disallow option, and is usedto specify which codecsshouc
be used for communication with the endpoint. Godecs are used with preference to the order in
whichthey are specified.

Theallow option hasthe same valid values as the disdlow option. Thisfield is not required. If it i<
left blank, no codec will be preferred by the emlpoint, and EasyVOlZnay use ay mdec
available to it when egablishing a callto the endpoint. EasyVOI®ill give preference to codecs tha
do not require transcoding.
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This device uses sip technology.

secret® RD2XJIbST
dtmfmode ® RFC 2833 -
canreinvite @ No =

context @ from-internal

host @ dynamic

trustrpid @ Yes -

sendrpid® No .
type® fiend ~

nat® No - RFC3581 -
port @ 5060

C|UE]|“:‘,-'e yes

qualifyfreq® 60

transport® UDP Only -
encryption @ No -
callgroup®

pickupgroup @

disallow®

allow®

dial ® SIP/2941

accountcode @ 2941

mailbox @ 2941@default
vmexten @

deny® 0.0.0.0/0.0.0.0

permit© 192.168.0.0/255.255.240.0

Thedial option is the dial string EasyVOI®ill useto call the endpoint. Any valid EasyVOIZ
dial string is amissble for thisoption. This field igequired.

The accountcode option is typically used for billing purposes. A string value of length up to 2C
charactersmay be used br the account code. The value entered here will showup in the EasyVO
(DR for every call placed by this extension. Thisfield is not required. If it is left blank, the CDR will
log the extension that placeda call, but will not log any account code associated with the call.

The mailbox option is used to specifythe voicemail box that the device will be checkiy. The SF
protocol will return the number of waiting messages in the specifed mailbox when this device
gueries EasyVOIZor waiting messajes. Most endpoints will provide some kind of indication
when theirmailboxes have messagesin them (such asa flashing light or a stuttering dial tone). Vdic
values are any mailboxes that have been creaed using EasyVOIdr entered manually into the
/etd asterisk/ voicemail.conf file. Thisfield is not required. If left blank, the endpoint will not checkta
seeif any voicemail messagesare waiting.
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Thedeny option specifiesnetwork addresses from which EasyVOIZhouldnot acceept traffic for
this peer. This option should be in the format of an IP address and subnet, such as
192.168.1.0/255.255.255.0 (to disdlow traffic for this extension from the IP range of 192.168.1.1 to
192.168.1.254). It is possble to enter a value of 0.0.0.0/0.0.0.0 to deny all of the networks by
defaut, and, to enter spedfic networksfrom which traffic canbe accepedin the permit option.

This option is commonly used to regrict endpoint usage to a particular network, so that if the
endpoint is stolen or otherwise removed from the network, it cannot be used to placecalls and will
be essentidly useless. Thisfield is not required. If it is left blank, EasyVOI&ill not block traffic for
this peer from any IPaddress.

The permit option is the opposite of the deny option. Specific IP addressesor networks can be
added in this option to allow traffic for this extensbn from the entered IP/network. Thisfield is not
required. Ifit isleft blank, traffic will be allowed from all IPaddresses.

Strergthen your system security by use of the deny and allow options, where possble. If the
endpoint is static, we strongly recommend that you make proper use of the permit and deny
options to enaure that traffic is only allowed from the specifc address. Bven if the endpoint is not
static, but always resideson a known subnet, you should limit the allowed range to that specfic
subnet.

Additional IAX2 Fields

Oncesaved, clicking on an IAX2 device will show additional options that were not available during
initial se¢up:

This device uses iax2 technology.

secret® 226

transfer @ Yes -
context® from-internal
host @ dynamic
type® fiend ~
port®

qualify @

disallow® all

E]||G‘|a"-.|"al gsm

dial ® |AX2/5972
accountcode @ 2972
mailbox® 2972@default
deny® 0.0.0.0/0.0.0.0
permit® 0.0.0.0/0.0.0.0
requirecalltoken @ Yes ~

Theadditional options shown for IAX2endpoints are very similar to the additional options shown for
3P endpoints. Theonly additional option available to IAX2endpoints is the notransfer option.
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ThelAX2 notransfer option is the equivalent of the SP canreinvite option (although the values are
reversed). Setting the notransfer option to yes prohibits the media path from being transferrec
away from EasyVOIZeeping EasyVOIli the media path at all times. If notransfer is setto no, IAX:
endpoints will be able to communicate directly with one another, removing EasyVOIZom the medie
path entirely.

All other additional IAX2 options are equivalent in functionality to their SP option counterparts.

Common DAHDI Fields

DAHDI endpoints must have a channd field. It refers to the DAHDI chanrel that the EasyVOIDAHDI
driver will use to communicate with theDAHDI endpoint. The clanrel is speciic to each FX$ort of
the Astibank. Running the Isdahd command from the Linux command line will output a list of al
(DAHDI) devices on the system and a list of the chanrels for each device. Thevalue that is enteec
into the chanrel field must be present in the list that the Isdahd command retums.

Additional DAHDI Fields

Once saved, clickhg on a DAHDI device will show additional options seen in the following
screenshot, whichwere not available during initial setup:

This device uses dahdi technology.

channel® 73
context® from-internal
immediate @ Mo =
signaling © fxo_ks
echocancel® yes
echocancewhenbridged @ Mo =~
echotraining @ no
}:JUS‘g,-ft:Iete::te Mo =
t:|us'g,-f::cnuur'|te no
calprogress @ No =
dial DAHDI73
accountcode @

caligroup @ 1
pickupgroup @ 1
maibox® 1011@device

Several additional DAHDI configuration options are equivalent to their SP or IAX2 configuration
option counterparts.

immediate will cause EasyVOIZo start exeauting its dialplan for this extension as soon as the
handset goes "off hook", without the caller ever having to dial anything. Thisoption is commonly
used for emergency phones, suchas phonesin an elevator, so that the emergency personnel are
contacted assoon assomeone picksup the phone.
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This option is useful only if a custbom context has been built to support it, and that context is
specifed in the context option. Qustom contexts must be manually written into the
/etd/ asterisk/ extensbns_custom.conf file.

signalling is used to specify the type of signaling used by the channel. Sgnaling is specifed using &
string, and must correspond to the DAHDI setings for the channel. Forexample, D-link Astribank FX
channels are defined in the DAHDI configuration file (/etd dahdi/ system.conf) as 'fxoks=1' so the
'signaling' parameter must be defined asfxo_ks

echocancel enables software echo cancellation for the endpoint. Thisis not to be confused with
hardware echo cancellation that some devices have as an option. Hardware echo cancellation musi
be configured on the device itself. Theechocancel option canbe setto one of thesevaluest no, yes,
16, 32, 64, 128, or 256.

Settng the option to no disables echo cancellation. Setting the option to yes enables edhc
cancellaion with a value of 128. The numerical value specifed in the echocarcel option is the
number of taps that EasyVOIaill use to sample the media stream to determine the best way tc
cancelanechoon the call. Onetap isone sample from the data stream.

Note that if this option is set to anything other than one of the valid values specified, EasyVOIZ
will defaut the option to yes(128 taps) wthout warning.

echocancelwhenbridged alows echo cancellation to be enabled or disebled for calls that are
bridged between two DAHDI chanrels. As most of the time the callsbetween two DAHDI erdpoints
will not have any echo, this option is not required. It is best practice to beginadjustingfor echoonly
after the echois experienced, rather than trying to adjust the echo cancellation properties based or
echoesthat might occur. Valid valuesfor the echocancelwhenbridged field are yes or no.

echotraining allows a DAHDI channrel to train itself for the proper echo cancelation requirements
for the call, before the call begns. Vdid values for echo training are yes, or they may be numbers
between 10 and 4,000. When enabled, EasyVOIxill mute the chanrel at the beginning of any cal
made to or from this device for the number of millisecads entered as a value. During this time, ¢
pulse will be sentto the other side of the call, and the information gathered from whatever echo ol
this pulse is returned, which will be usedto fine tune the echo cancellerson the chanrel. Thiscar
often resut in echo-free calls from the very beginning of the conversation, instead of forcing the
echotrainer to begintraining after the call has already started. As with the echowhenbridged field,
it is a @od ideato start adjustingthe echotraining field only after the echo isexperienced. Note that
echotraining is not required for O3 ECsoftware echo cancelleror for the Hadware Edo Carceller

busydetect is usedto detect if a calledDAHDI chanrel returns a busytone. As DAHDI endpoints are
typically analog devices and can therefore not return their status to EasyVOIlZenabling the
busydetect option allows EasyVOIZo know that the caled endpoint is in use and enables calls t(
be routed gopropriately basedon that information. Vdid valuesfor this option are yes and no.

busycount works in conjunction with the busydetect option. If the busydetect option is setto yes,
the value setin the busycount option is used asthe number of busy tones for which EasyVOIZ w
wait before it determinesthat a chanrelisbusy.

Vvdid values are whole numbers greater than 1. The higher this value is, the longer a busy channe
will take to disconned. However, lower values may cause repetitive sounds in a conversation to be
treated as busy/disconnect tones, and that call will be terminated. The default value of 7 is
recommended.

When enabled, the callprogressoption will force EasyVOIZ0o try to recogrize various analog tones
which aretypes of Special Information Tones (9T), in order to determine how a call is progressig
EasyVOIZvill attempt to recognize ringing tones, busy tones, disonnection tones, or sounds
indicating that a call has been answered. Although this option typically provides few
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benefits, it will usually result in quickertermination of dismnneded chanrels.

Common Custom Fields

Qustom endpoints must have a dial field. Thisfield is for specifyhg a custom Dial command that
EasyVOIavill use to communicate with the endpoint (using a protocol that is not 9P, I1AX2, or
DAHDI).

Common cugom dial strings are H323/${EXTEN}@(PADDRES for an H.323 device, anc
MGCP/ ${EXTEN}@(IPADDRES $ for an MGCP device. The IPADDRESStoken should be replaced with
the IPaddressof the device being added.

Canfiguring Extensions in Extensions Mode

Canectivity" Extensbns

In Exendons mode, eachuser who is defined in EasyVOIlHAas a single endpoint as®ciated with
them. Extensions mode is agood choice for simple seups where eachperson configured on the PB>
is

D-Link Admin - Applications - m Reports - Settings - Switchboard - Apply Config

Configuring Extensions Mode
Settings' Advanced

Switching EasyVOldetween operational modes is done from the Administration GUI by
enteringthe Advanced Sdtingsdialog.

If EasyVOI#vas configured to use Exensionsmode during initial installation, no
additional configuration is required to begin creating extensions. Theseinstructions
only need to be followed if EasyOlZwvasset up to usethe DeviceAdUser mode
during the initial instalation

Log in to the Administration interface, navigate to the Setings menu, and select the Advanced
dialog. Navigate down to the Sysem Setup section, and modify the User & Devices Mode paraneter
to the defaut value of extensions, and click on the arrow within the green circleto the right. The
configuration changes mugt be applied to EasyVOIBy clicking on the red-colored Apply Gonfig bal
at the top of the screen.

D-Link Admin ~  Applications ~ m Reports =  Settings - Switchboard ~ TR

EasyVOIgill now be running inextensions mode.

Configuring Extensions
Canectivity" Extensbns

Now that EasyVOIl4s running in Exensions mode, we can begin creaing extensions. Eac
endpoint used will require a unique extension. To configure extensians, navigate to the
EasyVOIAdministration interface and click on the Connedivity menu on the navigation bar, anc
selectthe Extendons dialog. TheAdd an Exension dialog will be displayed:
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Generic SIP Device E]

Generic SIP Device

Generic |AX2 Device
Generic DAHDI Device
Other (Custom) Device
Mone (virtual exten)

From the Device drop-down menu, sekct the type of endpoint that is being configured (SP, IAX2,
DAHDI, or other). Cick on the Submit button. Additional form fields will be displayed like those in
the following sceenshot:

Add SIP Extension
- Add Extension

User Extension @

Display Name®
CID Num Alias®
SIP Alias®

- Extension Options

Outbound CID®

Ring Time® Default +

Call Forward Ring Time® Default ~

Outbound Concurrency Limit®  NoLimit ~

Call Waiting @ Enable ~

Internal Auto Answer® Disable ~

Call Screening @ Disable -
Pinless Dialing® Disable

Emergency CID®

Queue State Detection ® Use State  ~

- Assigned DID/CID

DID Description @
Add Inbound DID®
Add Inbound CID®

Fil out the form fields with the appropriate information. Information on most fields canbe found in
the Comnon fields section covered earlier in this chapter. Information regarding the Voicemail &
Directory group of fields can be found in the Voicemail setup section of this chapter. Information
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regaiding VmX Locater fields canbe found in the Folow Me andVmXLocaor section of Chapter 6.

Note that only User Exension, Display Name, and if present, secret are required fields. All other
fields can be left at their defaut values and the extendon will still be created succesfully. Ir
addition, all fields except for the UserExtension field canbe altered after the extension has been
saved.

Note that a list of all of the user extensions that already exist is present on the right side of the
screen. Thidist canbe used to easly determine the next available unique extension number.

Onceall fields have been filled out, clickon the Sulmit button at the bottom of the page to save the
extension. The extengon that was just saved will be in the extension list on the right side of the
screen. Before the extension canbe used, the onfiguration changes must be applied to EasyVOI
Cickon the red-colored Apply Config bar atthe top of the saeen:

Once a device is saved, clickihg on the device name in the active extengons list will provide
additional options that were not accessille during the extensions initial setup for 9P, IAX2, anc
DAHDI devices. (Note that cusibm devicesdo not have any additional options.) EasyVOIAssgnsthe
most common valuesto these alditional options. Typical ftupswill not require any changes.

Canfiguring Extensions in DeviceAndUser Mode

In the DeviceAndUsermode, eachuser defined in EasyVOIZanhave multiple endpoints assciatec
with them. DeviceAdUser mode is a good choice for more complex setups, where each person
configured on the PBX is expected to work from multiple, different phones or multiple
locations. If your EasyVOI&ystem is configured in the Extensions mode, this section canbe skpped.

Configuring DeviceAndUser Mode
Settings'  Advanced

Switchng EasyVOIbetween operational modes is done from the Administration interface in the
Advanced Sttings dilog.

If EasyVOli&asconfigured to use DeviceAndUser mode during initial installation,

no additional configuration is required to begin creating devices and users. These
instructions only need to be followed if EasyVOl4dvas set up to use the
Exensons mode during initial installation

Log in to the Administration interface, navigate to the Settings menu, and select the Advanced
dialog. Navigate down to the System Sedup section, and modify the User & Devices Mode
parameter from the defaut value of extensions to deviceanduser, and clickon the arrow within the
green cirde to the right of the parameter.

You should ato modify the value of Dynamically Generate Hints (in the Dialplan and Operationa
section) to True, so that the dial plan canbe dynamically modified whenever a Userlogsin. Again, dc
not forget to click on the arrow within the green circleto the right of the paameter.
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The configuration changes must be applied to EasyVOIDy clicking on the red-colored Apply
CGonfig bar atthe top of the screen.

D-Link Admin ~  Applications - m Reports =  Settings ~ Switchboard ~ QTS

EasyVOIgill now be running indeviceanduser mode.

Configuring Users
Canectivity" Use's

Now that EasyVOI4s running in DeviceAndUse mode, we can begin creating users on the
system. Eachuser will require a unique numerical extendon. To configure users, navigate to the
Gonnectivity menu and select the Usersdialog. Click on the Add Users: the Add Usea/Extension
screen will be displayed:
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Add User[Extension

- Add User

User E:nc:tensitmﬂl

User Password @
Display Name @
CID Num Alias®

SIP Alias @

- Extension Options

Outbound CID®

Ring Time® Default ~

Call Forward Ring Time @ Default ~

Cutbound Concurrency Limit® 2 -

Cal Watting @ Enable =~

Internal Auto Answer® Disable ~

Cal Screening® Disable -
Pinless Dialing @ Disable -

Queue State Detection @ Use State =

- Assigned DID/CID

DID Des::ri[::ticmﬂ
Add Inbound DID®
Add Inbound CID®

Fil out the form fields with the appropriate information. Besdes the common configuration fields,
there will be a UserPassword field. Thisfield is a numerical password that this user canuseto log
into any endpoint attachedto EasyVOIZ.

Information on most fields can be found in the Commonfields section earler in this chapter.
Information regaiding Voicemail & Diredory fields can be found in the Voicemail Setupsection later
in this chapter. Information regarding the VmX Locater fields can be found in the Folbw Me and
VmXLlocaor section of Chapter 6.

Note that only User Extension, User Password, and Display Name are required fields. All of the
other fields can be left at defaut values and the extension will still be created suaessfuly. In
addition, all fields except for the User Extendon field can be altered after the extension has been
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saved.

Onceall of the fields have been filled out, clickon the Sulmit button at the bottom of the page tc
save the extengon. Theuser that wasjust saved willnow be shown in theactive userlist on the right
side of the screen.

Before the extenson canbe used,the configuration changes must be applied to EasyVOIZCick on
the red-colored Apply Corfig bar atthe top of the screen as stown in thefollowing sceenshot:

D-Link Admin ~  Applications - pr—— Reports = = Settings =  Switchboard ~ [N

Oncea user is saved, clicking on the user name in the active users list will load the user settings to
be edited. Certan dialogs suchas Fdlow Me will add additional options that were not acessible
duringthe initial setup of the user.

Follow Me Sdtings are discussedn more detail in Chapter 6. Once a useris configured, we can
proceed with configuring devices.

Configuring Devices
Canectivity" Devices

With a user configured, it is now possble to configure devices. To configure devices, navigate to the
EasyVOI2&dminigration interface, clickon the Gonnectivity menu on the navigation bar and selec
Devicesdialog:

Add Device

Please select your Device below then click Submit
- Device
Device Generic 3IP Davice -

Submit

From the Devicesdrop-down menu, select the type of endpoint that is being configured (SP, IAX2,
DAHDI, or other). Cickon the Sulmit button.

Generic SIP Device E|

Generic SIP Device

Generic |1AX2 Device
Generic DAHDI Device
Other (Custom) Device
Mone (virtual exten)

Fil in the appropriate fields in the dialog. The fields in the dialog will vary depending on the type of
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endpoint that will be in use. All endpoint typeswill have fields for Device ID, Description, Emergency
CD, Device Type, andDefault User.

TheDevice ID field is a uniqgue numericalvalue that is used by EasyVOIZo dial the device. SIP
and IAX2deviceswill require this value whenthe devicesthemselvesare being configured.

Degription is a text description of the purpose of the device. It is common to use this field tc
describe the location of the device or its MACaddress.

TheDevice Type field canbe either "fixed" or "adhoc". Afixed device will always havethe same user
logeed into it (it will not be possible for the userto log out of the device). An adhoc device allows
usersto log in and out of itself at will. When a user is logged into an ad-hoc endpoint, any callsto
their extengon will ring that endpoint. Users can be simultaneously logged into as many endpoints
asthey wish.

The user sdeded in the Defaut User dropdown isthe user that will be logged into the device by
default. Fixed devicesrequire this value to be set. Adhoc devicescanhave this value setto "none" sc
that no userisloggedinto the device by default.

Onceall of the required fields are filled in, clickon the Sulmit button at the bottom of the page to
save the device configuration.

Oncea device is saved, dicking on the device name in the active devices list will load additiona
device configuration options that were not available during the initial setup for P, IAX2, and DAHDI
devices.

EasyVOIZssgns the most common valuesto theseadditional options. Typical setups will not require
any changes.

Faxing
Canectivity" EBxtensbnsor Canectivity” Users

Any extension canalsobe usedasa fax recipient in order to receive inbound faxes. Navigate to the
Fax section towardsthe bottom of the Exendons dialog. If you checkon Enaled, the extension will
became a Fax Recigent and canbe usedasa dedination for inbound faxes. You must also enter ar
email addressto be associated with the extenson to enable the system to activate the fax-to-email
capability of the EasyVOIZYou can alsoconfigure the format that will be used when attadinc
incoming faxesto email. The format optionsthat you can select are: pdf, tif, or both.

- Fax

Enabled @ o

Fax Emai® completepbx@gmail.com
Attachment Format® pdf ¥

Theuser of any extendon canalsosendoutbound faxes Use the Fax Mager section, also towards
the bottom of the Exensbns dialog, to personalize settings for outbound faxes

Local Sation Identifier is the fax number from which outbound faxeswill appear to be sent, to
enable the recipient to reply by fax.

Name for Cover Shed is the serder@ rame that will be shown on outgoing faxes.
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Phone Number for Cover Sheet isthe serdS Nb@ne number that will be shown on outgoing faxes,
to enable the faxrecipient to call the sender.

Email for Gover Shee is the serderQ @mail addressthat will be shown on outgoing faxes,to enable
the faxrecipient to respond by email.

- Fax Master

Local Station Identifier 7337331001

Name for Cover sheet VP Marketing

Phone Number for Cover sheet +9727337332001

Email for Cover sheet completepbx@gmail.com

Voicemail Setup

Canectivity" EBxtensbnsor Canectivity” Users

The voicemail cgpabilities built into EasyVOIZompare well against enterprise-level voicemail
solutions. EasyVOIzakesvoicemail boxes a breezeto set up.

Voicemail Delivery Options

Voicemail options are located either on the Exiensions page (if EasyVOI& operatingin Exengons
mode), or on the Use's page (if EasyVOI® operating in DeviceAdUser modé. From the EasyVO
Gonnectivity menu, either click on Exensions or on Users, click on the name of the userfor whom
you want to configure voicemail settings in the active userslist, and scoll to the bottom of the page
to view voicemail sttings:

- Voicemail

Status Enabled -
Voicemail Password® 2001

Email Address® 2001@mymailbox.com

Pager Email Address®

Email Attachment® E no
=

Play CID® no
Play Envelope @ yes E
Delete Voicemail © yes E
VM Options®

VM Context® default

The Satus field can be set to either "Enaled" or "Disabled". If voicemall is disabled, message:
cannot be left for the user and callsdireded to them will continue to ring until the callerhangs up.
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All other voicemail options are disabled, unlessthisfield is setto "Enaled".

The Voicemail Password field should be set to a numerical password that the user will enter tc
acaesstheir messae center. This stting can alsdoe changed by the user fom their VoIP endpoint.

If a valid email addressis entered in the Email Address field, any time a voicemail is left for the user
anemail messagewill be sent to the addressentered here. Bydefaut, the messge will smply notify
the userthat a new messge has leen left for them. Only one addresscanbe entered into this field.

ThePager Email Address field canbe usedto have EasyVOIZenda shat message to a mobile device
(or to a secondary email address) wherever a new message is left in the user's voicemail. The
message will be under 140 characters, and is typicaly usedin conjunction with SMSor pager mobile
sewvices. Note that this field is not for a mobile phone number, but rather an email addressthat will
reacha mobile device. Most mobile cartiers provide an email-to-SMSgateway sevice that can be
used to send emailsto mobile telephones. Oy one addresscanbe entered into thisfield.

If the Email Attachment field is set to yes, the email messae sent to the addressin the Email
Addressfield will have a @py of the voicemail attached to it. Thismessaje can then be playec
through the speakers of the computer on which itwas received. Messages are not attached to emai
notifications sentto the addressin the Pager Email Addressfield.

If the Play AD field is set to yes, the system will play backthe caller ID number of the person whc
left the messageprior to the messagéeing played.

If the Play Envelope field is st to yes, the userwill hear the date andtime that the message wasleft
prior to hearingthe message being played.

If Delete Voicemail field is set to yes, new messaes will be deleted from the user's messaging
center as soon asthe notification email is delivered to the addressspecified in the Email Addres
field.

Be very careful with the Delete Voicemail option, because EasyVOIaill allow

you to delete the message without guaranteeing that a copy of it attachedto the
email notification. This could mean that after a messae is left and a notification
email is sent to the user, the actual voicemail that was left may not be accessible al
all.

The VM Options field can contain any option that would normally be specifed in the
/etd/ asterisk/ voicemil.conf file. Theseoptions can enable other options suchas forcing a user tc
record their name and greeting before listening to messages, increashg the volume on voicemai
messages as they are recorded, or enabling a waming for the user if they are using a temporary
greeting as their outgoing message. Details on these options can be found in Appendix C
Voicemal.conf Options, or in the EasyVOIl4locumenttion for the voicemsil.conf file. Multiple
options canbe entered into this field by sepaating the optionswith commas.

The Voicemail Context field is a string value that canbe set to any valid context configured within
the /etd/ asterisk/voicemail.conf file. Voicemail contexts can be used to apply one collection of
sdtings to a particular group of maiboxes If you have not manualy edited the
/etc/asterisk/ vaoicemnmail.conf file to creae your own voicemail contexts, leave it as"default".

When configuring voicemail settings is complete, clck on the Sulmit button at the bottom of the
page followed by the red-colored Apply Config bar atthe top of the page.
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D-Link Admin - Applications « TP S——— Reports - Settings « Switchboard « Apply Config

Managing Voicemail Messages
Therearetwo primary ways for a user to manage their voicemail message:

1 Dialinginto the EasyVOliessajing certer using a feaure code
1 Viewing EasyVOIMy Exension web ste

Userscandial *97 to accesstheir own mailbox when dialing from their own extension (Extensions
mode), or from the device where their extensionis logged in. Theywill be prompted for a passworc
only. If the useris callng from someone else'sphone on the PBX, they can dial *98. They will be
prompted for their extengon and their passvord. Once a valid passvord hasbeen entered, the user
will hear voice prompts that direct which buttons to press on their touch tne telephone or
softphone in order to listen to and manage their voicemail messages.

Onceloggedinto the messaging center,the followingoptions are valid:

1: Plays the oldest unheard messae (if any), or plays the oldest messae that is still stored. Wher
listening to amessae, the following options ae valid:

3: Advanced options, allows userto senda voice reply, callthe callerwho left the message,
and heardate and time information about the voicemail

: Playthe previous messge

: Repeathe current message from the begnning

4
5
6: Playthe next messae
7: Delete the current message
8: Forward the messagedo another user on the PBX
9: Save the messaye to another folder
*: Rewind the messaye five seconds
#: Fast forward the message five seconds
2: Change folders
3: Advanced mailbox options
0: Mailbox options. Oncein mailbox options, the following options are valid:
1: Record unavailable message
2: Record busymessae
3: Record name
4: Change voicemail pasword
*: Return to the mainmenu

If the userwould like to have a visual overview of their messages, voicemail messages canbe viewec
and administered from My Exgension Web page that is acessble from the EasyVOIZaunch Pad.
To access My Exension, visit the IP addressof your EasyVOIZerver in the recordings directory (for
example, http:// 192.168.0.64/ recordings). TheMy Exinsion login saeen will be shown:
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Login

Login: | ﬂl

Password: | El

Submit

|:| Remember Password
English -
Use yvour Voicemail Mailbox and Password
This is the same password used for the phone

For password maintenance or assistance, contact your Phone System Administrator.

Userscanlog into My Extension using their extension number for the Login field and their voicemail
passvord for the Password field. Oncelogged in, userswill see a visual representaion of their
voicemail message:

call Monitor Voicemail for Sales 5 (2008)
Voicemail
Fax Search
Feature Codes
Follow Me delete move_to Folder + | forward_to -
Phone Features
email_to
VmX™ Locator
Settings select: all none
Date™ Time Caller ID Priority | Orig Mailbox | Duration | Playback | Download

Logout

A e "Support 1" - ]

[ |z013-04-09 | 5:22:141 PR, 2 2008 2sec | WY =
Folders:
INBOX (1)

Search

Fom My Extension, userswill be able to play messajes by clicking on the play link in the Playback
column.

A messae canbe deleted by clicking on the chedkbox next to the messagedate and clicking on the
delete button.

A messge canbe moved into another folder by clicking on the checkbox next to the message date,
selecting a newfolder in the Folder dropdown, andthen clicking on the move_to button.

A messagecan be forwarded to another user by clidking on the checkbox next to the messaje date,
selecting auser inthe empty second-row dropdown, and then clicking on the forward_to button.

Endpoint Manager
Settings'  Erdpoint Manager
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Overview

The Erdpoint Manager allows you to centrally manage the configuration settings for all IP devices
that canbe accessed on the network.

It is important to note that IP phones are identified in the Erdpoint Manager by their MAC address.
This provides you with a powerful tool to pre-provision IP phones before the phones are even
connected to the network. This canbe done without even opening the box containing the phone, as
phone manufacturerstypically print the MAC adiresson the outside of the paclaging.

There are a small number of simple tasks that you will need to complete in order to make the
Erdpoint Manager fully operational:

1. Ersure that your DHCP server is correctly configured to support Option 66, and that the format
of Option 66 addressis compatible with the Endpoint Manager.
2. Createan enty in the Host Settings dialog to define:
0 Hostaddressof your EasyVOIgerver
0 Patsusedby 9P, IAR2, HTTP, andHTTPSprotocols
0 Addresssof DNS and NTPselver/s
3. Createa Template for each group of phone modelsthat you wantto manage, and link it to a set
of Host Settings. (You do not need to create atemplate for every IP phone in the system, only for
groups of phones. For example, if you are supporting two different models of D-link phones,
you would need to create two templates ¢ one for each model.
4. Usethe Device Mapping dialog to scan your network for available phone devices. You canalsc
manually add devicesthat the network discovery cannot find.
5. Link each device that you want to manage to a template and to one (or more) EasyVOIZ
extensions

Option 66 on DHCP Se ver

Configuring Option 66 on your DHCPserver will tell the DHCP server to provide IP phoneswith the
URLthat they should usefor configuration provisioning.

Erdpoint Manager provides the IP phones with configuration information in respase to a HTTF
reques. The format of the request URL must be in the format http://[pbx-ip-address} xepm-
provision.

If you choose to usethe DHCPserver that is built-in to EasyVOIZonfiguring the Option 66 sdtings
isquite smple.

Type the IP addressof the sewer that will be hostingthe configuration file in the Option 66 field. A
physical address has been used in the example below, but you could also use a logical address
providedthat your DNSserver is able to translae the logical adiressto a physicaladdress.

If you check on the Usefor Endpoint Manager checkbox, the DHCP server will automaticaly prefix
the Option 66 address with http:// , and will automatically add / xepm-provision at the end of the
address.

If you are using a non-standard directory, you will need to write the complete location, for example
http://212.199.17.117/ERV in the Option 66 field, and NOT check on the Use or Endpoint
Manager checkbox

If you are not using the DHCP server that is built-in to EasyVOIZyou will need to define the
complete URLfor option 66 on your DHCP server in the format http:// 212.199.17.117/ xepm-
provision.
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DHCP Configuration

Settings

DHCP® Enapic D

Disabled Interfaces®

Start Address ©

End Address®

Lease Time® Hours -
Gatewaya'

Primary DNS ©

Secondary DNS®

NTP Server®

Option 669 212.199.17.114
Use for Endpoint Manager® ¥

WINS @

Configuration Files

Previous versions of Erdpoint Manager created static configuration files which were stored in the
/tft pboot directory. When adevice required provisioning, it would dpullé the file from this directory.
However, this approach could potentially impact the integrity of the system. The Erdpoint Managel
introducedin EasyVOI¥4.5 creates thesefilesdynamically. Whenan IPphone requires provisioning,
it makes a request to the Erdpoint Manager for a new configuration file, whichis generated éon-the-
flyé, and is sent to the phone. Cicking Apply after making modifications makes these changes
immediately available to any phone requeging an update.

Multi-layer Definitions

When you creae a template, you can also define General Sdtings, Device Buttons, Expansion
Modulesand Advanced Sétings.

However, after a device is desighated as an Assigned Device in the Device Mapping dialog, you car
modify any of those settings. Any settings that are changed in the Device Mapping dialog will now
override the basedefinitions that were stored inthe template.

Alternatively, extension users canenter My Extensions, and personalize some (but not all) of their
phone settings, such as Device Buttons, Expasion Modules, and Timezone. Any setting that is
modified by users from My Exendon will alsomodify settings stored by the Device Mapping dialog.
Any seting that has been modified from either the Device Mapping dialog or My Switchboard will
take precedence over any setting that wasdefined inthe Template dialogs.
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Note that if you update any configuration settings in theTemplate dialog, the changes
will be applied to all phones using the template, except for any fields that you may
have specificaly modified in either the Device Mapping dialog, or from My Extension.

Brands and Models

EasyVOIl4s factory-configured to support a number of IP phone brands and models. If you
cannot find the brand or model that you require in the appropriate drop-down lists, you cancontact
D-link and request that we add support for the missing brand and model. Cickingon the Rejuest
support for new model button in the right-hand menu of the Erdpoint Manager will initiate €
featurerequestto add support for a missing device. We cannot guarantee that every requestwill be
implemented, but we will provide a timely response to indicate how your request will be handled.

Host Settings
Settings' Erdpoint Manager” Host Settings

TheHost Settings dialog allows you to configure one or more sets of parameters that canbe usec
when configuring phones. Thisprovides Erdpoint Manager with information about the environment
to which thephones belong. For example, you may have one template for IP phonesthat resde or
the same network segment as your EasyVOIlZever, and another template for phones that are
locaed on a different segment. Why would you want to do this? For example, you may use port
forwarding for external SP connections so that external SP phones can be forwarded from port
6050 to port 5060, whereas internal phones (that reside on the same network as the EasyVOIZ
sewver) directly accessport 5060.

Name helpsto simplify maintenance: each host setting should be identified with a unique label.

Hostname/ IP Address is the address of your EasyVOIzZerver. Note that the IPaddressused by
phones that reside on the same network as EasyVOIznay be different from the addressused by
phones that are outside the network. Phones that are on the same network can use the physical
addressof EasyVOIlzvenif it is a private IP address.Phonesthat are outside the network will neec
to usea publicly-accessble IPaddressor hostname.

Logical Addresses

While this field can contain either a logical or physical address, you need to be
carefu, as some phone manufactures only partially support the use of logica
addres®s. To be on the safe side, you should use full-qualified host names, such a
pbx.mydomain.com..

9P Port, typically 5060, is the port that IP phoneswill acesswhen using SP protocol. Phonesthat
are on the same network as your EasyVOIZypically use the defaut port, while phones that are
outside the local network may utilize port-forwarding to use a different port. Thereis no default
value if this field ideft blank: if you do not type avalue for this field, SIRphoneswill not work.

IAX2 Port, typicaly 4569, is the port that IP phones will accesswhen using I1AX2 protocol. Phones
that are on the same network asyour EasyVOI&picallyusethe defaut port, while phonesthat
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are outside the local network may utilize port-forwarding to use a different port. Thereis no default
value if this field ideft blank: if you do not type a value for this field, 1AX2 phones will not work.

HTTP Port, typically 80, is the port that IP phones will use for HTTPaccess. Phones that are on the
same network asyour EasyVOI&picallyusethe defadt port, while phonesthat are outside the loca
network may utilize port-forwarding to use a different port. There is no defaut value if this fielc
is left blank.

HTTPSPort, typicaly 443, is the port that IP phoneswill use for HTTPS acaess. Phones that are or
the same network asyour EasyVOIBpicaly usethe defaut port, while phonesthat are outside the
local network may utilize port-forwarding to use adifferent port. There is no defaut value if this fiel
is left blank.

Pressthe DNS/NTP Seavers button to open a small dialog where you canenter the addresses of DNS
and NTPservers.

DNS Seavers define the serversthat IP phones will use for DNSresolution. The sewver must
be written in physical notation, i.e. 192.168.0.100. Phones that are on the same network
may use the DNS settings of the corporate gateway, while phones that are outside the
network may usean exernal DNS sever.

NTP Savers define the serversthat IP phoneswill usefor NTP updates.

TheDeleteicon (it looks like a trash can) allows you to delete anitem from the list. Note that you
must define at least one item.

Endpoint Manager

Host Settings

Host Settings allows you to define settings that can used in templates. For example, the settings for phones that are connected to the internal
company network may be different from the settings for phones that are outside the corporate firewall.

Host Addresses

Label Hostname [ IP Address SIP Port IAX2 Port HTTP Port HTTPS Port Server Settings
External Devices [£] pbx.mycompany.com 6050 6945 5888 2323 DNS/NTP Servers m
Internal Devices 192.168.0.138 5060 4569 80 443 DNS/NTP Servers m

DNS/NTP Servers ml

Create New Address

Apply

Note!

Do not forget to presson Apply button after making any changes.
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Createa Template

General Settings
Settings' Erdpoint Manager" CGeate New Template” General Settings

You need to create at least one template for every model of IP phone that you want to manage. I
you have phone modelsthat use different host settings, you will need to create atemplate for each
combination of phone model/host settings. You will need to creae multiple templates, for example,
whenyou want to usea different set of host settings (for the sane model phone), or when you have
phone models indifferent timezones.

Template Name helps to simplify maintenance: each template should be identified with a unique
name.

Selecta Brand from the dropdown list of brands that are supported by Erdpoint Manager. If you
require a brand that does gpear in the dropdown list, you can contact support, by clickingon the
Add new model support menu (on the right-hand sideof the didog).

Selecta Model from the dropdown list of models that are supported by Erdpoint Manager. If you
require a model that does appear in the dropdown list, you can contact support, by clicking on the
Add new model support menu(on the right-hand sideof the didog).

Gonfiguration Layout indicates what layout of configuration file you want to use. A very small
number of phones may use more than one style of configuration file, depending on the firmware
verdson that isinstaled.

Host Sdtings allows you to select the name of the Host Settings (desribed above) that you want tc
usein thistemplate.

Timezone allows you to select the timezone offset to be used byall phonesthat usethistemplate.

Administrator Password is the password that can be used by users to manually acess the
configuration interface of IP phones basedon this template. You shouldbe aware of the limitation
imposed by your IP Phone. For example, some IP phoneswill only accept the password asnumeric
digits. The Erdpoint Manager does not validate whether the passvord will be aceptable by the
phone: you must refer to the documentation for your specificphone.
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Endpoint Manager - Device Mapping

Assigned Devices

MAC AddressIP AddressBrand Model Template Extensions

Reboot Selected Devices

Unassigned Devices

Scan subnet for devices: 192 168.100.0/24

Mote: This operation may take a long time.

MAC Address IP Address Brand Model Template Extensions

Additional Device

Apply

Note!

Device Buttons

# Only show recognized devices

Do not forget to presson Apply after making any changes.

Settings'  Erdpoint Manager” Create New Template” Device Buttons

Allowsyou to configure the DSSdirect station seled) buttonsfor IP phonesthat usethistemplate.

Thebutton types,whichdepend on the brand and model of IP phone that you are using, caninclude

suchtypesas:

ACD

BLF
CallPark
CallRickup
CallReturn
Conference
DND

DTMF
Forward
Hold
Intercom
Line

Local Directory
N/ A

Record
Redal

E NE TR B B B B R
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Remote Directory
Foeed Dial
Transfer

Voice Mall

= =4 =4 =4

Device Buttons & Type

Same phonesdo not support device buttons at all. In suchcases, a sutable message
will be displayed.

For some phones, suchasFarwil, the type hasno significance (and will be ignared),
asthe type isincluded asa parameter in the Vaue field

Endpoint Manager - Template

General Settings Device Buttons Expansion Modules Advanced Settings

Note: Some of the options listed below may not be relevant for certain devices.

DSS Buttons
Label Type Value Line
Button 1 - v
Button 2 - v
Button 3 - -
Button 4 - v
Button 5 - v
Button 6 - v
Apply
Note!
| Do not forget to presson Apply after making any changes.

Note that each usecanuse My Exensionsto define settings andoverwrite the template definitions.
This is a seful feature to allow usersto personalize some buttons on their phone.
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Expansion Modules
Settings' Erdpoint Manager" Qeate New Template” ExmnsionModules

Allows you to configure the DSS(direct station select) buttons on the expansion module for IP
phonesthat have this hadware and use thistemplate.

Note that each usecanuse My Exensionsto define settings andoverwrite the template definitions.
This is a seful feature to allow usersto personalize some buttons on their phone.

Thenumber of buttonsthat are diplayed are specificto eachexpansion module.

Note!

For some phones, suchasFarwil, the type hasno significance (andwill be ignored),
asthe typeisincluded asa parameter in the Vaue field

Note!

Do not forget to presson Apply after making any changes.
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Advarced &ettings
Settings' Erdpoint Manager" Ceate New Template" Advanced&ettings

Advanced Settings allows you to manage the configuration file for phones that belong to this
template. Advanced Settings provides acaessto parameters that are not direcly managed by the
Erdpoint Manager. Codec settings would be an eample of such aparameter. Manufacturers
defaut values, where applicable, are already defined in the file. You would only need to modify
valuesin the configuration file if you want to define some non-standard behavior.

Device Mapping
Settings'  Erdpoint Manager" Device Mapping

This dialog manages your devices. Thedevices that you want to manage can be automatically
dismvered. Type in atarget network segment and mask,such asl92168.0.0./24, and clickon Scan
subnet for devices. Thedismvery will take some time, depending on the number of addresses that
canpotentially exist on the subnet. Be carefulnot to use a maskthat is too big, asthis will impact
the time required to complete the discovery process. If devicescannot be discovered by scanning
the nework, you canmanually enter the MACaddress of any phonesthat you want to manage.

Chedking on Only show recognized devices will filter out any deviceshaving a MACaddressthat i<
not definedin the Erdpoint Manager database as anendpoint device.

Deleting an Assigned Device

If you delete an assgned device (by clicking on the trashbutton at the right-hand enc
of the line), thedevice will be removed from the list of assgned devices. Of @urse, it
canbe rediscovered next time you scanthe subnet for devices. If you delete a device
all the settings on the phone will remain on the phone from the last time that the
phone was provisioned, but the phone settingswill no longer be updated.
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After completing a scan,or manually adding a device, you will need to define additional parameters
for each phone:

Brand from the drop-down list of known brands
Model from the drop-down list of models that are factory-defined
Template that this phone should use

Exension, or extensions, that should be linked to this phone. A phone can host one, or more,
extensions.

Assigned Devices

MAC Address IP Address Brand Model Template Extensions
64:24:00:00:02:8b- ‘Xorcom + XPOD120P ~ Telemarkuv‘zﬂ‘IZ-Sahv 2013-Sah = 2002-VP ~ (<& | 7 il

Reboot Selected Devices

Sdecting Brand and Model

Make sure that you make the correct choiceswhen you chose the brand and model.
If the brand and/or model arenot correct, the cnfiguration information sentto the
phone will not be correct and the phone may not work asexpected.

Note!

Do not forget to presson Apply after making any changes.
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Summary

In this chapter, we learned how to creae usersand endpoints in either Extengons or DeviceArdUse
mode. We also disaussedthe distinctions between devices and userswhen EasyVOIZs run in the
DeviceAndUser mode, aswell asuseof the Erdpoint Manager.

After this chapter, we shauld have a EasyOIlZsystem configured with user accounts and device
options that are appropriate for our network. We also learned how to create a voicemail box for
eachuser, and how to manage voicemail boxes using both the EasyVOlfessaging certer and My
Extension. Ead user acoount on our PBXshould now have a voicemail box and be listed in the
directory.

In the next chapter, we will learn how to connect our PBXwith the outside world or other PBX
sewersusing trunks.
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3. Trunks

Canectivity" Trunks

In the simplest of terms, a trunk is a pathway into or out of a telephone system. A trunk connects
EasyVOIZ tmutside resources, such as PSTNtelephone lines or additional PBX systems to
perform inter-system transfers. Trunks can be physical, suchasa PRIor PSTN he, or they can be
virtual by routing callsto another endpoint using Internet Protocol (IP) links. In this chapter, we will
disauss:

1 Vaioustypesof trunksallowed by EasyVOIZ
1 Methodsfor setting up each type of trunk
1 hedcking thestatus of any configured trunk

Trunk Types
Canectivity" Trunks

EasyVOIlZllowsthe creation of sixdifferent types of trunksasfollows:

DAHDI
IAX2
SIP
BENUM
DUNDiI
Qustom

= =4 =4 =4 -8 =9

DAHDI, IAX2, and SP trunks utilize the technologiesof their namesales. Thesetrunks have the same
highlights and pitfalls that extensionsand devices using the same technology do. DAHDI trunks
require physical tardware cards for incoming linesto plug into.

SP trunks are the most widely adopted and compatible, but have difficulties traversing firewalls.
IAX2trunks are ale to traverse most firewalls easly, but are limited to adoption mainly to Agerisk-
based gstems.

In terms of VoIP, ENUM (E 164 NUmber Mapping) is amethod for unifying E164 (the internationa
telecommunication numbering plan) with VoIP routing. The ENUM system can be considered very
similar to the way that the Internet DNS system works. In the DNS system, when a domain name i<
looked up an IP addressis returned. ThelP addressallows a PCto traverse the Internet and find the
sewver that belongs to that IP address.The ENUM system provides VoIP routes back when queriec
for a thone number. Theroute that isreturnedis usually a SP or IAX2route.

An ENUM trunk allows EasyVOIZo send the dialed phone number to the public e164.org ENUM
sewver. If the called party haslisted their phone number in the e164.org directory, a VoIP route will
be returned and the call will be connected using that route. A VoIP route contains the VoIP protocol,
the server name or IP address, the port, and the extendon to use in order to contact the dialed
phone number.

For example, a 9P route for dialing the number 555555-1234 might appear a:s
9P.1234@pbx.example.com:5060. Thisis advantageous in sveral ways. It is important to note that
indirect routes to another telephony system are often costly. Caling a PSTNtelephone number
typically requires that cdl to route through a third-party provider's phone lines and switching
equipment (a service they will happily charge for). If anumber is listed in the ENUM directory, the
returned route will bridge the call directly to the called party (or their provider), bypassng the cost
of routing through a third party.
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ENUM alsobenefits the called party, allowing them to redirect inbound calsto wherever they would
like. Servee disruptions that would otherwise render a particular phone number uselesscan be
bypassedby directing the phone number to a different VolProute in the ENUM system.

More information on ENUM canbe found atthe following Web siés:

1 TheBENUM home page: http://www.enum.org/

1 Theel64.org home page: http://www.el64.org/ The
1 Internet Ergineering TaskForce ENUM charter:

1 http://www.ietf.org/ html.charters enum-charter.html

DUWNDI (Distributed Universal Number Discovery) is arouting protocol technology similar to ENUM.
In order to query another EasyVOIldr EasyVOI&ystem using DUNDI, that system must be "peered
with your own EasyVOI&ystem. Peering requires generating and exchangng key files withthe othel
peer.

DUNDI is a decentraized way of accomplishing ENUM-style lookups. By peering with one system you
are effectively peering with any other system that your peer is mnneded to. If g/stem A peers with
system B, and system B peerswith system C,then system Cwill be able to see the routes providec
by system A. In peer-to-peer fashion, system B will Smply passthe request along to system A, ever
though system Chasno direct connedion to system A.

DUNDi is not limited to E164 numbering schemes like ENUM and it allows a PBXto advertise
individual extendons, or route patterns, instead of whole phone numbers. Therefore, it is a gooc
candidate for distributed office setups, wherea central PBX canbe peered with several satllite PBX
systems. The extengons on eachsystem will be able to call one another directly without having to
statically set up routes on each nhdividual PBX.

More information on DUNDi canbe found atthe following Web sigs:

1 DUNDI home page: http://www.dundi.com/
1 Exanple of DUNDi SP configuration canbe found at:
htt p://www.voip-info.org/wiki/ view/ DUNDi+Erterprise+Configuration+SIP Exaple of
1 DUNDI IAX2 configuration can be found at:
http:// dundiglobal.org/ documentation/ tying-two-pbxs- together-using-dundiand-iax2

Qustom trunks work in the same fashion as cusom extensions do. Any valid EasyVOIDial
command can be usedasa cugom trunk by EasyVOIZustom trunks typically use additional
VolP protocols such asH.323 and MGCP.

Canfiguring a Trunk
Canectivity" Trunks

Settng up atrunk in EasyVOI® very similar to setting up an extension. Al of the trunks share eigt
common setup fields, followed by fields that are specifc to the technology that trunk will be using.

In order to beginsetting up atrunk, navigate to the Connectivity menuandselect the Trunks dialog:
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tdmin - Applications = Connectivity = Reports = Settings « Switchboard =

Bulk DIDs
Add a Trunk Bulk Extensions
@ Add SIP Trunk DAHDI Channel DIDs
EndPoint Manager
& Add DAHDI Trunk Extensions
Follow Me

@ Add IAX2 Trunk

Inbound Routes

Juth dR
@ Add ENUM Trunk Cutbound Routes
Trunks

@ Add DUNDi Trunk

@ Add Custom Trunk

Fom the Add a Trunk saeen, clickon the name of the technology that the trunk will be using (for
example, ifa SIPtrunk will be used,clickon Add SP Trunk.

Common Trunk Fields

No matter which technology a trunk will be used,the sane common fields will appear first on the
configuration page asshown in the following sceenshot:

General Settings

Trunk Name @ (]
Outbound CallerID @

CID Options @ Allow Any CID -

Maximum Channels @ :

Asterisk Trunk Dial Options @ Tt "] override
Continue if Eusye: [T check to always try next trunk
Disable Trunk®: ["] Disable

Dialed Number Manipulation Rules®

(prepend ) + prefix | match pattern © il
+ Add More Dial Pattern Fields Clear all Fields
Dial Rules Wizards @ : (pick one) M

Outbound Dial Prefix @
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Outbound Caller ID sets the caller ID name and number that will be displayed to the caled party.
Caler ID shouldbe in the format of "Name" <t#H####HH#>, where "Name" is the name that will be
displayed, and <###H#H#H#> will be the telephone number displayed. Be sure to include the quotes
and angle brackes to send both name and number information. In order to send just a telephone
number without a name, smply put the telephone number in the Outbound Caller ID field without
guotes or ange brackets. Note that setting outbound caller ID only works on digital lines
(TY ELY X/ PRIBRISP/IAXY, not POTSIlines. The ability to set outbound cdler ID must also be
supported by your provider.

Outbound Caller ID

EasyVOIdill ignore the Outbound Caler ID field if it is not in the proper format. B
sure that a callerID with a name and number contains a hame in quotes and ¢
telephone number in ange braclets. A caller ID with just a telephone number musi
only contain the number and nothing else. EasyVOIZ wilhot set the caller ID on
outbound calsthat do not matchone of these two formats

Maximum Channds isthe maximum number of outbound callsthat this trunk can support. Note that
EasyVOldoes not count inbound calls against the chanrel limit. Whole numbers greater than one
arethe only valid valuesfor this field. Leave thisfield blank if you do not want to set alimit.

TheDisable Trunk checkbox allows a trunk to be temporarily disabled in any outbound route where
the trunk is in use. If a trunk is experiencing difficulties, it can be disabled here in order to have
outbound calls skip the trunk entirely in their routing sequence. Under normal circumstances, ¢
downed trunk will simply refuse a call, but in senarios in which atrunk aceepts a call but fails to
connect it properly, this option is especidly useful. Without disabling the trunk in this seenario, all of
the calls will be dropped. Disabling the trunk allows outbound callsto bypassthe problematic trunk
while it isrepaired, instead of having to remove the trunk entirely and recreate it whenthe problem
isresolved.

The Monitor Trunk Failures field allows an AGI scrpt to be called when a trunk fails. EasyVO
determines that a trunk has failed when calls cannot be completed and the returned status from
EasyVOI&% not BUSY, NOANSNVER or CANCH. Scipts specifed in this field can perform any actor
that can be scripted, including reloading EasyVOIZonfiguration to force trunk re- registration, or
notifying a g/stem administrator of the failure through email. Failure scrpts must be locaed in the
/varllib/ asterisk/agi-bin directory. The full name of the failure script should be speciied.

Dialed Number Manipulation Rulesallow dialed numbersto be manipulated before they are passec
to the trunk. Dialed numbers are altered based on the patterns entered into this field. Thereshoulc
only be one pattern per line. Only the first matched wle will be acted upon (other patterns will be
ignored, even if they match). Patterns are matched basedupon the order they are listed in, that is
from top to bottom. Patterns canconsistof the following items:

Pattern | Description

X Any whole number from 0-9
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Pattern

Degription

Z

Any whole number from 1-9

N

Any whole number from 2-9

[#]

Any whole number or letter in braclets.

Note that multiple numbers canbe sepaated by commas,and a range of numberscanbe
specifedwith adas, so [1,3,6-8] would matchthe numbers1, 3,6, 7, and8

Matches one or more characters (actsasawildcard)

Removes aprefix from the dialed number (555| 1234567 would take5551234567 and pass
1234567 to the trunk)

Add a prefix to the dialed number (555+1234567 would take 1234567 and pass
5551234567 to the trunk)

Note that wildcards are not valid before a "+" or "|". Also, "+" and "|" canbe usedin the same
pattern (0] 01+15551234567 would take 015551234567 and pass0115551234567 to the trunk). Dia
rulesare very useful for alowing usersto continue dialing numbersthe way they are acustomed to,
evenif the provider is expecting themto be delivered in adifferentway.

A fewrealworld examples of dial pattern usage are given below:

Scenario

Dial Pattern(s)

Usersare used to dialing 9 to access an outside line. A EasyVO 9| 1+NXXDOXXXX
system replacestheir exiging PBX,but should accommodate this dialing 9] LNXONDOOKKX
pattern instead of forcing usersto learn a new one. The provider is
expedaing all of the numbers to be sent in standard North American 10
digit format

The provider requires an acount code to be sent in front of all of the | 5432101+NXXNXXXX
dialed calls (in this example, the account code is 654321). Cals must be
sentin standard North American10 digit format

54321 0+1INXXNXRXXXX

In this example, note the order that items are listed in. If the last item
were listed first and a user were to dial 800-555-1234, a 1 would be| 1] 800]N XXXXXX
appended and sentto the provider, and the callwould fail. 14+ NXXNBOOKK

The provider requires all of the numbers to be sent in standard North | 1] 888NXXXXXX
American 10 digit format except for toll free calls. Toll free calls should
never sendthe leading 1.

1] 866]N XXXXXX
1] 877]N XXXXXX
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Dial RulesWizards are pre-constructed dial patterns for use in the Dial Rulesfield. Selectingthe
name of one of the pre-made patterns will populate the Dialed Number Manipulation Rulesbox
with the appropriate pattern.

Outbound Dial Prefix can be used inorder to add a pefixto every call deled through this trunk. Thi
option can be useful if accesshg an outside line requires dialing anextra number (usually 9). Thit
option can also be useful for certain DAHDI cards that are slow to pick up the line and therefore,
start dialing before the line is listening for the digits. Adding a "w" asthe outbound dial prefix will
cause the system to wait for 50 milliseconds before diaing (multiple "w" characters can be strunc
together to create a longer wait). Anything that is valid in a EasyVOIldial string command can be
enteredinto this fied.

DAHDI Trunks

Beyond the common trunk fields, DAHDI trunks only have one additional field to fill in asshown in
the following scresnshot:

Outgoing Settings

DAHDi Identifier®: g0

Submit Changes Duplicate Trunk

DAHDI Identifier shouldmatchthe group or the channel number that is set up for this DAHDI trunk
in the /etd asterisk/dahd-chanrelsconf file. dahd-chanrelsconf will have a section like the ones
below for each DAHDI channel that is present in the system:

conext=from-zaptel
group=0
signdling=fxs ks
chandg => 1
cortext=from-zaptel
group=0
signdling=fxs ks
chan@ => 2

Enterhgavalue of 1 in the DAHDI Identifier field willusechanrel 1 for thistrunk.

Thereare various ways to define the chanrel groupsfor trunks: gN, GN, rN, RNwhere N is a chanrel
group number. Thegroup number prefix (g, G, r, or R hasthe followingmeaning:

Identifier | Usage

g Selectthe lowest-numbered available chanrel. Canbe referred to as ascending
sequential hunt group

G Selectthe higheg-numbered available chanrel. Canbe referred to as descending
sequential hunt group
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Identifier | Usage

r Use a round-robin search,starting at the next highest available chanrel after the
chanrelthat wasused lasttime. Canbe referred to asasceming rotary hunt group

R Use a round-robin search, starting at the next lowest available chanrel after the
chanrelthat wasused lasttime. Canbe referred to asdescending rotary hunt group

Theround-robin seardies make the channel module start looking for an available chanrel from a
different channel number eachtime. Foreach chanrel group, the channel module keepstrack of the
last round-robin start point, and this time starts checking availability from either the next (lowercase
r)) or the previous yopercase Rchannel in the goup. Which ctanrel it actudly finds available (if any)
doesnot affect the starting point for the next round-robin search.Cals to the Dial command using
ordinary (g or G)group selections do not affect future round-robin starting points either.

Forexample, if you have defined channel group 2 as @ntaining chanrels 1, 2, 5 and 8, and the las
round-robin searchfor this group (group 2) began searching from chanrel 5, this is the order of
searcting that the Zapchannel module will usefor the four possble selection methods:

1 g2will search inorderl, 2, 3,4,5, 3

1 G2will seach inorder 24,23, 22, 21, 20, 22

1 r2willsearchirorder 1, 2,3,4,5,6,7,8

1 R2will seach inorder 24, 23, 22, 21, 20, 19, 18,

Whenall of the required values have been entered, dick on the Sulmit button to write the changes
to the database. As with all of the changes, clickthe red-colored Apply Config bar to load the new
configuration changesinto memory.

SP Trunks

Anexample of a SPtrunk is shown in the screenghot below.
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Trunk Name @ MyITSP
PEER Details®:

host=myitsp.cc

defaultuser=4063
remotesecret=x4003x

type=friend
outboundproxy=127.0.0.1:6075, force
trustrpid=yes

lqualify=no

context=from-trunk

insecure=invite

Registration

Register String @ :
MyITSP?4003:x4003x@myitsp.cc/4003

Theabove screendhot is applicable when EasyVoiZSB@sbeen enabled. You must add a line to the
Peer Details of the Outgoing Settings, outboundproxy=127.0.0.1:6075,force, since all outbound call:
must be relayedto the EasyVoiZSBhis line is not required when EasyVoiZSHE ot enabled.

Trunk Name that appearsin the Outgoing Setthgs isimportant. Be careful not to include any specal
charactersfor this field: use only normal printing characters (a-z), number characters, or underscore.

PEER Details are the outbound configuration details that EasyVOIZwill insert intc
sip_additional.conf. Thesedetails will vary widelyfrom trunk to trunk, and should be supplied by the
trunk provider. By default, EasyVOIgopulatesthis field with the most commonly required values.

In the PER Details, host is the IP addressor DNS hostname of the provider. This is the destinatior
sewver or network that EasyVoiZSB(r EasyVOIZWwill send callsto when using this trunk. The
defaultuser and remotesecret lines are for the credentials usedto authenticate this trunk against
the provider. You should use remotesecret for outbound authentication, and secret for
authenticating inbound requeds. Note that if no remotesecret is supplied for an outbounc
registration or call,the searet will be used.

9P entities have one of three types which determines their roles within EasyVOI2Vlake sure tha
you undergtand how EasyVOl#atches incoming cals.

1. EasyVOIghedksthe SP headerand matchesagainst namesof deviceswith type=use.
Thename isthe text between square brackets [name]

EasyVOIlghecksthe FFom: address andmatchesthe list of deviceswith atype=peer

3. EasyVOIgheckshe IPaddress(and port number) from whichthe INITEwassent, and
matchesagainst any devices with type=peer
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1 Peer
Peers handle both inbound and outbound calls and are matched by IP addresd port, so for
incoming callsfrom the peer, the IP address must match in order for the invitation to work. Thit
means calls made from either direction won't work if the peer is not regisered whie
host=dynamic or if the host is otherwise not set to the correct IP of the sender.

1 User
EasyVOlZsers handle inbound cals only, meaning that they can call EasyVOIbut EasyVO
cannot call them, and are matched by their authorization information (auhname and secret).
EasyVOldoes not rely on their IP addressand will accept callsregadlessof the host setting a:
long as the incoming SPinvite authorizessuaessfuly.

1 Fiend
EasyVOIlaill creae the entity as both a friend and a peer. EasyVOIvill acept cals from
friends asit would for users,requiring only that the authorization matches raher than the IF
address. Snce it is also apeer, a friend canalsobe calledaslong asits IP addressis known tc
EasyVOI4n the case of host=dyramic, this means it is necessaryfor the entity to regiser before
EasyVOIZ camall it.

Note that in most casedt is ot necessaryto configure Incoming Settings.

The USER Gontext field is the telephone number, acount number, or acount name that your
provider is sending inbound callsto. Some providers will smply send a call to the regstered IF
address,in which cae thisfield isnot required.

The UERDetails field isfor the inbound configuration details. As with the PEER Details field, these
details canvary widely, but shouldbe supplied by the trunk provider.

In the USER Datils field, the secret line is the passwvord that the provider will use to authenticate
incoming callsagainst. The type line should amost always be setto user, as this desighates that this
setof detailsisfor a peer that EasyVOI& receiving callsfrom (not serding callsto). Thecontext line
indicatesthe context that inbound callsfrom this trunk shouldbe sentto. Unless you have definec
cusiom contexts, leave this field set to from-trunk to allow EasyVOIZo processthe calls.

Order isimportant

Theorder in whichthe codec handling is specified for PEERetails and USERDetail<
fields is important. Details are read from top to bottom. If a parameter appear:
twice or if conflicting parameters are defined, the second instance willbe used anc
the firstwill beignored.

For example, If allow=ulaw is followed by disallow=al, all of the codecs will be
denied and the allow=ulaw statement will be ignored. Pay cbse attention to how
these parameters are ordered. It can often save hours of troubleshooting later or
when atrunk seemsto be refusng calsfor noreason at all

Thevalue in the Regster Sring field will determine how EasyVOIlZo attempt to register with

the trunk provider. Regigtation letsthe provider know where to send calls vhen they arrive for your
telephone number. The regster string shodd be constructed in the format of
[trunkname]?[username]:[passvord] @[voipserver]/[user]. You should be aware that when using
GCompleteBC, you will need to prefix the regstration string with the trunk name to ensure that the
sesson border controller passesthe regstration string to your trunk provider. The trunk name
shouldbe followed by the ? sepastor asshown in the screen grab above. If a registration string i<
not provided, then the trunk provider must be configured to sendcallsto a specific IP address,anc
the IPaddressof your trunk provider server must be fixed.
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If you have one-way audio, you probably have NAT poblems. Ifyour CompleteBC ¢r EasyVOIZ
ison a public IP,and the phone isinside of a NATdevice then you will need to configure NAT option
for those phones,aswell as turning on qualify=yesto keep the NAT ses$on open

Oncethe changes have been saved, click on the red-colored Apply Config bar at the top of the
screen.

Admin = Applications = Connectivity ~ Reports ~ Settings « Switchboard = Apply Config

IAX2 Trunks
Anexample of alAXtrunk is shown in the screenshot below.
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Outgoing Settings

Trunk Name @ ExampleSIP|

PEER Detais @

type=friend

host=68.198.17.52
context=extens-and-ringgroups
disallow=all

allow=gsm

Incoming Settings

USER Context®:
USER Details ®

Registration

Register Stringe :

Trunk Name is a "friendly” name. Thisvalue is not parsedby EasyVOli any way; it is simply
usedto refer to the trunk in other parts of the EasyVOlinterface. Be careful not to include any

specialcharacters for this fied: use only normal printing characters (a-z), number charaders, or
undersore.

PEER Dails are the outbound configuration details that would normally be placed into
iax_additional.conf. Thesedetails will vary widely from trunk to trunk, and shauld be supplied by the
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trunk provider. By default, EasyVOIgopulates this field with the most commonly required
values.

In the PHER Detalils field, host is the IP address or DNS hostname of the provider. Thisis the
dedination server or network that EasyVOIAvill send calls to when they use this trunk. The
username and secret lines are for the credenials used to authenticate this trunk against the
provider. The type line should almost always be setto peer, as this desigrates that this set of details
isfor adedination that EasyVOI& sending callsto (not receiving callsfrom).

The UER Qontext field is the telephone number, acount number, or acount name that your
provider is sending inbound callsto. Some providers will smply send a call to the regstered IF
address,in which cae thisfield isnot required.

The UERDetails field isfor the inbound configuration details. Aswith the PEER Details field, these
details canvary widely, but shouldbe supplied by your trunk provider.

In the USER Datlils field, the secret line is the passwvord that the provider will use to authenticate
incoming callsagainst. The type line should amost always be setto user, as this desigrates that this
set of detailsis for a peer that EasyVOI5 receiving callsfrom (not serding callsto). The context line
indicatesthe context that inbound callsfrom this trunk shouldbe sentto. Unless you have definec
cusiom contexts, leave this field set to from-trunk to allow EasyVOIZo processthe calls.

Order isimportant

The order in which the paraneters are specifed for the PEERDetails and USEF
Details fields is mportant. Details areread from top to bottom. If a parametel
appearstwice or if conflicting parameters are defined, the second instancewill be
used andhe first will be ignored.

For example, If allow=ulaw is followed by disallow=al, all of the codecs will be
denied and the allow=ulaw statement will be ignored. Pay close attention to how
these parameters are ordered. It can often save hours of troubleshooting later on
when atrunk seemsto be refusng calsfor noreason at all

Oncethe changes have been saved, click on the red-colored Apply Config bar at the top of the
screen.

XOHEDM Admin ~ Applications ~ Connectivity ~ Reports ~ Settings ~ Switchboard -~ Apply Config

ENUM Trunks

ENUM trunks require no additional configuration beyond the common configuration fields. Theonly
item worth noting for BENUM trunksisthat all of the callsare queried against the e164.org database.
el64.org expeds callsto be in the format of [CountryGode][PhoneNumber], so adjust dial patterns
appropriately for your location.

Oncethe changes have been saved, click on the red-colored Apply Config bar at the top of the
screen.

XOHEOM Admin ~ Applications ~ Connectivity ~ Reports « Settings ~ Switchboard ~ Apply Config
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Qustom Trunks

Qustom trunks are very similar to custom extensions and devices. There is only one additional field
for setting up cusbm trunks as shown in thefollowing screenshot:

Outgoing Settings

Custom Dial 5tring ©.

Submit Changes Duplicate Trunk

The Qustom Dial Sring can be any valid dial command that would normally be used in the
EasyVOldialplan, with one notable exception: the callednumber isinserted into the dial string using
the $OUTNUMS$ variable. For example, the string to call an H.323 device at IP address
192.168.1.2 might be H323/192.168.1.2/$OUTNUM$.

As with any changes made to EasyVOlZnake sure to clickon the Submit Changes button, followed
by the red-colored Apply Config bar at the top of the screen to save and reload all of the sdtings.

D-Link Admin =  Applications ~ m Reports =  Settings ~ Switchboard ~ LT

Common Trunk Config uration Settin gs

The trunk configuration settings for common VoIP providers are as follows. Smply replace the
required information tokens in the following configurations with their gopropriate values tc
configure a fully working trunk.

Reaqiired information tokens that may be used ae listed asfollows:

Token Replace with

(Name) Thename of the owner of the trunk. Thismight be a companyQ @ame or a
personQ dame. Letters, numbers,and spacesare allowed. No other specal
characters may be used.

(TeNumber) The elephone number associated with the trunk that is being configured.
For PSTNtrunks, this will be a number in the format of the local calling
area (for example, nine digits for North Americg). Trunks to other VolP
providers may have different formats. For example, the FreeWorld Dialup
(PWD) network usessix-digit telephone numbers.
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Token Replace with

(Userrame) Theusernane or user ID assgred by the VoIP provider. Thisis usually a
numeric user ID.

(Password) Thepassword or "secret” assgned bythe VoIP provider.

(MaxClanrels) The maximum number of active chanrels that the provider can sypport.
Same providers have a se limit (in which casethat limit will be listed).
Sanme providers allow the purchase of additional channels br which a
monthly feeis charged (inthis cag, the (MaxChannels) token is used).

(FalureScipt) Thescrpt that isusedto monitor trunk failures,if one exists.

(VolPHost) The SP or IAX2 server supplied by the provider. Thismight be referred to
asthe "registration server" or amply the "host" by the provider.

Summary

By now we shouldhave a EasyVOI&ystem with some fully-functional trunks configured. We shoulc
be able to configure a new trunk of any type, and be able to check the status of our trunksusing the
EasyVOIlZ£ommand line interface (EasyVOIZLL)), if necessary. We should also have a good idee
about how to monitor the hedth of eachtrunk, and how to alert an administrator on failure.

Now that we have operational trunks, the next chapter will walk through seting up various cal
targets so that incoming calls mmingin through our brand new trunks have osmewhere to go.
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4. Basic Call Targets

A calltarget in EasyVOIZ any kind of degination for a phone call that entersthe system. A
target might be avoice-response menuthat prompts the callerto pressvarious digits to route their
call,aring group to calla number of endpoints, or virtually any other type of processor to route the
call in whaterer way is desired. A calimay have several targets throughout its lifespan.

Thefollowing listshows some of the typesof call targetsthat are available in EasyVOIZ:

Terminate Call
Exendon

Voicemalil

Ring Groups
Conferenaes
Phonebook Directory
Queues

Time Conditions
IVR(Digital Receptionist)
Qustom Destinations
Fax Recipient

Folbw Me
MiscDestinations
Paging & Intercom
Queue Priorities
Trunks
Announcemaents
CallFlow Control
CallRecording
Calback

DISA

Language
MiscDegtinations
Queue Priorities
Voicemail Bbsting

B R N I T T R I R R R B B

Thischapter will cover the first five targets (the "basic" call targets) of the above list. The more
advanced call targets will be covered in the next chapter. Basiccall targets generally have a singe
eag/-to-configure function, whereasadvanced call targets tend to have several functions and are
more complicated to configure.

Chapters 4 and 5 deal with understanding and configuring the different types of call targets. These
calltargets are put to usethrough the configuration of inbound routes and users'follow-me settings
Once all the required calltargets have been configured, please see Chapter 6, Call Routing for
information on routinginbound calsto the new calltargets.

Terminating Calls

EasyVOlprovides several ckver ways to terminate calls.We may wishto terminate a call becaus
the calling number is a known telemarketer, or perhaps the caller has attempted to reach ar
invalid extension too many times. Whichever the case, the following options are available for the
Terminate Call target:
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Hangup: Terminates thecall immediately without any further callprocessingor sgnaling.
Congestion: Sends a signal indicating that there are no channels available to complete the cal
before terminating it. This is used only for digital chanrels (suchas SP, IAX or PR). Some
providerswill usethis signal to locate an aternate route or processthe call in another way.

1 Busy: Rebys a busy tone to the caller. The call terminates when the callng party hangs up
(EasyVOIlill play a busytone indefinitely).

1 Pay SIT Tone: Pays a 9T (Secial Informational Tone) to the callnhg party. A specia
informational tone consists of two shat tonesand one long tone. It is desigied to indicate that
the called number is not in sewice. ST tones are recognized by a lage portion of automatec
dialing equipment, so this tone is often useful for playbackto known telemarketing numbers.
Automated dialers who undergtand this tone will usually remove the caled number from their
dialing lists. Orcethe intercepttone is played, the callwill be terminated immediately.

1 Put caller on hold forever: Pacesthe callng party on hold until they terminate the cal
themselves.

9 Play ringtones to caller until they hangup: Continually plays back a ringing tone to the callinc

party until they terminate the callthemselves.

= =

Be aware of indefinite termination options!

TheBusy, Put caller on hold forever, and Play ringtones to caller until they hangup
options open up the posshility of a callnever terminating until the PBX or the cdlinc
party losesconnecivity and the callis dropped.

Thiscould possbly meana callthat lastsfor weeks. With VoIP providers charging by
the minute, such call£anget expensie! Thelatter two options are typicaly used tc
annoy unwanted calers.

Indefinite ringtones or hold music are relatively sde for these kinds of callsas the
callerwill terminate the call themsdves when they do not receive a human on the
other endof the line.

Nevertheless, be aware of the activity on your PBXto avoid being billed for a week-
long ses$on of hold music. Whenin doubt, terminate the call rather than opting to
leave it on hold indefinitely.

Extensions and Voicemail
Caonectivity" Extensbnsor Cainectivity” Users

The Extension target will route callsdirectly to a particular extension. Theonly option available for
the Extension taget isto which extension to send acall.

If EasyVOIl4s in BExtensions mode, an extendon must have been previously created for this
target to be available. If EasyVOI4s in DeviceMmdUser mode, a user must have been previously
created for thistarget to be available.

The Voicemail target will route callsdirectly to an extension's voicemail box without ringing the
extension first. TheVoicemail target provides options of sekction suchasbusy, unavail, or no- msg.
Theseoptions control the outgoing message that will be played prior to playing the standarc
instructional message asking the caler to leave a messaje. If the sdeded message does not exist, ¢
standard message stating that the person at the called extension is either on the phone or
unavailable will be played. For he voicemail target to be available, the Voicemail & Directory option
must be enabled whensetting up an extension or use.
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Ring Groups
Applications’ Ring Groups

A ring group allows one call to ring any number of endpoints. It is typicaly used for a particular
department or section of a building. A company might usea ring group to ring all phonesin the saks
department. Ahome might usea ring group to ring allphoneson aparticular floor. Rng groups must
be setup prior to sdecing them asa call taiget. To setup aring group, navigate to the Applications
menu and sdect the Rng Groups dialog. The Add Rng Group saeen will be displayed as shown in
the next saeenshot:
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Add Ring Group

Ring-Group Number: @ 600
Group Descriptinn:a

Ring Strategy: @ ringall B3
Ring Time (max 300 sec) @ 20

Extension List:e

Extension Quick Pick o (pick extension) -
Announcement: @ None -
Play Music On Hold? @ Ring ~

CID Name Prefix: @

Alert Info@:

Ignore CF Settings®: £

Skip Busy Agent®: [l

Enable Call Pickup @ [l

Confirm Calls @ [l

Remote Announce: @ Default -
Too-Late Announce: @ Default -

Change External CID Configuration

Mode: @ Default -
Fixed CID Value: @

Call Recording

Record Cals® Always Never

Destination if no answer:

| ==choose one == |Z|

Eachfield or dropdown should be configured to ensure the ring group behaves in the desired
manner.

The Rng-Group Number is a number that canbe dialed from internal endpoints to acessthis ring
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group. Userscan either dial this number directly, or transfer a caller they have on the line to this
number. TheRng-Group Number canbe thought of as the extension umber of the ring group.

TheGroup Description field is just usedto identify this ring group when sdeding it as a call target.
Thecontentsof thisfield are not visible to callersin any way.

TheRing Srategy dropdown definesthe way in which the endpoints in this ring group will be rung.
Endpoints canbe rung using the following methods:

1 ringall: Ringall group members listed in the ExensionList field atthe same time.

1 ringall-prim: If the first extensionlisted inthe Extension List is not in use,all group members will
be rung at the same time. If the first extensionis in use or is in the do-not- disturb mode, none
of the extenspns will be rung and the callwill immediately fail over to the target selected in the
Desination if no answer section.

1 hunt: Rnhg eachgroup member one at a time in the order that they are listed in the Exension
List field.

1 hunt-prim: Functions similar to the ringall-prim method. If the first extensionis inuse, no groug
members will be rung Otherwise, each extendon is rung in the same fashion asin the hunt
method.

1 memoryhunt: Rings the first extensionlisted in the Extenson List field, then rings the first and
second extensions listed in the Exension List field, then rings the first, second, and third
extensions liged inthe Extensbn List field (and soon until all extensons are ringing or a timeout
isreachea).

1  memoryhunt-prim: If the first extension is in use no group members will be rung Otherwise,
eachextendon isrung in thesame fashion asin the memoryhunt method.

9 firstavailable: Rngs the first extension in the Exension List that is available to ring. If an
extension hascallwaiting enabled, it will be considered "available", even if itis dready on a call.

1 firstnotonphone Rings the first extenson in the ExtensionlList that is completely unoccupied.
Callwaiting settings are not taken into account. If anextension is already on a call, it will not be
rung wheher or not callwaiting is enabled.

TheRing Time (max 300 sec) field is for defining the number of seconds that the ring group will be
rung before failing over to the Degination if no answer field. For the hunt type of strategies,the
ring time is applied to eaclstageof the hunt sequence.

For example, if the Ring Time (max 300 sec) field is set to "30" and the Ring Stategy field is set to
"memoryhunt”, the first extengon in the ExensionList will be rung for 30 seconds. Folowing this
the first and second extensions will be rung for 30 seconds, then the first, second, and thirc
extensions will be rung for 30 seconds, andso on until the end of the Extengon List isreached.

Exiension List contains a list of all extensionsto ring. Exensionsshould be listed one per line.
Available internal extensbns canalsobe selected from the Extension Quick Pick dropdown to insert
them into the ExtensionList. Any extensionlisted here will be rung directly and Folbw Me Sdting:
will not apply. To force the ring group to respectFolow Me Sdtings, append the pound (#) symbol
to the extendon number (for example, 5001#).

Exernal phone numbers or extensbns canbe added to a ring group by suffixing themwith a pounc
symbol aswell (for example, 11234567890# would dial 1-123-456-7890 whenever the ring group is
called).As long asa trunk existsto route the number, it will be dialed as part of the ring group. Note
that external numberswill takelonger to connect, soring groups that include them are likely to have
longer ring times.

Thepound symbol is alsousedto include internal resourcesthat are not extensions to the group. Ir
this fashion, it is possble to ring other ring groups or queuessimply by adding their number to the
Exendon List and sufixing it with a pound.
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Themessage sdected in the Announcement dropdown will be played to the caler entering the ring
group prior to anyextengons bengrung.

The music on hold category sdeded in the Play Music On Hold? dropdown will be played to the
callerwhile the ring group members arebeing rung Selecting the Ring option will causethe callertc
hearthe ringing instead.

The AD Name Prefix field will prefix the caller ID of all cals to this ring group with the value
specifed here. Thisis useful for the person receiving the call asthey can determine if a caler i<
attempting to callthem directly or iscalling a larger group.

The Alert Info field is used to transmit some information in the ALERT NFO SP headersto a SF
endpoint. Some 9P endpoints can be set up to play alternate ringtones depending on the
ALER _INFOdata they receive. If the endpoint being rung does not use 9P technology, this field i<
ignored for that endpoint.

When the Ignore CF Sdtings option is chedked, any extension in the Extension List that has cdl
forwarding enabled willnot be rung

Whenthe Sip Busy Agent option is checked, any extension in the Extension List that is in use will
not be rung Thisoption will ignore call waiting settings, so multi-line or singe- line phoneswith cal
waiting enabled willnot be rung ifthey arein useat all.

The Gonfirm Calls option will prompt the person who answers the call to press 1 on their phone
before the call is actudly bridged to their extension. Thisis often useful for ring groups that contair
extemal phone numbers inthe Extendon List. If one of the external phone numbers goes tc
voicemail, the PBX will see that the cal has been "answeaed" and will bridge the caller to the
extemal number even though a real person did not answer the call. Ifthe callis not confirmed by the
external party, the call will continue ringing the rest of the Extendon List as normal. The Gonfirm
Cals option will only work with the ringall ring straegy.

The Renpte Announce and Too-Late Announce dropdowns are only applicable if the Confirm Calk
option is enabled. Themessage in the Remote Announce field is played to the person who picksug
the call (this should be a message asking them to pressl to confirm the cal). The message in the
Too-Late Announce field is played to the person who picksup the call if someone elsein the ring
group pickedup the call before they were able to confirm it. Defaut messaes for thesetwo fields
do not exist and must be remrded. More information on recording cugom voice prompts can be
found in the Voice Prompts section of Chapter 8.

Persnalizing your PBX

The Destination if no answer section is usedwhen nobody in a ring group picks up the call within
the designated ring time ¢ seesome of the available optionsin the following sceenshot:
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Destination if no answer:

I ==choose one == |Z|

==choose one ==

Conferences
Custom Destinations
Extensions

Fax Recipient
Feature Code Admin
VR

Misc Destinations
Phonebook Directory
CQueue Priorities
Queues

Terminate Call
Trunks

Voicemail

The dedtination chosen is a normal call target. The options available in this section will vary
depending on which typesof targets have already been configured in EasyVOIZ.

Onceall options have been configured, click on the Submit Changes button, followed by the red-
colored Apply Config bar.

XOHCDM Admin « Applications - Connectivity « Reports Settings + Switchboard « Apply Config

Caonferences
Applications’ Caferences

Conferences allow two or more callsto be joined together so that all parties on the callcan hear one
another. Conferences are also referred as Conference Bridges or Conference Rooms. At least one
conference room must be configured before this target option is availeble. To configure «
conference room, navigate to the Applications menu axd selet the Conferences dialog. A
conferencecanbe used asa destiration, for example, for an nbound route or IVR.

Thefirst section of the Add Conferencescreen requires a number and desaiption for the conference
room that isbeing created:
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Add Conference

Add Conference

Conference Number:® |

Conference Name: @
User PIN: @

Admin PIN: @

Gonference Number is a number that internal endpoints can dial to reachthis conference. Like the
ring groups, this can be thought of asthe extenson number of the conference.

Conference Name can be usedto identify the purpose of the conferenceroom. The name is usec
only when lectingthe room asa call taiget, and isnot visible by the caler in any way.

UserPIN is a numeric passcode that is usedto enter the conference room. If aPINis enteredin this
field, no one is able to join the conference room without enteringthe PIN.

Admin PIN functions in the same way as the User PIN. The Admin PIN and User PIN should not be
se to the same value. The Almin PIN is usedin conjunction with the Leader Wait option explainec
further inthis chapter, in order to identify the administrator or leaderof the conference.

Thesecond sedion of the Add Conference page sets up general conference options that determine
how the conferenceroom behaweswhen inuse:
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Edit Conference

Conference Number:© 9001

Conference Name: @ Technical Support
User PIN: ©

Adrrin PIN: @ 120546

Conference Options

Join Message:e None -
Leader Wait: @ Yes -
Talker Dptimizatiun:e Mo ~
Talker Detection: @ Mo ~
Quiet Mode: ® No -
User Count: @ Yas -
User jl::im’leeme:e Yes -
Music on Hold: @ No
Music on Hold Class:®  inherit
Allow Menu: @ Yes ~
Record Conference: ¢ VYes ~
Maximum F'arl:i::i;:uants:e 5 d
Mute on Join: ©@ Mo -

Submit Changes

Jdn Message is a message that will be played to anyone attempting to join the conferene. The
callerwill hearthis message before their chanrelis bridged nto the conferenceroom.

If the Leader Wait option is set to "Yes', the conference will not begin until the conference
administrator joins the conferenceroom. Theadministrator is identified by the Admin PIN option. I
other callersjoin the conference room before the leader does, they will hear on-hold music or
silenceuntil the cmonferencebegns (what they hear depends on the Music on Hold option explainec
later in this seaion). If this option is set to "No", the callers will be bridged nto the conference as
soon asthey call the conferenceroom number.

If the Quiet Mode option is setto "Na", a tone will be played whenever a callerentersor exits the
conferenceroom.

If User Count option is setto "Yes', the number of users curently in the conference room will be
announcedto eachcallerbefore they are bridged into the conference.

If Userjoin/l eave option is setto "Yes", the caler will be prompted to saytheir name and pressthe
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pound (#) key before joining the conference. The existing conference room participants will hearthe
name of the new caler being played backbefore the calleris bridged nto the conferenceroom.

If the Music on Hold option is setto "Yes, on-hold musicwill be played if there is only one caller in
the conference room or the conference hasnot started yet (because the leader hasnot arrived). If
thisoption isset to "No", no sound will be played during thesesituations.

If Allow Menu is set to "Yes", conference participants areable to pressthe EasyVOIZ) key on thei
phones to be presented with an audio menu that only they can hear. The menu gives them the
ability to mute/unmute their chanrel, increase/decrease their transmit volume, and
increa®/ decreasetheir receive volume. If this option is setto No, pressingthe EasyVOIEey will dc
nothing. Theavailable menuoptions and their functions are listed in the followingtable:

Menu | Action

Option

*1 Togdes mute for the user.Whenenabled, anything the user saysis not transmitted to the

restof conference members. If the conference is being recorded, anything saidby a muted
useris not part of the recording

*2 Togdes the conference lock. When a conference islocked, no more callersmay join. A
locked conferencemust be unlocked for any new usersto join. Thisoption is only available
to a conferenceadministrator. If the conferencedoesnot have an almin PIN onfigured or
the user has joined the conference as a user instead of an admin, this option is not
available

*3 Ejects the last user who joined the conference from the conference room. The user will
heara messaye informing them that they have been efgcted from the conferenceand that
their callwill be terminated. Note that if a conferenceis unlocked, the usermay-rejoin. The
bestway to remove an abusive conferenceuser is to gject them and then immediately lock
the conference. This option is only available to a conference aministrator. If the
conferencedoes not have an admin PIN configured, or the user hasjoined the conference
asa user instead of asanadmin, thisoption isnot available

*4 Decreases receive volume. The user cantap this option to deaease thevolume of what
they are hearing. Thisdoes not affect what any other conferencemember hears. If a user
is finding other conference memberstoo loud, they can press4 a few timeswhile in the
conferencemenuto make the conferencequieter for themselves

*5 Increass receive volume. The usercantap this option to increasethe volume of what they
are hearing. Thisdoes not affect what any other conference member hears. If a user is
having trouble hearing other members of the conference, trey can press6 a few times
while in the conferencemenu to make the conferencelouder for themselves

*6 Deceases transmit volume. The user cantap this option to decrease the volume of what
they are transmitting to the rest of the conferencemembers. Whenthis option is usedthe
user will sound quieter to all other conference members. If a useris much lbuder than the
other membersof a conferenceroom, they cantap 7 a few timeswhile in the conference
menuto make their transmit volume quieter.
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Menu | Action
Option
*7 Increaes transmit volume. The user cantap this option to increase the volume of what

they are transmitting to the rest of the conferencemembers. When this option is used,the
user will sound louder to all other conference members. If the conference members are
having trouble hearing a particular user, that user cantap 9 a few times while in the
conferencemenuto make their transmit volume louder.

If the Record Conference option is set to Yes, all the chanrels that are bridged together for the
conference will be recorded into a singe WAV file. The file will be stored in the
/var/spool/asterisk/monitor folder, and the filename will have a time and date stamp of when the
conferenceended.

Whenall of the conferenceoptions are mnfigured for the desiredbehavior, click on the Save buttor
to save the conference, and then click on the red-colored Apply Config bar to load the conference
into the running EasyVOIZonfiguration.

Summary

By this point, we should have a good underganding of each of the different types of basiccal
targets, and shouldlikely have several targets set up and ready to accept calk. We shouldbe able tc
create call tagetsin orderto do the following:

Terminate calls

Ring an extension directly

Drop acalldirectly to voicemail (without ringing anextension first)
Ring a group of phonesusing variousring strateges
Conferencemultiple userstogether

=A =4 =4 =8 =4

Inthe next chapter, we will cover the advancedcalltargets of queues,time conditions, and IVRs.
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5. Advanced Call Targets

Advanced call targets in EasyVOIZequire a bit of additional set up before they can be used.
Theyoften generate complicated callflows. However, for the most part, EasyVOldevelopers have
encgsuated this complexity into a straightforward interface. Advanced call targets allow
callersto be directed to queues(so that a caller hears music until all of the calls in front of therr
have been cleared and someone is available to take their call),or to digital receptionistsrouting call
based on input from the calle. Advanced call targets also allow calls to take different paths
deperding on the date, day of the week,or time of the day.

In this chapter, we will be disaussihg advanced caltargetsin EasyVOIZyhich are adollows:

1 Queues
1 Time Gonditions
1 IVR(Digital Receptionist)

Queue
Applications’ Queues

Aqueueisa"line up" or "stack" of callsthat need to be answered. By default, EasyVOIgueues work
in a Frst In, Arst Out (AFO) fakion (the first caler who enters the queue is the first callerto be
picked up out of the queue). Cal queues are useful for scenarios in which the volume of calers is
expeded to exceed the number of people available to answer calls. Scemrios suchas a techica
support line or a salesline are good examples. Calers who are placedinto a queue will hear music
while on hold until someone is available to answer their call.

It is often helpful to think of queuesin terms of a physicalstore, wherein, there are a small number
of employeesto serve a large number of people. Imagine you are in a line at the bank with ten othetr
people and there are only three tellers. The three tellers are unable to serve all of the ten people ai
once, and it would be rude for them to help someone from the middle of the line before the persor
whoisnextin theline.

Eachperson is calledup to an available teller in the order that they entered the line. In North
America, this is generaly called "waiting in line", but in some countries this is actually referred to as
a queue. Suchis the casewith a telephone queue. If you are the fifth callerto enter a queue, then
you will be the fifth caler to be pickedup by an available user.

Queue Priorities
Canectivity" QueuePriorities

Bydefaut, any queuecreated in EasyVOIWill treat callers with a FIFD methodology. However, there
may be situations, whencertain calle's should be prioritized in order to enable shorter wait times
Going backto the analogy of a physical bank, those ten customers waiting in line may see anew
cudgomer enter the bank and walk straight pastthe line to be serviced by an available teller. The
cusbmer may be a businesscusbmer instead of a personal banking customer, or they may smply
be payingfor a higher level of service. Whakever the casemay be, they are allowed to bypass all of
the other cugomersin order to receive faster service. Queue priorities allow particular callers to be
weighted differently than others,in order to enable thiskind of prioritization.

Thedefaut setting for all of the calersis to have a priority of zero. Calerswith a priority above zerc
will be placedin front of priority zero callers. The highest priority call will be placed first wher
ordering callsin the queue, and the order will be decidedby descending priority. Queue priorities
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are often used when service level agreements (SLAs) are presert, which stipulate that certain calles
must have their call axswered within a cetain timeframe. Setthg those calles up with a higher
priority will ensure they are placed at the front of the queue and that their call will be answerec
more quickly than calls from those without SLAs. EasyVOHlows call priorities to be set
between zeo and twenty.

Queue priorities act astheir own calltarget. A calker is directed to a queue priority target and isthen
immediately redirected to another cal target. Once passhg through a queue priority target, a cal
will hold its newly assgned priority for any queuethat it enters(a calleronly needsto be prioriti zec
once, after which they can enter as many queues as they need to, without fear of losing their
priority number).

In order to set up a hew queue priority target, navigate to the Connectivity menu and select the
Queue Fiorities dialog. The queue prioritiesedit screen will be displayed as follows:

Add Queue Priority Instance

Description: ©

Priority: @ 0 -

Destination:

==choose one == |E|

Submit Changes

Theedit saeen hastwo main setions asfollows;

1 Edt Queue Priority Instance
1 Dedination

Thefirst section allows for a description (usedwhen selecting this priority asatarget) and the actual
priority itself. Inthis example, the queue priority is being set up in order to prioritize bronze level
callers. Calers are given a priority of 5, plachg them above callerswith no priority, but leaving
plenty of room for calerswith ahigher-level SA.

The Desination section is for sekcting the call target that the caler will be sent to, now that they
are prioritized. Queue priorities that do not have a queue as their eventual dedination are
esentially usekss. S, be sure that the caller will eventually wind up in a queue if they are sent
through aqueue priority target. Thisusually meanssending the callerdirectly to a queue or an MF
wherea queue is apossble option.

Whenthe Description, Priority, and Destination fields have been se, clickon the Submit Changes
button in order to save the priority, and then click on the red-colored Apply Gonfig bar in order to
have the changestake efiect.
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Queue priorities areusually set up asthe first call target for inbound calls. Inbound routescan be set
up in order to recognize a particular caller's cder ID and then route them to the appropriate cal
priority. Alternatively, if customers are given different phone numbers to call based upon theil
selwvice level, then aninbound route cansend calsto those numbers to specifc queuepriorities.

Queues
Applications" Queues

Queues can be very simple to set up for basicfunctionality, but advanced options and behaviors
come with a bit of a learning curve. Queues have over thirty options, making them the most
complicated call target available in EasyVOIZ. larder to set up a new queue, navigate to the
Applications menu and select the Queues dialog.

Important Note

If you want the Switchboard to track the status of queuesand to creae statistics for
call cener reporting, make sure that both Bvent When Called and Member Satus
BEvent (in the Bvents, Sats and Advanced section of the Queue dialog) are set to Ye:
whendefining a new queue.

Add Queue
Applications’ Queues

TheAdd Queue section has several options and an Extension Quick Fick drop-down menuasshown
in the following saeenshot:
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Add Queue

Add Queue

Queue Number: ©

Queue Name: @

Queue Password: ©

Generate Device Hints: @ ]

Call Confirm: @ ]

Call Confirm Announce: @ Default -
CID Name Prefix: @

Wait Time Prefix: @ Mo =

Alert Info@:

Static Agents: ©

Extension Quick Pick @ (pick extension) -

Dynamic Members: °

Extension Quick Pick @ (pick extension) -

Restrict Dynamic ,|'3';t_:;|entsﬂl Yes E

Agent Restrictions @ Call as Dialed -
Kee it smple!

Thereare so many options and flags that canbe setto improve queue management
that you mayfind it to be rather confusing.

You can create a badc queue by defining only Queue Number, Queue Name, anc
Fail Owver Dedination fields. All other fields are optional, but will give you greater
control over the behavior of the queue.

Queue Number canbe thought of asthe "extension" assgnedto the queue. If a calleris calling into
the queue from an endpoint on this system, or someone is transferring a call to the queue, then this
is the number they will use. The Queue Number is also usedto sign in and out of the queue. If an
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employee is not permanently a member of the queue, they candial this Queue Number plus* to log
into the queue, and this Queue Number plus ** to log out (for example, a Queue Number of 500C
would have agentsdial 5000* to login and 5000** to log out).

Queue Name is usedto identify the queue when selecting it as acalltarget. Thisname is not parsec
by EasyVOIZ.

If Queue Password is not left blank then queue agents will be required to enter this password
before they are able to join the queue. Thisoption is usedin conjunction with the Queue Number
(agents will be prompted for the passvord after dialing the Queue Number plus *). This etting is
optional.

The CD Name Prefix is usedto prefix the caller ID of callersin the queue with the value entered in
this field. Thisis often used when agents are members of multiple queues so that they know which
department a person hascalled (for example, a ClDnay be prefixed with "Sales" or "Tech Sipport™).

Wait Time Prefix is used to prefix the caler ID of cdlers in the queue with the number of minutes
the caller has been waiting in the queue. Thetime will be rounded off to the nearestminute, anc
will be prefixed with the letter "M". If the callis stbsequently transferred to another queue with this
feature set, the time count will reset.

Alert Info is used tosendspecific ALIRT _NFO SP headers to 3P endpoints that support them. Many
SP endpoints can be set up to ring differently, or automatically answer calls when specit
ALER_INFOvalues are received. For ALERT INFOheaders to trigger an action on an endpoint, the
ALER_INFOheader that the phone is configured to look for must match the ALERT_NFO header
that EasyVOI4s serding. Sane endpoints will allow the information headers to be configured on
the device, while others have these header values staticaly configuwed so they cannot be
changed. Thedocumentation that accompaniesa 9P erdpoint should list whether or not the device
suwpports ALER_INFOheaders,aswell asif the headas canbe configured, or are predefined.

Satic Agents are extensons that are always members of the queue. Statiagents donot need to loc
into the queue, and cannot log out of the queue. As long asan agent listed in this field is available
their endpoint will be rung when a calleris in this queue. Exensionsshould be listed one per line
Remote telephone numbers or extensbns can also be added to this field. Note that unlike ring
groups, external numbers can be added as theywould be dialed from a normal erdpoint on the
system, anddo not require a pound symbol at the end.

Advanced users canadd agents from their / etd/ asterisk/agentsconf file to the Satic Agents field by
prefixing their agent number with the letter "A" (for example, agent number 2223 would be listed as
A2223). For the time being, this functionality is considered experimental and may cause various
issueswith terminating and transferring callsthat arereceived by these agents.

Any agent listed in the Staic Agentsfield canhave a pendty value appended to their extension afer
a omma for example, agent 2223 with a pendty value of 1 would be listed as 2223,1"). Listing ar
agent without a penalty value assgns the agent a penalty of zero. Pendties affectwhen certair
agents are called. Thehigher the penalty an agent has, the lesslikely they are to receive a callfrom
the queue. An agent with a pendty of one will only be rung if nobody with a pendty of zero i<
available. Likewise, an agent with a pendty of two will only be rung if nobody with a pendty of zerc
or one is available. Pendties are useful br adding agnts to the queue who would not normally be
takingthesetype of calls,but shouldbe availableto handle overflow of callsif the need arises.

The Exension Quick Fick list allows any configured extension to be sdeded from the drop-dowr
menu. The selected extenson will be copied into the Satic Agents field with a penalty of zero.

Queue Options
Applications' Queues
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The Queue Options section has just under twenty options available for configuring the queue as

shown in thefollowing seceenghot:

General Queue Options

Ring Strategy: ©
Autofil: @

Skip Busy Agents:
Queue Weight: ©
Music on Hold Class:
Ringing Instead of MoH: @
Join Announcement: @

Call Recnrding:e

Recording Mode: @

Caller Volume Adjustment: ©

2]

L7

Agent Volume Adjustment: ©

ringall -

Mo -
0D -

inherit -

Mone -
Mo -

Include Hold Time -
Mo Adjustment -
Mo Adjustment -

Mark calls answered elsewhere: @

TheAgent Announcement drop-down menu is usedto sdect a sound file to be played backto the
agent who answers the call before the call is bridged to them. Thisfile must be pre-recorded or
uploaded to the system by using the System Recordings dialog. More information on creating
cusiom recordings for the Agent Announcement field can be found in the Voice Prompts section in
Chapter 8. Thisannouncement is optional, but may sewve the purpose of telling the agent which
gueuethe call @ame from (if CIDis rot availableto provide this information).

The Jdn Announcement drop-down menu is used to select a sound file to be played backto the
caller before they are dropped into the queue. This fie must be pre-recorded or uploaded to the
system through the System Recordings section of EasyVOIZThis anouncement is optional, but will
usually state that the caller is being placedinto a queue, and that their call willbe answered ir
priority sequence.

TheMusic on Hold Clss drop-down menu isused to configure the musicthat is played to the calel
while they wait in the queue. Theinherit option canbe selected in order to have the queue usethe
same music on hold class already assigned to the cdl (usually this is set through an nbound route)
Musicon hold clases canbe configured by using the Music on Hold dialog. Further information or
creatingcudgom recordings for the Agent Announcement field canbe found in the Music on Hold
section in Qapter 9.

If the Ringing Instead of MoH box is chedked then calerswill hear ringing instead of Musicon Hold
while they wait in a queue. Usethis option carefully; a long wait time can meandozens of ring tones
and often a callerwho hangs up (thinking their call is never going to be answered). If this option i<
enabled, the option sekcted in theMusic on Hold dass drop-down menuisignored.

Max Wait Time is the amount of time, in seconds, that a calleris able to wait in the queue before
the call is considered failed and routed to the failover degination. Setit to Unlimited in order to
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configure the queue to use an unlimited wait time. Thisfield has a maxmum value of one hour
otherwise.

Max Callers is the maximum number of callersallowed to enter the queue at any time. Calersovel
this limit will immediately be sentto the failover destination. Erter O to configure the queue for ar
unlimited number of calles. This fieldhasa maximum value of 50 otherwise.

If Jan Enpty is set to Yes, then calers are able to join the queue and wait even if no agents are
signed into the queue. The Srict option will not allow callersto join the queue if either no agents
are signed inor all of the signed in ayents are unavailable. TheNo option will not let callersjoin the
gueue if no agents are signed in, but it will allow callersto join if all of the signed in ajents are
unavailable. Calers that are not allowed to join the queue because of Stict or No settings are
immediately sentto the failover destination.

Leave When Enmpty drop-down menu carries the same settings asthe Jan Enpty drop-down menu.
Leave When Empty is employed when there are suddenly no more agents signed into the queue
after a caler has ateady joined the queue.

Ring Srategy drop-down menu determines the way that agents will be calledwhen a caller enters
the queue. Ithasthe following options:

1 ringall: All of the agents are rung until one answers.

1 roundrobin: Agents are rung one at a time in the order they are listed in the Ring Srategy
textbox until one of them picksup.

1 leastrecent: It is similar to roundrobin, but starts with the agent who was least recently callec

by this queue. Note that EasyVOIdoesnot account for calllengh, sothe timer that counts how

long ago an agent was rung starts counting from when an ajent picksup a call, not from whet

the callis completed. An agent who is on a call for an hour is still considered to have been ung

an hour ago.

fewestcalls: Rirgsthe agent who has ansvered the fewest cals from this queue.

random: Rings a random agent.

memory: It is similar to roundrobin, but remembers the last agent who wasrung in the last

round robin and gtarts by calling them first.

= =4 =

Agent Timeout is the number of seconds an agent's phone canring before the call is considered
failed for that agent. Set this to Unlimited in order to ring the agents continuously until somebody
answers the call. Thisfield hasa maximum value of 60 seconds otherwise. Note that this field will be
overridden if ether the general mig time setting or an extensions own follow-me ring time setting i<
lower than the specifed timeout. Forexample, if the EasyVOIlgeneral ring time setting is set to

30 seconds, and Agent Timeout is setto 45 seconds, then the maximum amount of time that an
agent's phone will ring is 30 seconds. Also, setting this field to Unlimited will only work for the
ringall ring strategy. Other strategies will ring extengons for 60 seconds (r the value of the genera
ring time setting or the extensions follow-me ring time, whichever is sharter) before carrying on tc
ring the next agent.

Retry value is the number of seconds the system will wait before calling an agent after the las
attempt timed out. Seleting No Rety will sendthe callerto the failover degination assoon as the
first attempted agent times out (additional agents will not be rung). Thisfield has a maximum value
of 20 seconds.

Wrap-Up-Time is the number of seconds an agent is considered unavailable after they have
completed a call from this queue. Setting this option to 0 seconds meansno delay. Thisfield hase
maximum value of 60 seconds.

If Call Recording is set to any value except No then callsto this queue will be recorded in the
selected format and saved to the /var/spl/asterisk/monitor directory. Callsto a queue that are
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recorded will be named using the format: gq(QueaieNumber)-(Date)-(Time)-(CalliD).(Format). The
tokenswill be replaced with the followingvaluesto locatethe file:

Token Will be replaced with

(QueueNumber) | Thenumber or extension of the queue. Thenumber of the queueis configuredin
the Queue Number field

(Date) Thedate that the callwasansweredon. Thedate isin the format of YYYYMMDD

(Tme) Thetime that the callwasanswered. Thetime is in the format of HHMMSS and
isin 24 hour format

(CallD) A unique ID assgred to the call by EasyVOIZ. The IB not referenced
anywhere in the EasyVOIzZnierface. Hence, if two calls come into the same
gueue at the exact same time, they will have to be heardin order to determine
whichcallis which.

(Famat) The appropriate file extension for the format of the call. WAV and WAV49
formatswill have an extension of .wav; the GV format hasan extensionof .gsm

Forexample, a callthat came into queue number 8001 on Juy 19, 2009 at 7:05:45 p.m. would have
a filename like g8001-20090715-190545-1247699145.4355.wav.

If Event When Called is set to Yes the events generated during the progressof a callto this queue
include AgentCalled,AgentDump, AgentConned, and AgentComplete. These events canbe used by
third-party software programs, such asMy Switchboard, in order to track call progressand generate
callmetrics.

Smilar to Bvent When Called, when Member Satus is set to Yesthe QueueMemberSatus event
will be generaed during callprogress.

If XKip Busy Agentsis set to Yes, then agentswho are on a callwill not be rungwhenthere is acaller
in the queue. Thisoption appliesto extensions with call waiting active, or multi-line endpoints. Bver
though theseendpoints have the ability to receive multiple callsat the same time, if they are in use
they will not be rung

Queue Weight gives all of the callersin the queue a particular priority. This veighting is used by
EasyVOIZo determine which call to deliver to agents signed into multiple queues. If an agent is
signed into multiple queues and both queues have callerswaiting in them, the queue with the
higher Queue Weight will ring through to the agent first.

The Autofill option is only applicable to EasyVOIlXersion 1.4 and later versions. This option alows
multiple callersto be sentto multiple agents at the same time. For example, if three calers arein
the queue, and three agents are available, enabling this option will sendeachcallerto one of the
agents. If this option is disabled then only one cdl is processedat atime, and every callermust wai
to be first in line before any agent is rung for their call. This option has no effect in
EasyVOIZersdon 1.2. Thisoption is not affected by the selected ring strategy (agents are still
rung in theorder defined by the ring strategy).

Agent Regex Hiter canbe usedto restrict the extensbns of agentswho are allowed to sign into the
queue. If this field is left blank then it is possble for any agent who knows the queue number and
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passvord to sign into the queue. Enterng a regular expresson in this field can redrict the agents
who canloginto the queue to specificextensionsor rangesof extensions.

Regllar Expressions

Regilar expressions can be very complicated. It is a good idea to have a thorougr
underganding of how to craft regular expres$ons before attempting to use the
Agent RegexHilter field. An nvalid regular expresson in this field could make the
gueue entirely inaccessidle to all of the agents. More information on regulai
expressons carbe found at http://en.wikipedia.org/wiki/ Reailar_expres$on

Caller Position Announcements
Applications’ Queues

The CGaller Position Announcements section has three configurable options as shown in the
following screenshot:

Caller Position Announcements

Fretqt,lnﬂ-,r1::'5.-r:e 0 seconds -
Announce Position: @ Mo -
Announce Hold Time: ® Mo =

Thissection is usedto control how often a messagéds played to eachcallerin the queue detailing
their position in thequeueand how long it isestimated that they will be on hold.

Frequency drop-down menu controls how often this type of announcement is made. Setting thisto
0 seconds disables the announcements entirely. This field has a maximum value of 20 minutes
otherwise.

If Announce Position is set to Yes then the caler will be told their placein the queue each time the
position announcement is played.

If Announce Hold Time is set to Yes, then the callerwill be told their egimated hold time each tme
thismessaye is played. If thisfield is €t to Only Once, then the estimated hold time will be played to
the caler whenthey first join the queue, but never again. Whenegimated hold times are lessthar
one minute, hold timesare not announced.

If both Announce Position and Announce Hold Time are setto No, neither announcement will evel
be played no matter to what the Frequercy field is &t.

Periodic Announcements
Applications' Queues

Periodic announcements can be played to each cakbr in order to give them the option to perform
another task. Usually this meansthat an IVRis presented to the caller, and the caller is given the
option to leave a voicemail or to reacha different department. ThePeriodic Announcements section
hastwo configurable options asshown in the following screnshot:
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Periodic Announcements

IVR Break Out Menu: @ Mone -
Repeat Freql,uam:\,r:e 0 seconds -

IVRBreak Out Menu isthe IVRthat shouldbe presented to the caler eachtime the announcement
is played. Therecording set for the selected IVRis what will be played to the caler. Theselected IVR
must only contain sihgle-digit options.

Repeat Frequency is how often the IVR shouldbe presentedto the caler. Setling thisto 0 seconds
disablesthe periodic announcements. This fielchasa maxmum value of 20 minutes otherwise.

Theusercanonly select one Fail Over Degination asshown in the following sceenshot:

Fail Over Destination

|== choose one == |E|
Conferences

Custom Destinations
Extensions

Fax Recipient
Feature Code Admin
VR

Misc Destinations
Phonebook Directory
Cueue Priorities
Clueues

Terminate Call
Trunks

Voicemail

Selectthe call target where callersshould be directed if their call to this queuefails for any eason. A
call could be considered failed becauseno agents were signed into the queue, the callerwaited in
the queue for too long, or no signed in agents were available to answer the call (dgpending on the
configured options).

When all of the options have been configured for the desired queue behavior, clickon the Sulbmit
Changes button in order to save the queue, and then click on the red-colored Apply Gonfig bar in
order to loadthe queue into the running EasyVOIl@nfiguration.
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Time-based Rules

Time conditions are a set of rules for hours, dates, or daysof the week. A condition has two cal
targets eachtime. Cals sent to a time condition will be sentto one target if the time of the cal
matches one of the conditions, or to the other target if none of the conditions match. Each time
condition canhave multiple time definitions (known astime groups). Time conditions are often used
to control how a phone system responds to calle's inside and outside of businesshours, and during
holidays.

Time Groups
Appications" TimeGroups

Before we can set up a time condition call target, we need to define a set of time groups. Time
groups are a list of rulesagainst which ncoming callsare chedked. Therules specify a sgecific date or
time, and a call canbe routed differently if the time it comesin matcheswith one of the rulesin ¢
time group. Each time group can have an unlimited number of rules defined. It is useful to grouf
similar sets of time rulestogether. Forexample, there may be one time group for businesshours in
which the time that the businesswill be open will be defined. Aother popular time group is for
holidays, inwhicheachholiday that falls on abusinessday is defined.

In order to creae a new time group, navigate to the Applications menu and select the Time Groups
dialog. TheAdd Time Group screen will be displayed as shown in thefollowing seceensha:
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Add Time Group

- Time Group

Description ©

- New Time

Time to start: A
Time to finish:
Week Day start: - -
Week Day finish: - -
Month Day start:
Month Day finish: -
Month start:

Month finish: - - |

L]
L]

L]

L]

Submit

TheDescription field is usedto identify this time group, when selecting it during the setup of atime
condition. Thisvalue is not parsedby EasyVOIZ.

TheNew Time section isused to define a time rule that a callwill be matched against. Leaving a field
asthe defaut dash(-) will match all of the values (for example, Week Day Sart to Week Day Finist
will match on every day of the week). Keep in mind that all of the conditions must be true for the
rule to match, soit is possble to creae rulesthat never match (setting Month Day start and Month
Day finish to 31 and Month start and Month finishto September will never match asthere is no
31st of September).

Oncethe appropriate rule has been defined, clickon the Sulmit button in order to save the rule.
Additional time rulescanbe added to atime group by clicking on the group's name in the time groug
list on the right and selecting additional rule parameters in the New Time section at the bottom of

the page. An example of a time group with multiple rules might be a group defining businesshours
asshown in thefollowing screnshot:
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- Time Group

Descriptiune MNormalOficeHours

- 08:30-17:30 | mon-fri] *|*

Time to start: 08 -:30 -
Time to finish: 17 =:30 -
Week Day start: Monday v
Week Day finish: Friday v
Month Day start: - ~

Month Day finish: - -~

Month start: - -
Month finish: - -

Remove Section and Submit Current Settings

- Hew Time

Time to start: 09 »:30 -
Time to finish: 15 »:30 -
Week Day start: Saturday  ~
Week Day finish: Saturday  ~
Month Day start: - ~

Month Day finish: - -~

Month start: - -
Month finish: - -

In this example, the condition will match Monday through Fiday, 8:30 am. through 5:30 p.m. and
on Satuday from 9:30 a.m. through 3:30 p.m.

Time Conditions
Applications’ TimeCamditions

Oncea time group has been defined, a time condition can be set up as a call target. In order tc
create anew time cndition, navigate to the Applications menu and sdect the Time Conditions
dialog. The Add Time Condition screen will be displayed along with four configuration sections. The
first section isthe Add Time Condition section asshown in thefollowing sceenshot:
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Add Time Condition

Add Time Condition
Time Condition name: @ |
Generate BLF Hint®

Enable Override Code ®
Time Gmup:e ~Selecta Group—

Destination if time matches:

==choose one == |Z|

Destination if time does not match:

== choose one == |Z|

Submit

TheTime Condition name field is usedfor identifying the time condition when selecting it asa call
target. Thisvalue is not parsedby EasyVOIZ.

TheTime Group drop-down menuis used to sdect thetime group that this time condition should be
referencing for time rules. Whena call reachesthis time condition, the rulesin the sdeded Time
Group will be parsedin order to determine whereto sendthe callnext.

Cick on the Submit Changes button in order to save the queue, and then click on the red-colored
Apply Config bar to loadthe queueinto the running EasyVOl@nfiguration.

Thelast two sections, Destination if time matches and Desination if time does not match are for
setting up the call targets for callsthat matchthe rules st up in the selected time group andfor call:
that do not.

Selectthe desired call destinations, click on the Submit Changes button in order to save the
dedination, and then click on the red-colored Apply Config bar in order to load the degination intc
the running EasyVOIlebnfiguration.
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IVR (Digital Receptionist)
Applications" IVR

An Interactive Voice Response (IVR) systemis often referred to asa digital receptionist. An IVRplay:
back a pre-recorded message to the caller that asks them to press various buttons on their
telephone depending on which department or person theywould like to speak with. ThelVR system
will then route the callaacordingly.

EasyVOIBR/Rsallow any digits to be defined asdedinations (for example, pressing one might route
to the sdesring group). Adegination of t canalso be defined to route the call ifthe IVR imes out
without receiving any input. A degination of i canbe defined to route the call if the IVR receives
invalid input.

In order to create an IVR, navigate to the Applications menu and slect the IVR dialog. The Digital
Receptionist screen will appear with two configuration sections: IVR options and IVR destinations.
ThelVRoptions section has configurable options asshown in the following screenshot:
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Add IVR

- IVR. General Options

IVR Name
IVR Ii)es::ripltil::ne

- IVR Options (DTMF)

Announcemnent @ None -
Direct Dial® Disabled ~
Timeout® 10
Invald Retries © 3 -
Invalid Retry Recording @ Default -
Append Original Annoucement® [
Invald Recording® Default -
Invalid Destination @ | ==choose one== ||
Timeout Retries ® 3 -
Timeout Retry Recording® Default -
Append Criginal Annoucement® [
Timeout Recording @ Default -
Timeout Destination @ | ==chooseone== |~
Return to IVR after VM® (]
- IWR Entries
Ext Destination Return® Delete
digits pressed | == choose one == |Z| me |
&
Submit

Change Name is usedasa name for identifying the IVR. This field isot parsed by EasyVOIZ.

The Announcement drop-down menu is usedto sdect a pre-recorded messaje that will be playec
to the caller asthey enter the IVR.Recordings must be pre-recorded or updated in the System
Recordings EasyVOlgection.
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Timeout is the number of seconds that the system will wait for input from the caller. If this number
of seconds passeswithout input, the callwill fail over to the t degtination (if defined), or the callwill
be dismnnected.

If Enable Directory is chedked then callerscan press the pound (#) key to enter adirectory system
that will allow them to search for a person by first name or last name. Otherwise, pressng the
pound key will play back a message stating that the caller hasprovided invalid input.

If VM Rewurn to IVRis checled then acallerwho transfersfrom the IVRto a voicemail box will be
transferredbackto the IVRwhen they are done leaving a messagelf this option is not selected then
the callerwill be disconnected afterleaving avoicemail.

If multiple directory contexts are defined, the directory that should be acessble to the callerwhen
the pound key is pressed can be sdeced from the Directory Context drop-down menu.

Enable Direct Dial enables the calers to dial an extension directly from the IVR.If this option is
disabled then the calerswill receive a messagestating that they have provided invalid input wher
they enter an extension, even if theextension isvalid.

Timeout Message is the message that will be played to the caller if they fail to enter any input
before the number of seconds specifed in the Timeout box. Thismessage will only be played if the t
dedtination isnot defined.

Invalid Message is the message that will be played to the caler if they enter invalid options while ir
the IVR. Thimessagewill only be played if thei degination is not defined.

Repeat Loops is usedto select the number of timesthe IVRwill repeatitself when no valid input is
received. Ater the specifed number of loops, the callerwill be dismnnected. The maximum number
of loops allowed isnine.

IVR destinations section allows multiple key presssto be mappedto specific destinations:

Whenall of the IVRoptions are configured for the desiredbehavior, clickon the Save button to save
the MR, ad then clickon the red-colored Apply Config bar to load the MR nto the running
EasyVOIlgonfiguration.

Paging & Intercom
Applications’ Paging & Intercom

Paging allows you to page anumber of extensions, provided thatyou have phonesthat support this.
You dial a number, and all the phones in the paging group pick up automatically, go into hands-free
mode, and play what the caller is aying through the spe&er. Thiscan be useful inan office
environment to announce that a call hasbeen sent to the Parking Lot, and is waiting for someone tc
handle it.

To add a paging group, simply put in the Paging group number - this is the number that people will
dial to page the group, and the list of devices, one per line, that are to be paged. Thisdialog is for
specifc phonesthat are capable of Pagingor Intercom.

Intercom must be enabled on a handset before it will allow incoming cals. It is possble to resrict
incoming intercom callsto specificextensions only, or to allow intercom callsfrom all extensionsbut
explicitly denyfrom specific extensions.

Thisdialog should work with D-link IP phones as well as most other SP phones (not ATAS). Any
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phone that is always set to auto-answer should alsowork.

Navigate to the Applications menuandselecing the Paging & Intercom dialog.
Paging Exiension is thenumber you will dial to talkto a paging group.

Group Description is adescriptive name to helpyou identify a paging group.

Busy Exiensions enables you to determine how to handle paged extensions thatare busy, with
optionsto ip, Force, or Whisper to the extensian. Eacloption affeds busy extensionsonly ¢ other
extensionswill be pagedin the normal manner.

1 kip will not page any busyextensian. All other extensionswill be paged as rormal

1 Force" will not checkif the device is in use before paging it. Thismeansconversations can be
interrupted by a paging call, depending on how the device handles it. This isuseful br
emergency paging groups.

1 Whisper"will attempt to usethe ChanSpy capability on SP chanrels, resuting in the paging cal
being sent to the devA O $dipiece, and being dwhisperad” to the user, but not heard by the
remote party. If ChanSoy is not supported on the device or otherwise fails, no page will gei
through It prabably doesnot make much senseto chooseduplex if using Whisper mode.

Paging is typicaly one way for announcements only. Checking on Duplex will make the paging call
duplex, allowing all phonesin the paging group to be able to talk and to be heard by all. Thismakes
it like aninstant conference.

Modify Paging Group

Paging

@ 9501
Extension
Grou
p_ @ Management Team
Description
Selected Mot Selected

2001 - VP Marketing 1001 - DAHDI channel 1
2002 - VP Sales 1002 - DAHDI channel 2
2003 - VP Support 1003 - DAHDI channel 3
2020 - CEO 1004 - DAHDI channel 4

1005 - DAHDI channel 5
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BUS? ] ) skip E Whisper
Extensions

Duplex ®
Defaul Page B
Group

Submit Delete

Whenall of the paging options are configured for the desiredbehavior, click on the Save button to
save the paging group, and then click on the red-colored Apply Config bar to load it into the running
EasyVOIlzonfiguration.

Parking
Settings'  Parking Lot

Thisdialog allows you to configure the settings for the parking lot functionality of Easy\DIZ
Navigate to the Setings menuand select the Parking Lot dialog.
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Parking Lot Options

Parking Lot Extension: ©

Parking Lot Name: @

Parking Lot Starting

Position: o

Mumber of Slots: @

Parking Timeout
(seconds): ©

Parked Music Class: @
BLF Capabilties: @

Find Slot: @

Returned Call Behavior

Pickup Courtesy Tone:®

Transfer Capability:e
Re-Parking l(:a;::at:ﬂlity:ﬂ
Parking Alert-Info: °
CallerID F'repem:l:e
Auto CallerID F'repem:l:'all

Announcement: o

Alternate Destination

Come Back to Origin: ©

Destination:

An especiallyuseful part of this dialog is the ability to specfy a dedination for parked callsthat get
orphaned. Thiscanoccurif the callis not pickedup and for some reason the original parker cannot
be reached(e.g. the original parkeris on the phone and does not have call waiting or ignoresit). Ir
this case, the call is diverted to the chosen degination which is any of the standard destinations
Prior to sending the call to that dedination, you can ®nfigure options to further identify the

orphaned cal:

70 [£]
Default Lot

1

8 (71-78)
45

default -

Caller Parked E
E Parked Both Meither
ﬂ Parked Both MNeither

Mone -

Mone -
sl

| Terminate Call |Z|

Hangup

1 Parking Alert-Info, to provide a unique ring for the returned call
1 CalerIDPrepend (to identify the callwith additional D information)

1 Announcement (to be played to theorphaned callerto reassue them that call isstill active)
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Parking Lot Options
Settings'  Parking Lot

Parking Lot Extension defines the extengon number where you will transfer a call to, in order to
park it.

Parking Lot Name allowsyou to provide a name for the parking lot.

Parking Sot Sarting Position allows you to determine the first number that will be available in the
parking lot.

Number of Sots definesthe total number of parking lot spacesto configure. Forexample, if 70 isthe
extension and8 slots are configured, theparking slots will be 71-78.

Parking Timeout is the period that a parkedcallwill attempt to ring backto the original parkerif the
call isnot answered.

Parked Music Qass is the music cassthat will be played to a parked call whle in the parking lot
UNLESS theall flow prior to parking the call explicitly set a different musicclass, such asf the cal
came in through a queueor ring group.

BLFCapahlities should be checled on to have'hints' generatedto usewith BLFbuttons.

FindSot determinesthe behavor whenyou want the parking lot to seek the next sequential paking
slot relative to the last parked call hstead of seeking the first available slot.

Returned Cdl Behavior

Settings'  Parking Lot

Pickup Gourtesy Tone definesto whom to play the courtesy tone to when a parked callis retrieved.
This carbe the caller,the parker,or both.

Transfer Capahlity togges DTMF basedtransfers when picking up a parkedcall.

Re-Parking Capalility enablesor disablesDTMFbased parking when pcking up a parked call.

Parking Alert-Info to be added to the call prior to sending backto the Originator or to the Alternate
Dedination.

Auto Caller ID Prepend is the string to prependto the current Caller ID associated with the parked
call piior to sending backto the Originator or the Alternate Degination.

Announcement is an optional messae to be played to the call prior to sending back to the
Originator or the Aternate Degination.

Altern ate Destin ation
Settings'  Parking Lot

Gome Back to Origin determineswhere to send a parked call that hasitned out. Thecall canbe sen
backto the original device thatparked the call,or it can be sent backto the alternate destination. In
both cass, any configured Alert-Info, CallenD prepend, or amouncement will be applied to the cal.
If configured to send back to the Originator and they are not available (phone is offline), the
alternate destination will be used.

Whenall of the parking options are configured for the desiredbehavior, clickon the Save button tc
save the configuration, and thenclickon the red-colored Apply Config bar to load it into the running
EasyVOlgonfiguration.
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Summary

By this point, we shouldhave a good understanding of advanced call targets. Weshould be able tc
route cals using complicated time conditions into an IVRsystem that eventually routes the caler
into a callqueue,if we desre to do so.

Thenext chapter will put our call targets into action with inbound call routes We will also disauss
setting up outbound routes (in order to utilize the trunks we set up a few chapters ago), in additior
to setting up leastcost routing in order to properly route callsover the chegestavailable trunk.
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6. Call Routing

Up until this point, we have disaussedvarious call targets and what will happen to cals when they
reach those targets. In thischapter, we will disaussthe following:

Inbound routing

Folbw Me and the VmX Locater

Outbound routing

Least Gost Routing (the ability to pick the chegest route for a call, based on the dialed
dedination)

T
T
1
1

Inbound Routing
Canectivity"  Inbound Routes

Inbound routing is one of the key pieces to a functional EasyVOIphone system. Inbound routes it
EasyVOlare where we finally get to put to use the call targets disaussed inChapters 4, Basic Call
Targets and Chapter 5, Advanced Call Targets.

EasyVOlllowstwo specifictypesof inbound routing:

1. DID-basedrouting: DID-based routing routes callsbasedon the trunk on which the call is
coming in. CD-based routing routes callshased on the callerID number of the person who is
calling. Within those two routing methods, EasyVOIZllows the detection of inbound faxes
DID (Direct Inward Dialing), in VolP telephony, refersto a trunk and the telephone numbel
associated with that trunk. As it is possble for a phone system to have several trunks
EasyVOlallows different routing mles to be set up for each trunk. Thisis mmmonly
used whena company has a dedicated technical support phone number (which routes
directly to their support department), while other callsto the company come in to a different
phone number and are routed to an MRor areceptionist.

2. CiDbasedrouting: AD (cdler ID) refers to the name and number of the person calling
EasyVOlallows inbourd calls to be routed based on the number someone is calling
from. Thisis commonly used to immediately disonnect callsfrom known telemarketers, but
canalsobe used toroute calls from specific people in a different way than routing callsfrom
the generapublic.

Thesetwo routing methods canbe used on their own or in conjunction with one another.

Toset up inbound routing, navigate to the Connectivity menuand sdect the Inbound Routes dialog.
Anumber of sections are present on the Add Incoming Route page:

Add Incoming Poute
Options

Privacy
CallRecording
Language

Fax Detect
CIDLookup Sairce
SetDedination

=4 =4 =8 =4 - -8 -8 9

TheAdd Incoming Route sedtion hasthe following four options:

1. Description
2. DIDNumber

Copyright © 2015 D-link. All rights reserved. Page 106 of 288



EasyVOIZ Reference Guide (rev. 4.6.2) Chapter 6-Call Routing

3. Caler IDNumber
4. CIDPriority Route

Add Incoming Route

Description o.

DID Number®:
CallerID Number®:
CID Priority Route @:

Desaiption isusedto hold a description to help you remember what this particular inbound route is
for. Thisfield isnot parsedby EasyVOIZ.

DID Number is used wken DID-based outing is desired. The phone number of the DID to be
matched should be entered in this field. The DID number must match the format in which the
provider is serding the DID. Many providers will send the DID information with the call as
+15555555555, while others will leave out the country code information and simply send
5555555555. If the DID entered in this field does not exactly match with the number sent by the
provider, then the inbound route will not be used. This field canbe left blank to match callsfrom alll
DIDs(thiswill also match callsthat have no DID information).

Thisfield also allows patterns to match a range of numbers. Patternsmust begn with an undersare
() to signify that they are patterns. Within patterns, X will match the numbers 0 through 9, and
specifc numbers can be matchedif they are placed between square parentheses. For example, to
match both 555-555-1234 and 555-555-1235, the pattern would be _555555123[45].

Caller ID Number is used whenCD-basedrouting is desired.Aswith the DID Number field, the AQC
entered in this field must exactly match the format in which the provider is semuling the CD.
Providers may send 7, 10, or 11 digits; they may include a country code and the plus symbol. Check
with your provider to see the format in which the dD is sent, in order to ensure that the field is
entered correctly.

The Caler ID Number field can be left blank to match with all CIDs(this will also match callsthat
have no CIDinformation sent with them). The field alows Private, Blocked, Unknown, Resticted,
Anonymous, and Unavailable values to be entered, as many providers will send thesein the CII
number data.

Leaving both the DID Number and Caler ID Number fields blank will creae a route that matchesal
calls.

Inb ound Routing Priorit ies
Canectivity" Inbound Routes

It is possble to run into a situation in which a callmatchesseveral of the defined inbound routes. In
this senaio, EasyVOIWill give aroute priority in the following sequence:

1 Routeswith aspecifc DID and CIDwill always be firstin priority.

1 Routeswith a specfic DID but no CIDwill be second in priority.

1 Routeswith no DID, but with a specific CIDwill be third in priority.
1 Routeswith no specificDID or CIDwill be lastin priority.

It isimportant to note that by default, setting up a route for a specfic DID will take preferenceover
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setting up aroute for a gecific CID.

The AD Priority Route togde affeds the inbound routing priority behavior. If this checlox is
selected, all callsfrom the number specifiedin the Caller ID Number field will be routed using the
route even if there is a route for the DID on which the call came in. If there is aspecifc route that
specifiesboth DID and AD, then that route will still take precederce. Ghedking the CIDPriority Route
togde smply swapsthe second andthird routing priorities for this particular route.

TheOptions section has fve fieldsas iown in the following seeenshot:
Options

Alert Info @

CID name preﬁxﬂ':

Music On Hold @ Default ~
Signal RINGING -

Pause Before Answer®:

Alert Info is usedto senda string of text in the SP ALER_INFOheacers. Thisis often usedfor SP
endpoints that ring differently, or auto-answer callsbasedon the ALERT _NFOtext that is received.
Any inbound call thatmatchesthis route will sendthe text in thisfield to any SIPdevice that receives
the call.

CD name prefix allows text to be prepended to the caller ID name information from the call. Thisis
often used to identify where a call came from (cals to a nhumber dedicated for technical support
might be prefixed with"Tech").

Music On Hold drop-down menu allows the musicon-hold classfor this callto be selected.
Whenever a callerwho passeghrough this route is placedon hold, theywill hear the musicon hold
defined in the classsdeded here. Thisis often usedfor companies that advertise in their musicon
hold and aceept cals in multiple different languages. Cals to a French DID might play a music-on-
hold classwith French advertisements, while an Emlish DID would play a class with Erglist
advertisements.

Sgnal RINGING togde will send "ringing" in the call progress data, before EasyVOl4ets the
other side know that the call hasbeen answered. Some providers require this, whle this can break
functionality with others. Checkwith your provider to seeif they require "ringing' to be sentasa cal
progressbefore the call isanswered.

Pause Before Answer contains the number of seconds that EasyVOIlZhould pause before
answering the call. Thisis not useful for digital channels, but analog DAHDI channels may have
security systems or fax machines installed in parallel wth the VoIP system. In such cases, a tone i<
usually played within a few seconds of the call being pickedup to identify that the callis not a voice
call. Setting a delay of a few seconds allows this tone to be played and the other piece of equipment
to seize the line for communications. Ifthe line has not been picked up by the end of this delay,
EasyVOIwill answer the call.

ThePrivacy section only has one configurable field:
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Privacy

Privacy Manager @ : No -

The Privacy Manager drop-down menu is used to enable or disable the EasyVOlZrivacy
manager functionality. When enabled, callsthat come in without an associated callerlD number will
be prompted to enter their 10-digit telephone number. Calerswill be given three attemptsto enter
thisinformation before their call is dsconnected.

TheFax Dekct section hasone configurable field:

Fax Detect

Detect Faxes®: E Yes

TheFax Deted togde determineswhether faxes shauld be deteded on thisroute. If fax detection is
activated, additional parameters can be configured and a dropdown will appear which is used to
select the extension that the inbound faxeswill be directed to. Typicaly, this extengon is a DAHD
extension that has a physical fax machine plugged into it. However, it may alsobe a virtual extensbn
that will be answered by EasyVOIZThe program will accept faxes and turn them into digital
documentsfor review.

Fax Detect

Detect Faxes®: No e |

Fax Detection type®: |Dahdi v
Fax Detection Tme®: |4
Fax Destinatiune: Fax Recipient ¥ | | VP Marketing (2001)

If disabled is selected, fax detection will not be usedfor callsthat match this route. Any fax callswill
be routed just like voice cdls.

The Fax Detection Type drop-down menu determines which type of detection mechanism
EasyVOIWill useto detect the fax:

1 DAHDIshouldbe usedwhen the faxis coming from a DAHDI trunk
1 SPshouldbe used whenthe faxis coming from a SPtrunk

Fax Detection Time determines how many seconds to wait before ringing the extension. Thistime
enables the inbound route to listen for fax tones and determine whether the incoming callis a fax,
and not a normal voice communication. After this time period, if no fax handshake is deteced, the
extension will beginto ringin a namal manner. Typically, this shouldbe setto 4 or 5 seconds.
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Fax Desination determines where incoming faxes will be sent. Thiscanbe any user extension that
has been configured as a fax recipient, by checking on Fax Enaled, or a virtual extensionthat has
been configured as daxrecipient.

Take Carel

If you are configuring behavors suchas Folow Me, you must enaure that the initial
ring time is at leastat long asthe Fax Detection Time thatis set here. Otherwise the
fax modile will not have sufficienttime to detectan ncoming fax.

ThedD Lookup Source section only hasone configurable field asshown inthe following saeenshot:

CID Lookup Source

Source @ Mone -

Souce drop-down menu allows any predefined lookup source to be sdeded. Any callsthat match
this route will be cheded against the source specfied here, and will have their caller ID name
changed if they match an entryin the source. Caler ID lookup sources are specified by using the
CallerID Lookup Souces dialog.

Lastly, the Se Destination section hasone option to configure:

==choose one ==

Conferences
Custom Destinations
| Extensions

Fax Recipient
Feature Code Admin
VR

Misc Destinations
Phonebook Directory
Queue Priorities
Queues

Terminate Call
Trunks

Vaoicemail

|== choose one == |E|

Thisis the placewhere the desiredcall target is seleded. Any previously set up call target canbe
selected including extensions, IVRs, time conditions, conferencerooms, andqueues.

When alloptions have been selested, click on the Submit button to save the route. Cickingon the
Ckar Destination & Submit button will save the route without any assciated degination. Thisis
generally usedfor fax-only routes, wheae a fax must be deteded or the callwill be terminated. Once
the route has been saved, be sure to click on the red-colored Apply Config bar at the top of the
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screen to make the route active.

Follow Me and VmXLocater
Canectivity" Follow Me

Follow Me will force EasyVOlZo try and track a user down when their extenson is callec
instead of simply ringing their assgned endpoint. This is often used to call a cell phone before
dropping the caller to voicemail. With this enabled, the user never needs to give out their cell
number becatse the system will alwaystry to reach them there when their main endpoint is not
answered. Likewise, if the cellnumber changes it simply hasto be updated in one placeand no call
aremissd.

EasyVOlBastwo implementations of the "follow-me" systemt the defaut Folow Me and the
VmXLocater.

The defaut follow-me system is controlled by the EasyVOlZadministrator, and allows for
varying ring strategies, ring times, musicon-hold sekctions, and various other complex settings. The
VmX Lacater is controlled by the end user, but is a much simpler implementation that consigs of
prompting the callerto presso0, 1, or 2 and directing callsto different numbers basedon what was
selected.

Default Foll ow Me
Comectivity" Follow Me

The defaut follow-me routing will ring a set number of extensions in a pre-selected ring patterr
(similar to a ring group) before failing over to another call target. Thiscould mean that several VoIF
phonesand a cell phone are rung at the same time, or they might be rung in order, until one of them
picks up. If there is no answer, the call could fail over to voicemail, or be redirected to another
person atthe company.

To set up default follow-me routing in EasyVOIlzavigate to the Comectivity menu and select the
Follow Me dialog. Cick on the user that requires Folow Me setings in the list on the right and the
Follow Me screen isdisplayed asshown in thefollowing screenshot:
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Follow Me: 2001

& Edit Extension 2001

Delete Entries

Edit Follow Me

Disable @ : (&l

Initial Ring Time: @ 0 -

Ring Strategy: ° ringallv2 -

Ring Time (max 60 sec) @ 20

Follow-Me List: @ 2001

Extension Quick Pick o (pick extension) -
Announcement: @ MNone -
Play Music On Hold?© Ring ~

CID Name Prefix: ©@

Alert Info: @

Call Confirmation Configuration

Confirm Calls @ o
Remote Announce: @ Default -
Too-Late ,t'fmrmuru::e:e Default -

Change External CID Configuration

Mode: @ Default -
Fixed CID Value: @

Destination if no answer:

|Fo|low Me E| Mormal Extension Behavior -

The Disable checkbox will temporarily disable the follow-me setup while retaining the follow-me
configuration. Any callsthat are direct dial callsor cals that come from an IVRor a directory search
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will ring the extendon diredly instead of using the follow-me routing. Note that if follow me is
specifcally selected asa all target, the follow-me route will be respected for that call, regadlessol
whether this checkbox is selected.

Thelnitial Rng Time field is usedto configure the number of seconds that the primary extension i<
rung before any extensions in the follow-me list are rung. Thiscan be a value between 0and 60
Settng this to 0 will cause EasyVOI# immediately start ringing the members of the follow-me list
instead of trying to ring the primary extension first. As the primary extension can be included as

member of the follow-me list, this isoften the desiredbehavior.

Take Carel

If the extensionis defined as a fax recipient, you must enaure that the initial ring
time defined here is atleast at long as the Fax Detection Time. Otherwise the fay
module will not have sufficient time to detect anincoming fax.

Ring Srategy drop-down menuallowsthe order in which the follow-me list memberswill be rung to
be configured. There are 10 available ring strategies. Thering strategies in a follow-me route are
identical to those usedin aring group. Pleaserefer to the Ring Groups section of Chapter 4, for ring
strategy definitions.

Ring Time (max 60 sec) configuresthe maxmum number of seconds for which aphone will be runc
before the call is onsidered failed. Forhunt ring strakegies, this is the number of seconds that eact
round of the hunt sequence will ring the agropriate phone.

Follow-Me List is the list of extensbns that should be rung for this follow-me route. Exensons
shouldbe listed one per line. Aswith ring groups and queues, external numbers and extensions car
be listed as bong asthey are suffixed with apound #) symbol, e.9.95551234567#

Extension Quick Pick drop-down menu lists all previously configured extensons on the system.
Selecting anxensionfrom thismenuwill placethat extension nto the Follow-Me List.

Announcement is the pre-recorded messagethat will be played to the caller before any of the
Folbw-Me List members are rung Thismessaje canserve to inform the callerthat several phones
are being rung, or to askthem to be patient during the process (for example, "Please wait while the
person you ae trying to reach is locaed."). Recordings can be added in the EasyVOI&System
Recordings screen. (More information on Sysem Recordings can be found in the Voice Prompts
section of Chapter 8).

Pay Music On Hbld? dropdown menu alows a selection of the music-on-hold dassto be played for
the callerwhile they are waiting for all follow-me list membersto be rung Seleting None will play
nothing while extendons are tried. Slecting Ring will play ringing instead of music on hold. Music
classescan be defined in the Music on Hold screen. (More information on Music on Hold can be
found in theMusicon Hold section of Chapter 08).

CD Name Prefix allows text to be prepended to the caller ID name of all of the callerswho pass
through thisfollow-me route.

Alert Info allows cugom text to be sentin the SP ALERT_INFO headersfor all cdls that passthrough
this follow-me route. ALEIRT _NFO headersare often used to force a distinctive ring, or auto-answer
on compatible SIRendpoints.

WhenQonfirm Calls is enabled, then the person who answers a call from this follow-me route will be
promptedto pressl before the callwill be bridged to their endpoint. Requiring the userto confirm
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the callavoids scenarios in whichmobile phonessendthe callto voicemail, EasyVOIgounts the
call as"answeral", and bridges the callerto the mobile voicemail (when the cdl shouldbe sent tc
the failover degination instead).

Renote Announce is usedto sdect the message that will be played to the person who picksup a cdl
from this follow-me route if Confirm Calls is enabled. Thismessae should inform the person
receiving the callthat they have aninbound follow-me call andneedto press1to accept it.

Too-Late Announce is the message played to the person receiving thecallif they try to confirm a cal
(by pressig 1), but someone else has already answered the call. Thismessae should inform them
that the callthey were trying to acoept hasbeen answered by someone else.

Oncethe follow-me settings havebeen configured, seect a calltarget for the callto failover to in the
event that none of the listed extensions pick up:

In many casesthe failover degination will be the voicemail for the useraccount that this follow-me
belongsto (but the destination canbe any valid calltarget on the system).

One all options are configured, click on the Sulmit Changes button and then clickon the red-
colored Apply Gonfig button atthe top of the saeen.

VmX Locater
Canectivity" Extensbns

TheVmX Locater is a very simplified version of the defaut EasyVOl#llow-me setup. These sHings
can be set and edited by the EasyVOIladministrator, but if the locater is endled for a user, ther
theywill be able to change these settings themselves using My Exiensions.

Note that the VmX Locater can work in @njunction with the EasyVOlZollow-me routing,
instead of replacing it entirely. The VmX Locator prompts are played when a caller would normally
reach voicemail. At that point, the caller can be directed to pressO for the operator, 1 to run
through follow-me routing, and2 for an optional additional extension.

To set up the VmX Locater in EasyVOIZyavigate to the Gonnectivity menu and select either the
Usersor Exiensions dialog. Thedialog that is present will depend on the operational mode that
EasyVOI® unningin (DeviceAhdUseror Extendons):

Cick on the name of the user that requires VmX Locater configuration and scioll down to the
bottom of the page to find the VmXLocater settings:
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- Vm¥ Locater

VmX Locater™ @ Enabled =

Use When: @ unavailable busy
Voicemail Instructions: ® [ standard Voicemail prompts.

Press 0:9 2001 Go To Operator
Press 1:9 Send to Follows-Me
Press 2: 9

To endle the VmXLocater, select Enabled in the first drop-down menu.

The Use When chedboxes allow the locater to be engaged when the called user is unavailable,
busy, or both. Note that if neither checkbox is selected, the locater will never be engaged.

The Voicemail Instructions checkoox configures whether or not to play the standard EasyVC
voicemail prompts after the user's pre-recorded outgoing voicemail message. If this box is not
selected, the user'smessge will be played and will be immediately followed by a beep. Otherwise
the stardard prompts asking the callerto "pleaseleave their message after the tone" will be played.

The Press 0, Press 1, and Press 2 fields can be used to configure specifc extensions, ring groups
gqueues, or external phonesto be rung when the appropriate digit is pressed during playbackof the
outgoing voicemail message. When the VmX Locater is enabled, the as®ociated user should re-
record their voicemail prompts to ask the userto pressone of these three digits, in order to route
the call appropriately. Exernal phone numbers used in thesefields do not require pound symbols at
the end of them.

ThePressO0 field canoptionally be configured to redirect the callerto the PBXoperator (defined in
the Voicemail section of the Sdtings/ General dialog) instead of a specifc extension or phone
number.

The Press 1 field can optionally be configured to redirect the caller to the default EasyVOIZ
follow-me settings for the user (if they have alsobeen configured).

When all settings have been configured, click on the Sulmit button followed by the red-colored
Apply Config bar to save the changesand makethem live.

Whenthe userisloggedinto My Extension, they canview and edit these settings by clicking on the
VmXLocator Setings link in the navigation menu:
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Call Monitor VmX Locator™ Settings for CEO (2020)

Voicemail

Fax

Feature Codes (5)
Follow Me

Phone Features

Ll unavailable L busy

@ ¥

Use When:
Voicemail Instructions: Standard voicemail prompts.

VmX™ Locator
Settings

g}

Press O:e

Go To Operator
Logout

Press 1:® Y| send to Follov-Me

Press 2:© 7337335000

Update

Outbound Routes
Canectivity" Outbound Routes

Outbound routing is a %t of rules thatEasyVOlZsesto decidewhich trunk to use for an outbounc
call. Many VoIP systems have multiple trunks,and it canoften be unnecessaily expensive to route al
callsover a single trunk. Oubound routing alsoallows dialed numbers to be rewritten on the fly (tc
remove or prepend dialed numbers with speciic outside access codes or area codes). Routes art
defined usng patterns,against which the dialed rumbersare matched.

Outbound routes have a priority. If a dialed number matches the pattern in two outbound routes,
the route with the lower priority will be usedto place the call. Thepriority is determined whenyou
define an outbound route: the Route Position list in the Route Sdtings section determines te
sequencein whichoutbound routes aretested, until a match isfound.

To gtart setting up an outbound route, navigate to the Connectivity menu and select the Outbound
Routes dialog. The Add Route page consistsof configurable options and one "quick pick" drop-down
menuusedto populate certainfields asshown in the following screenshot:
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Add Route
Route Settings

Route Name ®: @
Route CID: @ Dverride Extension @

Route Passward: @
Route Type: ® Emergency [ Intra-Company

Music On Hold? @ default ¥
Time Gruup:a —FPermanent Route— ¥

Route Position ® Last after Emergency ¥

Additional Settings

Call Recording @ Allow v
PIN Set®: None ¥

Dial Patterns that will use this Route @

|: :l + [ / ] j
+ Add More Dial Pattern Fields

Dial patterns wizards® (pick one) v

Trunk Sequence for Matched Routes©@

Optional Destination on Congestion 2]

Mormal Congestion ¥

Submit Changes Duplicate Route

Route Name is just usedto identify this route. Thisvalue cannot contain any spaces. Thename is
usually descriptive of the purpose of the route (for example, "local” or "international”).

TheRoute Passvord field can be usedto securea route against unauthorized dialing. Forexample, €
company may wish to restrict all long distance calls, or calls to 1-900 numbers. A numerical
password canbe placed inthisfield, or adirect path to a file containing a list of valid passveords (one
passvord per line). When this field is not blank, all callsthat passthrough this outbound route will
not be placed through anyprovider until the callersuccessiilly entersavalid password.

The PIN Sd field performs the same function as the Route Password field but uses previously
created password sets. PIN sets can be configured in the EasyVOIZPIN Sds saeen (more
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information on PIN Sds can be found in the PIN sets sedion of Chapter 8). If PIN sets are be used,
the Route Password field must be left blank. If both the Route Password field is left blank and the
PIN Se field is £t to None, callerswill be able to usethis route without authentication.

The Enmergency Dialing checklox is usedto specify that the route will only be used br emergency
calls.When this option is s&, any cals that passthrough this route will set their caller ID to the
emergency AD setting of the device the call originated from (if set). Do not seect this option if the
route may sometimesroute emergency calls.Only select this option if the route will always be usec
to route emergencycals.

If the Intra Gompany option is cheded, then the calker ID of the device that initiated the callwill be
preserved instead of having the caller ID rewritten to whatever is specfied by the trunk. Thisoptior
shauld be used when anoutbound route is directing callsto another VoIP system from the same
company, and the callis not passig over public telephony routes.

The Music On Hold? dropdown menu allows a spedfic music-on-hold classto be selected for cals
that passthrough this outbound route. Once a call is placed through this route, the music that is
heardanytime the call isplacedon hold will be defined by the classselected in this fied.

TheDial Patterns field is the heart of every outbound route. Secific numbers canbe matchedhere
(for example, 911 or 999). Otherwise, patternscan be specifed using the charadersin the following
table:

Pattern Degription

X Any whole number from 0-9

Z Any whole number from 1-9

N Any whole number from 2-9

[#H] Any whole number in the brackets. Note that multiple numbers can be

sepagate by commas,and ranges of numbers canbe specifiedwith a dash([1,
3, 6-8] would matchthe numbers1, 3, 6, 7, and 8.

Matches one or more characters (ads asa wildcard). Note that this daracter is
counted as part of the length of the pattern, so a pattern defined as XZZ
would matcha pattern of numbers containing 4, or more, digits.

The Trunk Sequerte drop-down menus are for configuring the order in which the trunks will be
usedwhen calls match the pattern specified in the Dial Patterns field. If the firgt trunk in the list is
unavailable or congested, the callwill fail over to the second trunk. Thisbehavior will repeat until al
listed trunkshave been exhausted.

TheDial patterns wizards and Trunk Sequeree fields are where the concept of Least Cost Routing
(LCR) comes into play. LCRinvolves configuring each outbound route to sendcalls to the chegest
trunk first. Thisoften involves setting up multiple outbound routes for similar styles of calk. For
example, saythat a EasyVOI2ystem is configured with two SP trunkst one from a provider that
allows unlimited flat-rate calling to the state of New York and one from a provider that allows
unlimited flat-rate callsto the state of Caifornia. It seems logical that callsto the New York aree
codes should be routed via the New York trunk and callsto the Caifornia area codes should be
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routed via the Caifornia trunk. However, with a single route to match USformat calls,all callswill
prefer a single trunk first and chargeswill apply when callscould be free. In this casejt would make
senseto create two outbound routes.

Thefirst route would have apattern that would match all callsfor New York state areacodes (dialec
in both local and long-distance formats). The Trunk Sequere set of fields would list the New York
trunk first and the Caifornia trunk second.

Thesecond route would have a pattern that matches all callsfor Caifornia state areacodes (again,
in both local and long distance formats). TheTrunk Sequerte set of fields would be reversed to have
the California provider first andthe New York provider second:

In this manner, when EasyVOIZoutes a call to either New York or Calfornia, it will attempt to use
the cheapest route first. Theend goal is that all userson the system shauld be able to dial anumbel
just as they normally would, without having to worry about manually picking the chegest line or
dialing the callin a special wg. Whenever they dial a rumber, the PBXis smart enough to dial it
properly, using themost economicaltrunk.

Oncetrunk options have been configured, click on the Submit Changes button followed by the red-
colored Apply Config bar at the top of the screen to make the new outbound route live.

A note about routes

It is extremely easy to forget about a particular type of calland not associate it with
anoutbound route.

Daing so canleave usersstranded when they need to make animportant cal!

After you finish defining your outbound routes, test a sanple of real destinations, and
verify that you have configured your system to handle all of them.

Besure to indude methodsto dial the followingtypesof calk:

1 Emergency: Dedicate aroute just for this purpose. Cdls for emergency servicesshould never be

mangled byanother dial pattern.

Local: Callsto local numbers (usually NXXOOOXXX).

Toll-free: Callsto toll-free numbers(such asl-888 or 1-800 numbers)

1 Mobiles: Enaire that your outbound routes have been configured to handle calls to all mobile

phone providers.

International: Callsoutside of the country, if permitted (usually 011)

Speial: Calls that do not fit any other category. Thisincludes callssuchascallsto the operator

(0) and directory assistace (411)

1 Long distance: Cals outside of the local calling area, if permitted (usially INXXOOOXXXK). Make
sure that your outbound routes are desighed to properly handle calls if you are using &
dedicated provider for international cals.

=a =9

= =

Routing Groups

Canectivity" Rauting Groups
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Routing Groups enable you to creae groups of outbound routes so that only extensions that are
membersof the Routing Group canaccess outbound routesthat are linked to the Routing Group.

If you crede a Routing Goup which has does not have access to any outbound routes, ther
extensions that belong to that Routing Group will not have access to any outbound route, and will
not be able to make external calls.BEven though you may want to block an extensionfrom making
external calls,you may still want to allow the extenson to make emergency cals. You should create
a dalicatedoutbound route only for emergency cals, andensure that all Ruting Groups inclide the
emergency outbound route.

Available Outbound Routes lists all the outbound routes that are currently defined in your
EasyVOlgystem that have not yet been enabled for the current Routing Group.

Enabled Outbound Routes shows the outbound routes that you want to allow members of the
Routing Group to use.

Routing Groups
Only for Visitors

& Delete Only for Visitors
Enabled Outbound Routes Available Qutbound Routes

Emergency Local
International
Mational
Cellular

<«
=

2 o 4

Submit

Creating a Routing Group

Cickon the Add Route button to create a new Routing Group, or select an existing Routing Group if
you want to make modifications.

Givea meaningful name to the new Routing Group. To improve readability, the name caninclude
spaces.

To link outbound routes to a Routing Group, smply select one or more items from the list of
available outbound routes, and click on the arrow pointing to the listof enabled outbound routes.

Theorder in which the outbound routes appear in the list of enabled outbound routes determines
the order in which routes will be used. To change the order in which the outbound routes will be
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used,select anitem from the table of enabled outbound routes that you want to move, and usethe
up/down arrows below the table to change to position of the selected tem.

OnceRouting Groups have been configured, click on the Sulmit Changes button followed by the
red-colored Apply Config bar atthe top of the screen.

Summary

By this point, our EasyVOIgystem shouldbe routing calls! Thischapter disaussedsetting up inbounc
routes to match against the number that was dialed and the number that the caller is dialing
from. Inbound callscan also be run against a follow-me route or a \inX Locater route in order to
attempt to find a user who is not at their desk phone. Our EasyVOIlZ&ystem should also be able
to detect and route inbound faxes, should any fax come through our trunks. In addition,
outbound calls will now be routed properly using the most economical routes.

The next chapter will discusstaking all those callsthat are now running through our system anc
recording them for playback later.
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/. Recording and Listening to Calls

EasyVOlBhas a wonderful, built-in ability to record calls.No additional software is required to
make this happen. When EasyVOIzecords a call, both sidesof the callare recorded and written out
to afile for playbackon a computer. Callrecording is often performed in call certersto ensure ca
quality, or to keep callsfor later review, should theneed arise. EasyVOIprovides the ability tc
record all of the calls,or to sdedively record calls.

Refer to the Managing Call Recordings in EasyVOIlZrticle on the D-link wiki for some
suggedtions for managing the space usedto store recordings.

In this chapter, we will disaussthe following:

General reording options
Recording @llsto extensons
Recording callso queues
Recording callsto conferences
Maintaining call recordings

=A =4 =8 =8 =4

Know the law!

Before enabling call reording, make sue that you are aware of the legdities
surrounding call recordings and privacy laws.

Callrecordings are prohibited in certain places, unless the caler is told that the cal
will be recorded. Forexample, in the state of Caifornia all of the parties on the cal
must consent to the callbeing recorded beore it begns.

Recading Formats

EasyVOIlZllows callsto be recorded in thefollowing formats:

WAV
WAV49
ULAW
ALAW
SLN
Gav

Eachformat hasits own ratio of file size to recording quality, and certain formats will not play on alll
of the computers. Acomparison between allof the available formatsis asfollows:

= =4 =4 4 A =9

Format Degription

WAV Uncompressed WAVformat recording.

Sound quality will be very good, but the file will be very large in size (roughy 1
megabyte per minute of the recording).

WAVformat recordings are natively playable on neary all of the computers without
additional software

Copyright © 2015 D-link. All rights reserved. Page 122 of 288


http://wiki.xorcom.com/Managing_Call_Recordings_in_CompletePBX
http://wiki.xorcom.com/Managing_Call_Recordings_in_CompletePBX

EasyVOIZ Reference Guide (rev. 4.6.2) Chapter 7-Recording and Listening to Calls

Format Degription

WAVA9 WAV format recorded using the GSM codec. As G is a compressed codec, the
sound quality iscompromised.

Saund quality on a GSM recording is usually equivalent to the quality that is
achieved during mobile telephone cals.

File size is much smaller than a stardard WAV (roughly 100 kilobytes per minute of
the recording)

WAVA9 files are often difficult to play on computers without additional software
that undersandsthe GSVI codec

ULAWor G.711 codecrecording.

ALAW Therecording quality is excelent, and shouldsound exacty like the call did to all of

the partieswho were on the original call.
File size is very large (smilar to the WAVformat at about 1 megéabyte per minute).

ULAWand ALAW recordings are very difficult to play on most computers. Thee are
very few computers that will play the recording without additional software that
undergandsthe G.711 codec

SLN EasyVOlgative SLNEARformat.

Recordings that are in SLNformat will have the same quality and file size as WAV
recordings. SLNrecordings areraw WAV, little endian 16-bit signed linear (PQM)
format recordings.

Most computers will play these files, although some software packags refuse to
play them unlessthe extension isrenamedto .wav from .dn

G GSM codecrecording.

Aswith WAVA49 cals, the quality of GM recordingsis lessthanthat of ULAW/ ALAW
or WAVcalls but is generally acceptale for most purposes.

GSM recordings weigh in at around 100 kilobytes per minute

Transcoding During Recording

Onevery important aspect of call recording to keep in mind is that if the recording usesa different
codec than the original call, transcding must ocaur. For example, a call that usesthe G.711 ULAW
codec that is being recorded using the WAV49 format will need to be transcoded into the GIM
codec before being saved. Transcoding recordings place additional load on a server's disk I/O and
processor resources. Onhigh traffic systems, it is possible to maxout all of the available resourcesit
the transcoding recordings arenot accounted for.

In general, the rule of thumb for recording will be the same asit is for sdeding the codec that ¢
trunk or extensionwill use: try to make everything match. If all of the callsare using the GV codec,
then it would be safeto record those calls in theG3V format. A gstem that has allof the calls il
G.711 ULAW format would be put under an unnecessary amount of stressto record in GV format.
If transaoding is required (for example, limited disk space dictates the use of GSM recordings), be
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sure to size the resourcesof the system accordingly in order to allow the additional load.

Ganeral Call Recording Options
Settings'  Advanced

EasyVOlahas several settings that gowern the global operation of call recording. Thesesetting:
determine if call recording shouldbe globally enabled or disabled, which format to record callsin,
and a command to run after a callhasbeen recorded (if desired).

In order to accessthe global options, navigate to the Setings menu and select the Advanced dialog

The Gall recording format field in the System Seup section allows us to change the format of the
callin whichit will be stored. Thedefaut value iswav, but canbe changedto WAV (WAV&T a GIM
file stored asawav), ulaw, alaw, sIn, gsm, and g729. More information on recording formats canbe
found earlierin this dapter in the Recording Formats section.

Recording Calls

EasyVOIZanbe configured in order to record callsto a particular extension, queue,or conference. I
a cal encounters a request to initiate recording twice (for example, a caller enters aqueue that i<
being remrded and the agent who picks up hasset up their extension to record all of the calls),the
callwill only be recorded once. The calwill be recorded by the target that first answered the call. I
the previous example, the queue would record the call asthe queue answered the call before the
extension did.

If a call enacounters conflicting recording instructions (for example, a caler enters a queue that is
being recorded, but the agent who picksup hasset up their extensionto never record calk), the cdl
will still be recarded. Thetarget that has recording enabledwill record the call. It is important tc
note that there is no way to stop a callfrom being recorded if it utilizesa calltarget that is set up tc
alwaysrecord calls.

Recording Cdls for Extensions
Canectivity" EBxtensbnsor Canectivity” Users

EasyVOlallows all of the callsto a particular user to be recorded, or for calls to be sekctively
recorded. EasyVOlZallows the choice between recording only incoming calls, only outgoinc
calls,or both.

In order to set up call recording for a particuar user, navigate to the Connectivity menu and select
Users or Extensions dialog (this depends on the operational mode in which EasyVOIZs running
More information on setting up userdextensons canbe found in Chapter 2, Devices and
ExEensions).

Cickon the name of the user you wish to edit and saoll down to the Recording Qptions section:
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- Recording Options

Inbound External Calls® Always Never
Outbound External Calls® Always Never
Inbound Internal Calls® Always Never
Outbound Internal Calls® Always Never
On Demand Recording® m Enable

Record Priority Policy © 0~

The Record Incoming and Record Outgoing settings can be configured as Always, Don® Care,or
Never.

Whenthe DonQ Gare option is selected, the usercan dial *1 during a callto start recording the call.
*1 can be dialed again to stop recording the call. The on demand togde only lastsfor the current
call. Inorder to record the next call, the user would have to dial *1 agan.

If these options are set to Always, then all of the calls in the sdected direction will be recorded.
WhenAlwaysis selected, pressig *1 will not stop callrecording.

If these options are set to Never, then no callsin the selected direction will be recorded. When
Never is selected, pressing *1 will not start recording.

Besure to click on the Submit button, followed by the red-colored Apply Config bar at the top of the
screen inorder to save any changesmade to the recording settings.

Recording Cdls for Queues
Applications’ Queues

All the callsto a particular queue canbe recorded. This is often usedon larger call queues for latel
callreview by management, or to resolve disputes about what was saidon a particular cal. In ordel
to record all of the callsthat are picked up out of a particular queue, navigate to the Applications
menuandselect the Queues dialog.

Cickon the name of the queue in the menuon the right, whichneeds calfkecording enabled:

Under the General Queue Options section, the Call Recording drop-down menu can be changec
from No to wav49, wav, or gsm.
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General Queue Options

Ring Strategy: o ringall -

Autofil: @

Skip Busy Agents: @ No -
Queue Weight: @ o0 -

Music on Hold Class: @ inhert -

Ringing Instead of MoH: @

Join Announcement: @ Mone -
Call Recurding:e Mo E|

Recording Mode: @ :::49 Id Time ~

Caller Volume Adjustment: © sm ent -

Agent Volume Adjustment:e ent -

Mark calls answered elsewhere: @

Selectthe desired recording format, click on the Submit Changes button, and click on the red-
colored Apply Config barin order to enable recording on the queue.

Note that queuestend to have a high volume of cals. It is important to sekect an appropriate call
recording format, and to ensure that recordings are maintained and cleanedup periodically. More
information on recording formats can be found earlier in the Recording Famats section of this
chapter. Recording maintenance is disaussed later in this chapter in the Monitoring CallRecordings
sedion.

Recording Cdls for Conferences
Applications’ Caferences

All of the callsto a particular conference oom can be recorded. All of the members of the
conference will be recorded and mergedinto a single file. In order to enable callrecordings for &
particular conference,navigate to the Applications menu and select the Conferences dialog.

Selectthe conferenceroom that should have recording enabled from the menu on the right. Under
Gonference Qptions, the Record Conference drop-down menu will turn ecording on or off:

Selectingves will record the entire mnference (from the time the first member joins)in WAVformat
(more information on the WAVformat canbe found earlierin this chapter in the Recording Formats
section). Sdeding a different format to recard the conference in is not currently supported. Once
Yeshas been sdeded from the Record Conference drop-down menu, clickon the Submit Changes
button followed by the red-colored Apply Config button in order to enable cdl recordings for the
conference.
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Maintaining Call Recordings

It is worth noting that call recordings canbe quite large. If left unattended, a PBX that automatically
records all of the calls could fill up the entire available hard disk space and prevent EasyVO
from processing calks. It is important to have a maintenance strategy for dealing with call recordings
in order to avoid this.

G.729 Implementation Guidelines

G.729 is one of the most popular voice compresson protocols used in IP telephony. Thisis due tc
the fact that G.729 reduces the bandwidth usage for a standard telephone call from 80 kilobits pet
second (kbps)to 24 kpbs, with minimal voice quality degradation®.

While in the past the G.729 algorithm ran on dedicated Digital Sgnal Processors (DSP), todayQ
processors caneasily run the G.729 algorithm effectively while addressig other tasks aswell.

This setion describeshow to addthe open G729 codecto D-link@ IP-PBXappliances:

Conversion Times Based on Compression Method

G.729 requires CPU resources. The tables at the end of this document show the converson time
(usng different compresson methods) that can be achieved by eachmember of D-linkQ BP-PBX
family.

Methodsfor Obtainingthe G.729 Codec
Thereare two waysto obtain the G729 codecfor anAsterisk-based P-PBX

1 Buythelicenss from Digium

9 Install theOpenSource version

Both codec verdgons provide the same performance, but in caseof the OpenSaurce version you
undertake the responshility for payment of the license fee. The legal agpeds of using the Oper
Sairce versdon of the G.29 codec are disassed in the following article: http:// voip-
info.org/wiki/view/ Aderisk+G. 29+H.icensng

Installing the Open Source G.729 Codec

Toingall the OpenSource implementation of G.729 codec on EasyVOlzerform the following
actions.

1 Downloadthe codecbinary file from http://ageriskhosting.lv/ bin/ codec_gr29-ast14-gcc-glibc-
pentium4.so
Copy it to the /usr/lib [ asterisk/m  odules folder.

1
1 Regsart the Asterisk with either /etc/init.d/agerisk restart or amportal restart command
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Estimating Number of G.729 Channels Required

If you choose to purchasethe G.729 license from Digium you will need to compute the number of
G. 729 channelsrequired byyour configuration.

You canestimate the required value by using the following information:

1 A call between two SP extensons usually requires two G729 chanrels, unlessthe passthru
mode is used(http://voip-info.org/ wiki/view/ Aderisk+G. 29+pass-thru), in which caseit doea y
require aG.729 chanrel.

A call béween a SIextension and a Zgptel/ DAHDI extensiortrunk requiresone G.729 channel.
A callto Voice Mail or anaher Astersk service where IVR messages must be played requiresone
G.729 channel.

= =4

Typical Translation Time between Form ats: XR3000

Thefollowing table contains the values of typicaltranslation time between formats (in milliseconds)
for one second of data source format (rows)to degination format (columns) in the D-link XR3000
IP-PBX appliance:

Desination Format
Gr23 | GIM | p- | a | G726- | ADROM | 9N | LRC10 | G729 | Spee | iLBC| G726 | Gr22
law | law | aal2

Souce

Format

G723 - - - - - - - - - - - - -
G - - 2 2 2 2 1 3 5 13 - 2 -
u-law - 5 - 1 2 2 1 3 5 13 - 2 -
a-law - 5 - 2 2 1 3 5 13 - 2 -
G726 - 5 2 - 2 1 3 5 13 - 1 -
aal2

ADROM - 5 2 2 2 - 1 5 13 - 2 -
SIN - 4 1 1 1 1 - 4 13 - 1 -
LRC10 - 5 2 2 2 2 1 - 5 13 - 2 -
G729 - 5 2 2 2 2 1 3 - 13 - 2 -
Spe« - 6 3 3 3 3 2 4 6 - - 3 -
G726 - 5 2 2 2 2 1 3 5 13 - - -
G722 - - - - - - - - - - - - -

Typical Translation Time between Form ats: XR2000

Thefollowing table contains the values of typicaltranslation time between formats (in milliseconds)
for one second of data source format (rows)to degination format (columns) in the D-link XR2000
IP-PBX appliance:
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Desination Format

Souce | G723 | GSM | p- a- | G726 | ADP| 9IN | LRC1 | G729 | Spee | iLBC | G726 | G72

ForAmat law | law | -ad2 | CM 0 X 2
G723 - - - - - - - - - - - - -
G - - 3 3 4 3 2 6 11 25 - 4 -
u-law - 6 - 1 3 2 1 5 10 24 - 3 -
a-law - 6 - 3 2 1 5 10 24 - 3 -
G726 - 7 3 - 3 2 6 11 25 - 1 -
aa?2
ADROM - 6 2 2 3 - 1 5 10 24 - 3 -
SN - 5 1 1 2 1 - 4 9 23 - 2 -
LRC10 - 8 4 4 5 4 3 - 12 26 - 5 -
G729 - 7 3 3 4 3 2 6 - 25 - 4 -
Spe& - 8 4 4 5 4 3 7 12 - - 5 -
G726 - 7 3 3 1 3 2 6 11 25 - - -
Gr22 - - - - - - - - - - - - -

Listening to Voice Recordings

Prerequisites

You have to endure that your web browser (whether it be Frefox, Chrome, or something else) can
play your voice recordings. The defaut format for voice recordings is .wav, so you need to ensure
that your browser hasa suitable addon to play voice remrdings in this format. Quicktime provide &
plugin that is compatible with Hrefox (Quicktime Plug-in), or an extensionfor Chrome (Quicktime for

Chrome).

In both cases, enaire that the addon is configured to alwaysallow activation. You canconfigure this
In Frefox by changng the default setting from dAsk to ActivatS 4o GAlways Acivate¢

gz QuickTime Plug-in 7.7.6 7.7.6.0

The QuickTime Plugin allows you to view a wide variety of multimedia content in Web pages. For more information, visit th...

Accessing Voice Recordings
Voicerecordings canbe accessed fom two different locations inEasyVOLZ

More

Always Activate ¥

The EasyVOIZdministrator can acaess voice recordings in the Administration GUIfrom the CLF
Reports ¢ Basic sub-menu inthe Reports menu. Use the CallDetail Record Search to find calls. Any
call that is recorded will display an icon in the Recording @mlumn. Clcking on this icon will play the

selected voice recording to your default spealers.
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Call Detail Record - Search Returned 12 Calls

Call Date Recording  System CallesID Outbound CallesID DID  App Destination Disposition i field HE
2014-12-10 11:24:17 W 1418203457.5  “Keith - Demo "<2941> VoiceMail 2002 ANSWERED  D0:21 2991
2014-12-10 11:24:02 : - Wit =55 ANSWERED  00:08 2941
2014-11-23 18:08:53 en-2001-2941-20141210-112417-1418203457 5. wav Wait g7 ANSWERED  00:01 2941
2014-09-16 16:13:31 1410873211.25  “Keith - Demo "<2941> VoiceMailMain 67 ANSWERED  00:32
2014-09-16 15:40:02 1410871202,25  *Keith - Demo "<2941> VoiceMailMain 7 ANSWERED  00:13
2014-09-16 14:30:01 1410867001.27 *Keith - Demo "<2941> Hangup a7 ANSWERED  00:28
2014-08-13 14:57:36 1407931056.25  “Keith - Demo "<2941> Dial 1011 NO ANSWER  00:12

N4 ND 17 4400 1ARTATAAAT IT Wnith  Pmn To9041 Paal SLER] MO AMCLAEN AR AR

Exengon users can aacess their own voice recadings (and only their own recordings) from My
Exension. Login to My Extension by using your extenson number in the Login field and your
voicemail pasword in the Password field, andthen dicking Sulmit.

Login

Login: 2941

* |k

Password: Se8e

Submit

Onceyou have access, click on Call Monitor from the left-hand menu. A table of all your calls will be
displayed. Any callsthat were recorded will dsplay two iconsin the Monitor column.

Cickingon the first icon (which looks like a loudspeaker) will play the sdeded voice recording to
your defaut speders. Cicking on the second icon will allow you to download thevoice recording tc
your machine, so that you canuseit on your machine. Forexample, you could attach itto an emai
and send it to the person with whom you were talking as record of your conversation or meeting.

Call Monitor for Keith - Demo (2941)

Search
delete duration ignore Results 12
select: all none

Date™ Time Caller ID Source | Destination Duration Monitor

D 2014-12-10 | 11:24:17 "Keith - Demo" <25941= 2541 vmu2002 21 sec d"':' L
2014-12-10 | 11:24:02 "Keith - Demo" <2941> 25941 *535 S sec
2014-11-23 | 18:08:53 "Keith - Demo" <2941> 2541 *g7 1 sec
Nnid-Nna-1is 181231 "Waith - Marma" 2041 = =R | *g7 27 car

Summary

Bynow, we have learned how to record any callthat entersour PBX, if we chooseto do so. We now
know of the importance of maintaining our recordings sothat they do not fill up the hard diskon our
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PBX,and we are able to create some basicscrpts to acomplish recording maintenance (with a little
help from cron).

The next chapter will focus on personalizing our PBX by changng the defaut music on hold,
recording cusbm voice prompts, and cugomizing feature codes/ star codes.
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8. Personalizing your PBX

By now, we have a working PBX It's time to make the PBXour own. EasyVOIZllows for several
optionsto customize the way our call structues sound. In this dapter, we will disausshow to:

Upload our own cugsom musicthat will be played when callersare placed on hold
Record cusbm voice prompts to answer incoming callsautomaticaly

Qustomize star codes thatuserswill dial to activate various features

Setup automated calback systems

CGonfigure Direct Inward System Aacess(DISA) to give remote agentsadial tone
Gonfigure cugomer caller ID lookup sourcesto properly identify incoming calle's
Configure PIN setsfor increased seurity

Configure custbm applications

CGonfigure cusibm destinations

= =4 =4 =8 -8 -8 -8 -8 -9

Musicon Hold

Customiz ation
Applications’ Music OrHold

EasyVOlallows two styles of musicon-hold customizationt static files and streaming. Static fies
are audio files (suchasWAVor MP3 files)that are uploaded to the EasyVOIZerver and played bacl
when a calleris placed on hold. Streaming audio is usedto connect to a live audio feed from &
particular source. Typically,thiswould be an Internet stream (many radio stations broadcast over the
Internet), but it could alsobe a stream from a sound cardor some other audio device.

EasyVOIlZepastes different groups of music on hold into categories. Different static file cakegories
cancontain different sets of files. Each &reaming category can only contain one audio stream. Music
on-hold categories canbe applied to inbound routes (so that all callsthat match the route will heal
that category) aswell asto queues and ring groups. Categries assgned at the cdl target level will
override the music-on-hold category for that particular target only. Once a cdl leaves that
target it will fall backinto the music-on-hold caegory specifiedin the inbound route, which itwas
matchedagainst.

Using Audio Files
Applications’ Music OrHold

In order to create a music-on-hold category using static audio files, navigate to the Applications
menu and sekct the Music On Hold dialog. Cick on the Add Music Category link in the menu on the
right:

Add Music Category
Add Streaming Category
default

The initial setup seceen for a static file category has one only field as shown in the following
screenshot:
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On Hold Music

Add Music Category

Category Name: @

Submit Changes

Type a name for the caegory in the textbox and click on the Siubmit Changes button. On the
resuting screen, clickon the Browse button to find an MP3 or WAVfile for upload, and then clickor
the Upload button. The quality of the files is not terribly important, as EasyVOIZwill
downsample everything it getsto mono 8 kHz, 8 bits-per-sample, ULAW format.

On Hold Music
Category: default

Upload a .wav or .mp3 fie:

| Browse_ Upload

Volume 100% - Volume ,t'iu:IjL,lstrmente

Enable Random Play

After clicking on the Upload button, EasyVOI®ill display a warning as shown in the following
screenshot:

Please wait until the page loads. Your file is being processed.

Warning!

After you clickon the OKbutton, the page will still be loading. With larger files or
slower connections, it can takeseveral minutes for the page to load. Navigating to €
new page before the page has finished loading will resultin an incomplete uploac
and a corrupted music-on-hold file that will not function correctly.
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Oncethe page hasfinished loading, the musicfile that wasuploaded will be present asshown in the
following screenshot:

On Hold Music
Category: default

Upload a .wav or .mp3 file:

| Browse_ Upload

Volume 100% + Volume Adjustmente

Enable Random Play

Completed processing Kalimba.mp3!

wav_Kalimba.wav =]

Cick on the Submit Changes button followed by the red-colored Apply Config button in order to
save your configuration:

Themusiccategory is now ready for use (although it will only have one musicfile in it that will be
played over and over again). Repeatthe upload process for as many additional files as you woulc
want to add. Musicfileswill be played in the order in which they are uploaded unlessrandom play is
enabled. By clickihg on the Ehable Random Play button, the songs are played to the caller in ¢
random order.

Using Audio Streams
Applications’ Music OrHold

Using an audio stream for musicon hold is a bit more complicated than using static audio files, and
the resuts can be somewhat unpredictable depending on the source and type of the stream.
Nonetheless, it is definitely possble to set up a live stream as a music-on-hold category. The only
redriction EasyVOIl#nposeson the musicstream s thatit must be amono 8 kHz, 8 bits-per- sample
ULAW audio stream. Most steaming audio programs support converting their streams to a new
output format on thefly.

A streaming music-on-hold classcan negaively affect the performance of a PBXdue to bandwidth
usage or transcoding isaues. Eachstreaming classshould be streamed only once at any given time (it
multiple callers are placedon hold, all of them will be connected to the same stream). However, il
multiple streaming classesare created, it is possble for multiple streams to be active at the same
time. Each active stream can take up a significant amount of bandwidth (standard online broadcast
usually run at the speed of 96 kbpsor 128 kbps). It isimportant to take bandwidth usage into account
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when planninga system.

In addition to bandwidth isaues, a streaming musicon-hold classmay require transcoding to be
played to a caller.EagVOIlZrequiresthat the a streambe in ULAWformat, so callsalreadyusing the
G.711 ULAW codec will be able to listen to the stream without any transcoding. A call that i<
using a compressed codec such as G.729 would force the stream to be transamded for the callerto
hear it. Not only does this place additional processing dad on EasyVOIlzbut it also requires ar
additional G.729 licensefor the concurrent callerthat the stream hasto be transaoded for. If there
are few processor resources available or the available codec licensing will be a problem, it may be
beneficialto avoid streaming musicon hold all together.

In order to create astreaming musicon-hold category, navigate to the Applications menu and select
the Music OnHold dialog. Cickon the Add Sreaming Category link in the menu on theright:

Add Music Category
Add Streaming Category
default

Thestreaming category setup screen hashree fields as shown in thefollowing sreendot:

On Hold Music

Add Streaming Category

Category Name: °

Application: °

Optional Format: ©

Submit Changes

The Category Name is a name for the streaming class,which will be used as a referenceto the
stream when selecting it wherever it isused inyour call trees.

The Application field is likely to be the most complicated one that EasyVOlasksfor. Thevalue ir
thisfield isthe program or scrpt that EasyVOI®ill invoke in order to stat "listening’ to the stream.
For RAW TCPstreams, the built-in streamplayer application canbe usedin the format of

/usr/ sbin/ greamplayer server port. However, this will only work for RAW TCP streams, and will not
playicecat or shoutcaststreams.

In order to play icecast or shoutcat streams, a shell scit is typically written, whichis invoked by
EasyVOIZ.hE shell scipt will use a mmbination of various audio programs to start the stream,
convert it to an aaceptable format, and then feed it to EasyVOIZFor example, the following
script calledstreamicecast.sh usesoggl23 to start a stream from icecastserver.net and usessoxto
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convert the stream to the required format:
#!/bin/bash
# lusr/bin/streamicecat.sh
# Steamnsicecast feedfromicecastserver.net for use
# with EasyVOIZ

/ug/bin/oggl23 -q -b 128 -p 32 -d wav -f - http://icecastserver.net/| sox -r 16000-t wav - -r
8000-c 1 -traw- vol 0.25

Then,we would just simply haveto put /usr/bin/ sreamicecast.shin the Application field.

The Optiona Format field is usedto tell EasyVOl#e format of the stream. Thismust be a formai
that EasyVOlZinderstands (such as ULAW or GSMl). For the most part, it is safest to leave this
field blank and force the stream to the proper ULAWformat.

Cick on the Submit Changes button followed by the red-colored Apply Config button in order to
save your configuration:

Voice Prompts
Admin" System Reordings

Voice prompts are played to a caler when the caller enters an IVR, a follow-me, a ring group, or
anywhere else they might be prompted for input. The purpose of a prompt is to instruct the use
what to do. Thisis usually something assimple as, "Thank you for calling Packet Publishing. Press1
for sales2 for publishing, or anextension at anytime."

Record ing Voice Prompts

EasyVOIlprovides a simple method for recording new voice prompts right from a telephone
handset.

Torecord a new script, navigate to the Admin menu and select the System Recordings dialog, and
clickon the Add Recording link in the menuon the right.

TheAdd Recording screen providestwo methodsto add system recordingsto EasyVOIZ:

1 Uploading existhg audio files
1 Recording new audio filesvia a \OIP erdpoint
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System Recordings Add Recording

Built-in Recordings

Add Recording

followme_announcem

ent

Step 1: Record or upload StandardBusinessHo

X X § X ursGreeting
If you wish to make and verify recordings from your phone, please enter your extension number here:

Go

Alternatively, upload a recording in any supported asterisk format. Note that if you're using .wav, (eg, recorded with Microsoft Recorder) the
fle must be PCM Encoded, 16 Bits, at 8000Hz:
| Browse_ Upload

Step 2: Name

Mame this Recording:

Click "SAVE"™ when you are satisfied with your recording| Save

Torecord a new prompt, enter the extengon of the endpoint from which you will be recording into
the extension number box and click on the Go button. The saeen will change to reflect that ar
extension has leen entered:

Uploading an existing recording is done in the same way in which a static music file is uploaded to ¢
musicon-hold category (click on the Browse button, select the desred file, and clickon the Upload
button).

In order to record a new prompt, dial *77 on the extendon that was entered and begin speaknc
after the beep. Hang up when reording is omplete. Toreview the recording, dial *99 from the
extension that wasentered. Repeathis process wntil you aresatisfied with the recording.

Enter a name for the recording in the Name this Recording box. Note that the name can only
contain letters and numbers, not spacesand special characters (for example, the charaders that
maynot beused nclude ", -, +, =, *, &N, % $, #, @, ).

Cickon the Save button when you have finished recording. Therecording will show up in the ment
on theright.

Mer ging Existing Voice Prompts
Admin" System Reordings
EasyVOIlZlsoallows existing voice prompts to be merged together. A merged prompt will be played

asa single, continuous file. To merge prompts, navigate to the Admin menu and select the Systerr
Recordings dialog, and clickon the Built-in Recordings link in the menuon the right.

TheBuilt-in Recordings saeen hasa single drop-down menu. Select therecording you wishto start
with as thebase recording from this menu, and click on the Go button as shown in the following
screenshot:
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System Recordings
Built-in Recordings

Select System Recording:

.asterisk-core-sounds-en-gsm-1.4.21 *  Go

TheHdit Recording screen will be shown asfollows:

System Recordings

Edit Recording

3 Remove Recording (vote. doss not delete file from computer)

Change Name @ .asterisk-core-sounds-g

HNo long description available

Descriptive Name @

Direct Access Feature Code Not Available @ :

Files:
.asterisk-core-sounds-en-gsm-1.4.21 - . ¥ il
-8 O
Save

The Change Name changesthe name of the recarding. Thename should be changed to distinguish
the mergedrecording with the original recording.

Thevalue of the Descriptive Name field is displayed asa hint to what the recording contains whenit
isbeing seleted inplacessuch asqueuesand IVRs.

The Fles drop-down menus are where individual recordings are selected to be merged. Selet ¢
recording from the second drop-down menu and click on the Save button to add it to the mergec
recording. Thiscan be done many times to include several recordings as shown in the following
screenshot:
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System Recordings
Edit Recording

#3 Remove Recording (ets, does mot deiste file from computsr)

Change Name @ .asterisk-core-sounds-e

HNo long description available

Descriptive Name @

Direct Access Feature Code Not Available @ :

Files:

.asterisk-core-sounds-en-gsm-1.4.21 - . [ il
.asterisk-extra-sounds-en-gsm-1.4.9 - . J |
Save

Cickingon the arrow buttons will move a recording up or down, changng the order in which it will
be played; clicking on the garbage buttons will remove arecording from the merged recording.

You must make sure to click on the Save button aftermaking any of the changes.

Feature Codes

Admin"

Feature Cales

Featue codes are dextensiona éthat users can dial to enable or disable certain features for
themselves. Featue codesare typically prefixed with an asterisk (*) sign followed by two numbers.
Thefeature codeson aEasyVOI&ystem can be altered to use a dfferentextensionor disabled.

Tocugomize feature codes,navigate to the Admin menuandselect the Feature Codes dialog:

All the available features codes will be displayed, ordered by sections, as slown in the following
screenshot:
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Feature Code Admin

Use Feature
Default? Status

Blacklist

Blacklst a number *30 Enabled =
Blacklist the last caller *32 Enabled =
Remove a number from the blacklist *3 Enabled =
Call Forward

Call Forward Al Activate *72 Enabled =
Call Forward Al Deactivate *73 Enabled =
Call Forward All Prompting Deactivate *74 Enabled ~
Call Forward Busy Activate *90 Enabled =
Call Forward Busy Deactivate *91 Enabled =
Call Forward Busy Prompting Deactivate *92 Enabled ~
Call Forward No Answer/Unavaiable Activate  *52 Enabled =
Call Forward No Answer/Unavaiable Deactivate *53 Enabled =
Call Forward Toggle *740 Enabled ~
Call Waiting

Call Watting - Activate *70 Enabled ~
Cal Waiting - Deactivate *71 Enabled =

Tochange the dextensiané that a feature code uses,uncheckthe Use Default? and type in the new
oextensiong that shouldbe used asshown inthe following screnshot:

Blacklist

Blacklist a number *29 [l Enabled =
Blacklist the last caller *32 Enabled =
Remove a number from the blacklist 3 Enabled -

Todisable a feature code entirely, change the drop-down value from Enabled to Disabled asshown
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in the following saeenshot:

Blacklist

Blacklist a number *29 Disabled -
Blacklist the last caller *32 7 Enabled -
Remave a number from the blacklist *31 7 Enabled -

Cick on the Sulmit Changes button followed by the red-colored Apply Config button in order to
save your configuration:

Callback

Applications' Gallback

A callback is a calltarget that will immediately hang up on a caler, call them back,and then redrea
the call to another call target. Thisis most often used to avoid long-distance charges for remote
agents who do not have access toa VolP endpoint. Thisis especiallyrelevant in the caseof maobile
phoneswhereincoming cdls are usually significantly cheaperthan outgoing calls. Thecalback target
may connect the callerwith any resource on EasyVOIZuch asan extension, the voicemail messaging
center, or a queue), or it may be used in conjunction with DISA to give the caller a dial tone on
the system from which they can call any telephone number they wish (more information on DISA it
available later in this dhapter in the Direct Inward Sysem Access (DISA) sedion).

In order to set up a calback target, navigate to the Applications menu and select the Callbadk
dialog.
Calbacktargets have only four configuration options:

CalbackDescrption

CalbackNumber Delay

1

1

9 Before Calback

1 Dedination after Calback
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Add Callback Add callback
A calback wil hang up on the caller and then call them back, directing them to the selected destination. This is useful for reducing mobile
phone charges as well as other applications. Outbound calls wil proceed according to the dial patterns in Outbound Routes.

Add cCallback

Calback Description: °

Calback Number: @
Delay Before Calback: ©

Destination after Callback:

==choose one == |z|

Submit Changes

TheCallback Degription field is used to seta hame to refer to this calback configuration whenever
calltargets are being seleced inour calltrees.

The Callback Number field is the telephone number that EasyVOIZill dial to reconnect with the
callerafter the callthat initiated the calbackis terminated. The number must be in aformat that one
of the outbound routes configured in the Outbound Routes section of EasyVOI£an be matchec
with (for example, if there is no outbound route defined to match a10-digit dialing pattern, entering
5551234567 for this field would render the calback configuration usdess,asthe outbound calbacl
would never be completed). If the field is left blank, then EasyVOI@ill attempt to callbackthe callel
ID number that initiated the calback.

Test thoroughly
Test the callbackdialog thoroughly if the Callbak Number field isleft blank.

Many mobile phones have their caller ID show up as"unknown" or "unavailable"
when calls are placed to landline telephone services. If a caller with an unknowr
caller ID number initiates a calback, the calback will silently fal without any
notification to the caller.

If there isno way for a caler to send caller IDinformation, thena calback taget will
only be usefulto that person if it callsthem backat a specifc predefined telephone
number.

Enterihga number into the Delay Before Callback field will delaythe start of the calbackprocess for
the number of seconds specifiedin the field once a cdlbackis initiated. Thidfield is optional and may
be left blank if no delay is desired.Certainphone servicescantake several seconds to be available
again after a call is terminated. It is often usefulto configure a delay of a few seconds in order to
mitigate the risk of the calbackdialog receiving a busy signal while the original caller'sservice resets
itself to aacept incoming calls agan.

The Degination after Callback field is used to configure the call target that the caler will be
conneded to, once the callback dialog reconnects the callerto the PBX Any existing call target i<
available.

Onceall options have been configured, click on the Sulbmit Changes button followed by the red-
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colored Apply Gonfig bar to save the calback target and makeit active.

A fewcommon examplesof when acalbacktarget might be used areasfollows:

A company where employees need the ability to check their voicemail from anywhere. Caling the
toll-free company phone number coststhe company too muchmoney. A calbacktarget could be se
up to callbackthe incoming callerID, and be directed to the miscellaneous degination of *98 (more
information on Misc Destinations can be found later in this chapter in the Misc Deginations
section). Calerswould receive a call on the number they calledfrom, would be prompted for their
extension and their pasword, andwould thenhave accessto their voicemail messages.

A company receives better per-minute rates on callsmade through its VoIP trunks than callsmade
through employees' mobile phones. Enployees' mobile phones have free incoming calls. Acalback
target could be set up for eachemployee with a mobile phone to call backthe employee's mobile
number. The calbackwould be directed to a DISA degination to give the employee a dial tone or
the PBX (allowing them to dial out using the company's VoIP trunks without using any outgoingc
mobile minutes). More information on DISA is available later in this chapter in the Direct Inward
Sysem Access (DISA) section.

A company that receives collect callsfrom anywhere in the world (suchas a credit card company
that needs to receive callsif a cugsomer's card is lost or stolen). The company reducestheir costs i
they use a VoIP trunk local to the country that the customer is in, rather than payingfor the entire
collect call athefty international rates. Acalbacktarget could be set up to cdl backthe incoming
caller ID of the cugomer and be directed to a quewe. The cusomer would receive a call to the
number they called from and would be conneded with a company representative as soon asone is
available.

Direct Inward SystemAcoess (DISA)
Applications’ DISA

A DISA call target will provide a callerwith a dial tone on EasyVOIZncethe callerhasa dial tone
they can utilize the same set of functions that are utilized by a user with VolP endpoint
attached to EasyVOIZThismeansthat a person who is remotely located could be given access tc
dial any extension directly, check theirvoicemail messayes, or even placecallsto external telephone
numbersthrough EasyVOIZ.

In order to set up aDISA call target, navigate to the Applications menuand select the DISA dialog.

DISA call taigets have following eight configuration options:

DISA name

PIN

Respnse Timeout
Digit Timeout
Require Confirmation
CalerID

Context

Allow Hangup

=4 =4 =8 -8 -8 -8 -8 -9
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Add DISA Add DIsA

DISA is used to allow people from the outside world to call into your PBX and then be able to dial out of the PBX so it appears that their call
is coming from the office which can be handy when traveling. You can set a destination in an IVR that points to the DISA or set a DID.
Make sure you password protect this to keep people from dialing in and using your PBX to make calls out.

Add DISA

DISA name: @
PIN®
Response Timeout® 10

Digit Timeout® 5

Require Confirmation @

Caler ID®
Context® from-internal

Allow Hangupe

Submit Changes

The DISA name field is used to identify the DISA configuration when it is being selected as a call
target in other parts of the EasyVOlihterface.

PIN is usedto authenticae a callerwhen they reach theDISA call target. If the PIN field is not left
blank, then the caler will be prompted to enter their authentication code. The PIN that the use
enters must match with the value of the PIN field, otherwise the call will be disconneded and the
callerwill not be able to access the DISA calltarget. Multiple PIN valuescanbe entered by separating
valid PIN values by commas (for example, entering 1234, 5678, 9012 would authenticate callersit
they entered any one of the numberst 1234, 5678, 9012 astheir PN when prompted).

The Resmnse Timeout field isusedto specfy how long EasyVOI@ill wait for valid input before
dismonneaing the cal. Thisnot only applieswhen a caller hasnot entered any digit yet, but alsoif ¢
caller has partially entered a number to call without finishing the entry. The default value for this
field is10 seconds.

TheDigit Timeout field is usedto specfy how long EasyVOI&ill wait between digits before dialinc
the call. If a caller begins entering digits and then stops, EasyVOIZvill wait for the number of
seconds specified in this field, before sending the entered digits to EasyVOIlZor dialing. The defaut
value for thisfield is five seconds. Thisis usually sufficient asmost people do not take more than five
seconds between button pusheson their phone oncethey have started dialing.

If the Require Confirmation option is checked, then EasyVOI&ill prompt the callerto pressi, in
order to initiate the DISA process as soon asthey are transferredto the DISA call target. If the use
fails to pressi, then the call is disconneded. Thisis useful when callsare transferred directly to
DISA call erget through an nbound route that matchesthe caler ID. It is common for the callto be
set up and answered so quickly that the caller will not hear any ring or confirmation before beinc
placedinto the DISA calltarget, and the callerwill then time out and disconnect before theyrealize
what happened. Reauiring confirmation alerts the user that they are about to enter the DISA cal
target and alowsthem to press1 when they are ready.

TheCaller IDfield is usedto set the outbound caler ID of any of the callsthat are placed from within
the DISA call target. The desired caler ID should be specifed in the format of "Cdler Name"
<tHHHA#>T CGaller Name is replaced with the name that should be set on outbound callsand
HHHHHH##HE should be replaced with the phone number that shauld be set on outbound calls (for
example, "Padket Publishing' <6551234567>). Thisis an optional field. If this field is left blank, ther
the callerID of the person placing the callwill be used.
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Settng a caller 1D value in the Caler ID field does not guarantee that the specified
value will be used. If the trunk that routes the call hasthe Never Override CalerID
option enaled, then the caller ID will be whatever is specified in the trunk
configuration. More information on trunk caler ID options canbe found in Chapter 3,
Trunks.

TheContext field isused to specifghe context in which EasyVOIill placethe callerwhen they
enter the DISA call target. The context that a user is in defines the featuresand trunks they have
acaessto. EasyVOIplacesall usersinto the from-internal context by default. AsDISA is meant to
mimic the functions of aninternal user, EasyVOIZets the Context field to from- internal by default
aswell. Changing thisfield will require an understanding of the EasyVOIlZonfiguration files, and
will likely mean that a custom context has been manually creaed in the

/etd/ asterisk/ exensons_custom.conf file. Settng a different context in this field could render the
DISA call taget useless, hence be sure that the context entered here is valid.

If the Allow Hangup checkbox is sdeded, then the caller can pressthe hangup feature code (by
defaut this code is **) to end their current call and be presented with a dial tone again. This
prevents the caler from actualy hanging up their phone, callng back into EasyVOIZand re-
authenticating to gain DISA again. If desired,the feature code for hanging up a callcanbe changed.
More information on how to change the feature codes can be found in the Qustomizing Feature
Calessection of thischapter.

Onceall options have been configured, click on the Sutmit Changes button followed by the red-
colored Apply Config bar to save the DISA calltarget and makeit active.

PIN Sets
Applications’ PIN Sets

A Personal Identification Number (PIN) is a numeric passvord that EasyVOIZanuseto authenticate
userswhen they attempt to dial specific features on the PBX such as outbound routes or DISA
Without entering a valid PIN, these features are inacessble. A PIN set provides the ability for e
group of PINsto be used to authenticate the use of afeature instead of just a single PIN. With a PIN
sd, eachindividualusercanbe given aunique PIN, and it is possble to revoke one user'sacass toe
PBX feature without changing anyone else'sPIN.

In addition to authenticating users,PIN sets can also be helpful in tracking which usersused whic
features. When a PIN set is used as an authentication mechanism, EasyVOlZan log whict
unique PIN wasusedto access a feature in the accountcode column of the call detail records. Bven il
a user places a @ll from someone else's extension, they will need to enter their own account code.
When generating a report of which usersused certain features,the detail records will provide ar
accuate report basedon which PINs were used. This feature is often used by companies whict
implement restrictions on long-distancecalling. It is possble to track which users make heavy use of
the long-distance outbound routes by checkingthe PINs used todial out.
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Inorder to set up aPIN s, navigate to the Applications menuandsekct the PIN Sds dialog.
PIN sets have only three configuration options:

1 PIN SetDesription
1 Reord In(DR?
1 PINLst

Add PIN Set Add Password Set

PIN Sets are used to manage lists of PINs that can be used to access restricted features such as Outbound Routes. The PIN can also be
added to the CDR record's "accountcode’ field.

New PIN Set

PIN Set Description: |
Record In CDR?:®

PIN List: @

PIN Sd Description is usedto identify this PIN se when it is being selected during the configuration
of anoutbound route.

If the Record In CDR? checkbox is selected, then anytime auser authenticaesthemselves using this
PIN set, the PIN they used will be stored in the accountcode field of the call detail records alongside
the details of the callthey made. Thisis areliable method of trackingthe usage of outbound routes
becauseeven if a user callsfrom an exension other than their own, they still must enter their owr
PIN to place a callthrough a protected route. If this option is not enabled then the call is logged
normally without any details in the accountcode field.

ThePIN List is a list of one or more PIN codes. Each PIN shouldbe on its own line. PINs can be a

long as desired.However, as usersare supposedto remember their PINS, it is typical to make PINs
only four or five digits long.

A ompleted PIN set might look like the following:

Add PIN Set Add Password Set

PIN Sets are used to manage lists of PINs that can be used to access restricted features such as Outbound Routes. The PIN can also be
added to the CDR record's "accountcode’ field.

New PIN Set

PIN Set Description: Long Distance

Record In CDR?: @
63926
83592
64363

28942

PIN List: @
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In order to put our new PIN set to use we must assign it to an outbound route. Navigate to the
Gonnectivity menuand select the Outbound Routes dialog.

Clckon the name of outbound route with which the new PIN set will be associated.

From the PIN Sd drop-down menu, select the name of the new PIN set:

Add Route

Route Settings

Route Name @ @

Route CID: @ Override Extension ®
Route Password: ®

Route Type: © Emergency [ Intra-Company

Music On Hald?® default ¥

Time Group: © —Fermanent Route— ¥

Route Position ® Last after Emergency ¥

Additional Settings

Call Recording®: Allow v
FIN Set®: Long-distance Calls ¥

Cickon the Submit Changes button followed by the red-colored Apply Config bar. All callsthat pass
through the sdeded outbound route will now be authenticated through one of the PINs in our new
PIN set.

Misc Applications

Applications' Misc Aoplications

A misc application is a custom feature code. A misc application allows a custom extensionor star
code to be defined, which will direct the callerto any call target when dialed. For example, if we
have aring group that cals the cell phonesof all staff members, we might create a misc application
that calsthat ring group when *CHL (* 2355) is dialed.

In order to crede a misc application, navigate to the Applications menu and select the Misc
Applications dialog.

Miscapplications have four configuration options:

1. Description

2. Featue Code
3. Featue Stauus
4. Dedination
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Add Misc Application Add Misc Application

. N . . . . . Dynamic Conference
Misc Applications are for adding feature codes that you can dial from internal phones that go to various destinations available n

CompletePBX. This is in contrast to the Misc Destinations module, which is for creating destinations that can be used by
other CompletePBX modules to dial internal numbers or feature codes.

Security Alert

Add Misc Application

Description: °
Feature Code: ®

Feature Status: @ Enabled ~

Destination:

==choose ong == |v|

Submit Changes

Degription isused toidentify this application if it needsto be edited or removed at a later time.

Feature Code is the cusbbm feature code that userswill dial in order to accessthis application. This
canbe a star code (for example, *1234) or simply a normal extension (for example, 1234). The value
of this field must be unigue (a misc application cannot share a feature code with any other user,
application, or star code on the system).

Feature Satus determines whether or not the application is active. If this field is set to Disabled,
then userswill be informed that the extension they dialed is not valid if they attempt to use the
application. Thisfield allows an goplication to be quickly disabled without having to remove the
application entirely.

Desination is the call target that the application should route the caller to. Any calltarget that has
been previously configured is a valid destination for amiscapplication.

Onceall options have been configured, click on the Sulmit Changes button at the bottom of the
page followed by the red-colored Apply Config bar atthe top of the page.

The application is now adive and can be acessed by dialing the selected feature code from any
extension on the PBX.

Misc Destinations

Applications' MiscDedinations

A miscdestination is used toadd a custom call target that canbe used by EasyVOldialogs. Anything
that canbe dialed from a user's extensbn can be turned into a misc degination. For example, by
defaut, there is no way to send an inbound caller directly to the messaging center so that the
caler could log in and checktheir voicemail messages. A miscdegination could be set up to dial * 9€
and then an inbound route could point directly to that misc degination. A caller who was outed
through that inbound route would immediately hear the prompts to log into their voicemail box, just
asif they were a useron the PBXand haddialed*98.

To create a misc destination, navigate to the Applications menu and select the Misc Destinations

Copyright © 2015 D-link. All rights reserved. Page 148 of 288



EasyVOIZ Reference Guide (rev. 4.6.2) Chapter 8-Personalizing your PBX

dialog.
Miscdeginations have two configuration options:

1. Description
2. Dial

Add Misc Destination Add Misc Destination

Security Provider
Misc Destinations are for adding destinations that can be used by other FreePBX modules, generally used to route incoming

cals. If you want to create feature codes that can be dialed by internal users and go to various destinations, please see the Misc Applications
module. If you need access to a Feature Code, such as *98 to dial voicemail or a Time Condition toggle, these destinations are now provided as
Feature Code Admin destinations. For upgrade compatibilty, if you previously had configured such a destination, it wil stil work but the Feature
Code short cuts select list is not longer provided.

Add Misc Destination

Description: °

Dial: @

Submit Changes

Degription is used to identify this destination when it is being selected as a call target in other
dialogs.

Dial isthe extension, telephone number, or feature code that the sysem should dial when a calleris
routed to this degination. Anything that canbe dialed from a user's extensioncanbe entered into
thisfield.

Onceall options have been configured, click on the Sulmit Changes button at the bottom of the
page followed by clicking on the red-colored Apply Config at the top of the page.

Thededination we just created will now be available as a calltarget from any other EasyVOIZ
dialog.

Faxing
Canectivity"  Inbound Routesand Settings' Fax Gonfiguration

Inb ound Fax
Canectivity" Inbourd Routes

Navigate to the Connectivity menu and sekct the Inbound Routes dialog. This will allow you to
select the inbound route that will receive faxes

Navigate down to Fax Detect section, and set Detect Faxes to True. Thiswill enable the selected
inbound route to receive faxes

Define Fax Detection Type ¢ typically DAHDI

St the Fax Detection Time to 5 to enable EasyVOIb detect anincoming fax before the callis
answered, andset Fax Destination to deliver the incoming faxto the required extension.
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Fax Detect

Detect Faxes®: T ves

Fax Detection type®: |Dahdi v
Fax Detection Tme®: |4 v
Fax Destination @ - Fax Recipient ¥ | | VP Marketing (2001) *

Now navigate to the Connectivity menu and sdect the Extensions dialog, and select the extendon
that is lnked to the inbound route (configured inthe above step)that will receive the faxes.

Navigate down to Fax section, and check on Ehabled, and type the email addressto which faxes
shouldbe delivered in the Fax Enail field.

- Fax

Enabled ® L4

Fax Emai® completepbx@gmail.com
Attachment Format @ pdf v

The standard cover sheet has placehotlers where your personal information can be displayed.
Navigate to the Fax Master section and set the remaining coversheet details asappropriate:

Local Sation Identifier should be the fax number to enable the fax recipient to contact you by fax
Name for Cover Shed is your name to identify you to the faxrecipient

Phone Number for Cover Sheet is your phone number, to engble the faxrecipient to contact you by
phone

Email for Gover Shed isyour email address,to enable the faxrecipient to contad you by email

- Fax Master
Local Station Identifier 7337331001
Name for Cover sheet VP Marketing

Phone Mumber for Cover sheet +8727337332001

Email for Cover sheet completepbx@gmail com
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Outbound Fax
Settings' Fax Canfiguration

Precondition
An extengon canonly send faxesif it isalso defined asa faxrecipient, i.e.

1 the extension hasbeen defined as a fax recipient (by checkingon Enaled in
the Faxsection of the Extension dialog)

9 the inbound route that islinked to the extension hasFax Detect set to Yes

Navigate to the Setings and select the Fax Mnfiguration dialog. Thisdialog consistsof five sections

Fax Presentation Options
Fax Featue Code Options
Fax Transport Options
Fax Module Options

Fax Gover Page options

=A =4 =4 =4 =4

Presentation Options
Settings' Fax Canfiguration

Navigate down to the Fax Presentation Options section where you canconfigure information for all
outbound faxes, suchas:

1 Defaut Fax header, i.e.your company name that will be shown on outgoing faxes.
9 LoccalStaton Identifier, i.e.the number that the fax recipient canrespond to by fax
1 Outgoing email address, i.e. anaddressthat the faxrecipient canrespond to by email

Fax Presentation Options

Default Fax header: ® Xorcom Inc
Default Local Station Identifier: @ 7337331001
Cutgoing Email address: @ support@mymailbox.com

Fax Feature Code Option

Email addressthat faxesare sentto whenusing the éDial Sysem Fax¢ feature. This is alsothe email
addressusedfor fax detection in legacy mode,

Fax Transport Options
TheEror Correction Mode (E®/) setting determineswhether or not to useerror corredion.

Maximum Transfer Rate and Minimum Transfer Rate determine the maxmum and minimum
transfer rates during faxrate negotiation.
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Fax Transport Options

Error Correction Mode @ L xes IV
Maximum transfer rate @ 14400
Minimum transfer rate ® 4800 -

Fax Module Options
This is degacyfeature that is no longer in use. Readthe balloon tooltip for afull explanation.

Cover Page
Settings' Fax Canfiguration

Navigate down to the Fax Gover Page Options where you candefine cover page details suctes:

Gompany logo in jpg format
Company details

Name

Address

Phone

Website

Footer

= =4 =4 =4 -4 -4 -9

Whenyou havecompleted defining your cover page, you canclickon the Preview button to seehow
the cover page will look.
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Onceall options have been configured, click on the Sulmit Changes button at the bottom of the
page followed by clicking on the red-colored Apply Config at the top of the page.

Summary

Bynow our EasyVOIzhould truly be our own. Inthis dapter, we've leamt how to:

1 Upload custom on-hold music
1 Createon-hold musicfrom streaming Internet sources
1 Setup automated calback systems
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Configure DISA

Gonfigure cusibm callerlD lookup $urces
Gonfigure PIN sets

Createcustom applications
Createcustom degtinations

=A =4 =4 =4 =4

Our EasyVOIi& now entirely unique and cusbmized to our specifications.

In the next chapter, we will discussimportant topics such as system protedion, backuf and
regoration, justin case disaster strikes.
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9. My Extension

My Exensionprovidesevery extendon user access to a number of dialogs give them better control
of the behavior of their extension. Eachuser is only able to see and modify settings that relate tc
their own extendon, and cannot see or modify settings relating to extensions belonging to other
users.

ACQoess

My Extension caneither be acoessed from the My Extension icon in the EasyVOIIanding page, or
by creating a shortcut for the user inthe format <IP Address>/ recordings/

i.e.http://192.168.0.64/recordings

Security to access My Extension

Userslogin using their extension number and their voicemail password. Userswho do
not have a valid voicemail password cannot login to My Exension

To apcessMy Exenson, the ud S Measionnumber shouldbe entered in the Login field, and the
ua S Mdeemail password shouldbe entered in the passvord field. Only users that have password-
protected voicemail are able to accessMy Extension.

Call Monitor

Thisdialog gives the user acessto callloggng, for both incoming and outgoing calls,for the user@
extension, aswell asacoessto recordings made by that extension.

Call Monitor for VP Marketing (2001)

Search

delete duration - m Results 13

select: all none

Date™ Time Caller ID Source | Destination Duration Monitor
2014-01-15 | 14:01:08 "WP Marketing" <2001> 2001 5 15 sec

D 2014-01-15 | 14:00:26 "WP Marketing" <2001 2001 2001 3 sec ﬂ"‘) =
2014-01-15 | 13:58:25 "WP Marketing” <2001> 2001 2020 12 sec
2014-01-15| 13:58:11 "CEQ" <2020 2020 2001 ==1=1

Actions
Seach will matchthe text that you type with any text in any field of the call log.
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Deletewill remove all recordings that are currently checked in the calllog. To checkarow in the call
log, click on the checkbox at the left-hand end of the row. These recordings will no longer be
included in the call monitor, and the logs cannot be resored. The calllog information will not be
deleted, only the recording will be deleted.

Duration can be used in conjunction with the Ignore button to ignore callsof specifed duration.
Only callsthat are longer in duration than the value that you typed in the duration box will be
displayed.

Fields Displayed

Date indicatesthe date when thecallwas made.

Time indicatesthe time when thecallwas made.

Caller ID providesinformation about the caler, if the information is available.

Souce is thenumber from whichthe call originated.

Desination isthe number that wasdialed whenthe call wasmade.

Duration showsthe length of the cal, inseconds.

Monitor will display icons if any recordings have been made. Thespeder icon allowsyou to listen tc
the recording on your machine. Thedownload icon allows you to download therecording onto your
madine.

Voicemalil

Voicemail for VP Marketing (2001)

Search
e [ o J oo
email_to
select: all none
Date™ Time Caller ID¥ Priority | Orig Mailbox |Dwuration | Playback | Download
] |2014-01-15 | 12:28:44 | "CEQ" <2020> 2 2001 6sec | W0 B3 =
[]|2014-01-15 | 12:25:25 | "CED" <2020> z 2003 1sec | WY O =
Al P "WP Support” o W =R
[[]|2014-01-15 | 12:01:51 Py z z001 146 sec | WY =i
[]|2014-01-15 | 12:01:10 | "CEQ" <2020% 2 2001 13 sec | WY =
P =, "WP Support"” . A =
[]|2014-01-15 | 11:54:28 Py z z001 1z sec | W9 =
Actions

Seach will matchthe text that you type with any text in any field of the voicemail log.

Deletewill remove all voicemails that are currently chedked from your voicemail. To checkarow in
the voicemalil log, clickon the checloox at the left-hand end of the row. These voicemails will no
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longer be incdluded inyour voicemail log, andcannot be restored.

Move To in conjunction with the associated dropdown list allows you to caegorize the currently
displayed voicemails andstore them in one of the following folders: Family, Fiiends, Old, andUrgert.

Forward To in conjunction with the associated dropdown list of extensions allows you to forward
the currently displayed voicemailsto another extenson.

Email To allows you to send, by email, the currently displayed voicemails to the email addressthat
you type in the appropriate text box.

Fields Displayed

Date indicatesthe dae that the voicemail wascreated.

Time indicatesthe time that the voicemail wascreated.

Caller ID providesinformation about the caler, if the information is available.
Priority indicates the priority of the voicemail.

Orig. Mailbox shows the mailbox where the voicemail originated in cases where the voicemail has
been forwardedto you from another extension.

Duration showsthe length of the voicemail, in seconds.

Playback will display icons if any voicemail recordings have been made. Thespeaker icon allows you
to listen to the recording on your machine. Thephone icon allows you to listen to the recording on
your extension.

Download will display an icon if any recordings have been made, allowing you to download the
recording onto your machine.

Feature Cades

TheFeature Codes menu provides a quick-reference guide of all the feature codes that are available
to the use, with a biief description of each €ature code.

The first column, headed Handset Feature Gode is the code that you should dial to activate the
feature,and the Action column displaysa biief description of the feature code.

Handset Feature Code Action

*30 Blacklist a number

*31 Remove a number from the blacklist

*32 Blacklist the last caller

®52 Call Forward No Answer/Unavailable Activate
*53 Call Forward No Answer/Unavailable Deactivate
*72 Call Forward All Activate

*73 Call Forward All Deactivate

*74 Call Forward All Prompting Deactivate

*740 Call Forward Toggle

*90 Call Forward Busy Activate
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Phone Fatures

Thismenu enablesthe user to personalize the handling of incoming cals.

Phone Features for VP Marketing (2001)

Phone Features
Y call Waiting
Do Mot Disturb

call Screening: ® Disable -

Ringtimer: @ Default ~

callForward Ringtimer: ® Default ~

Call Forwarding

Unconditional: Enable

Unavailable: Enable

Busy: Enable
Update

Call Waiting enables togding of the call waiting feature. When you are busy on the phone and
another incoming call arrives, call waiting will provide you with an indication that you have another
incoming call.

Do Not Disturb engblestogding of the Do Not Disturb presence. If Do Not Disturb is activated, your
phone will be considered busy, andall incoming calswill be handled accordingly.

Gall Sreening requires incoming callers to state their name. Thisname identification is played to
you whenyou answer the phone, when you have the option to either accept or reject the call.
Note

Callscreening information is stored by the system, so a calleronly hasto go through
this processonce per phone number thatthey are caling you from.

Ringtimer determines the time, in seconds, that your phone will ring, before going to voicemail, or
handling any other optionsthat have been configured, suchasFollow Me, etc.

Call Forwarding: Unconditional will forward ALL incoming callsto the desighated number. If the
desigrated number is aninternal extengon, then only the extension number needs to be entered.
However, if the dedination is an external number, the system dialout code (typically 9) will be
required. All non-extenson deginations (suchasring groups, queues, external numbers, etc.) must
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be followed bythe #character.

Call Forwarding: Unavailable will forward unanswered incoming callsto the desighated number. |1
the desighated number is aninternal extension, then only the extengon number is needs to be
entered. However, if the degination is an external number, the system dialout code (typically 9) will
be required. All non-extension deginations (suchas ring groups, queues, external numbers, etc.)
must be followed by the # character.

Call Forwarding: Busy when your extenson is busy, will forward ALL incoming cdls tothe desigrated
number. If the desynated number is aninternal extension, then only the extenson number needstc
be entered. However, if the degination isan external number, the system dialout code (typicaly 9
will be required. All non-extension destinations (suchasring groups, queues,external numbers, etc.)
must be followed by the # character.

Tip
Do not forget to presson Update after making anychanges.

Faxes

The Faxes menu alows usersto send faxes, and to view their history of stored (inbound and
outbound) faxes.

Send Fax

Desination is the full fax number of the person to whom you are serding thefax. Do not forget any
dial code that may be required by your phone system to acass external lines or to acces
international service providers.

Fie to send allows you to browse to the file that you want to send asa fax. Thefile must be in pdf,
tif, or tiff format. Clck on the (+)icon to indude additional documents in the f, or clickon the trast
icon to remove adocument that you have previously added.

Include Cover Sheet? checkbox indicates whether you want to add the standard company-wide
coversheet to your fax. Your system administrator should have already defined astandard company
coversheet: check thisoption if you wantto add this standard coversheet to your fax.

If you include the coversheet, you canalso add the recipientQ Aame to the coversheet, as well as
brief message
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Settings for VP Marketing (2001)

Language: English -

Paszsword SEttings Passwords must be all numbers and at least 2 digits

Voicemail Password: ssne ®
Enter again to confirm: eess ®
Notification Settings
Email Address: ® 2001@bookman.org.uk Enable
[ Attach voicemail to email ®
[[ pelete voicamail after emailed @

Pager Email Address: ® keith bookman@xorcom.com Enable

Web Playback Settings

call Me Number: ® 2001
Audio Format: Default (WAW) -

Phone Playback Settings

Say caller IIZ?Ie

[[]say envelope (date/time) e

Language determines the language that will be usedthroughout My Extension dialog
Password Sdtings

Voicemail Password is the passvord to accessthe usS N¥igemail, aswell asthe passvoro
to acaess My Extension. The passvord must be completely numeric, and must be at least :
digits in lergth.

Enter again to confirm is a security feature to verify that you have reallytyped the passvord
that you intended to type.

Notification Setings
Email Address isthe email addressthat EasyVOIZ wiliseto sendvoicemail alerts to

Ehable allows you disable the email notification feature, while saving all settings, by
uncheckinghis option box.

Attach voicemail to email, when cheded, delivers a copy of all voicemails to your email
Thisis a very nice feature for listening to your office voicemails from your mobile device or
from some other location.

Selectinghe Delete voicemail after emailed checlbox causesvoicemails to be deleted from
the server after they have been emailed to the spedied email address. Be caréul with this
option, asthere isno way to recover voicemails after they have been dekted.
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Page Emmil Address enables a brief notification to be sent to you alerting about a new
voicemail.

Web Playback Setings

Call Me Number canbe any dialable number, suchasan extension, where you want to hear
your voicemail messajes.

Audio Format determinesthe format in which your voicemail messags will be stored. This
allowsyou choose higher quality recordings, or aformat that require lessstorage space.

Phone Playback Setings

Séay caller ID will say the caller's phone number (in the voicemail) before playing the actual
voicemail messae.

Say Envelope will saythe date and time a voicemail messagewas left (in the voicemail)
before playing the actualoicemail messaje.

Tip

Do not forget to presson Update after making anychanges.

Logout

Cickon Logout to exit the My Exensionmodule.
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10. Managing Call Flow

Canfiguring My Switchboard

Important Note

If you want the Switchboard to track the status of queuesand to creae statistics for
call center reporting, make sure that both Bvent When Caled and Member Satus
BEvent (in the Bvents, Stats ad Advanced section of the Queue dialog) are setto Ye
whendefining a new queue.

The Switchhoard on CXR series macdhines candisplay up to 15 buttons only. Checkon
all the buttons that you want to hide, so that no more than 15 buttons remain

/ 1 unchecled
= Thereis no limit on the number of buttonsthat canbe displayed by the CXEand CT¢
seriesof EasyVOIlZ
Permissons

Switchboard" Permissions

Thisdialog allows you to create groups of permissias, which canbe usedeither in templatesor to
define the permissionsgranted to a user

Navigate to the Swvitchboard menu and select the Permissions dialog.
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This module wil let you manage advanced FOP2 permissions.

Delete FOP2 Permission 'basic’

Edit Permission
Name: @ basic
Permissions: @ dial
hangup
Permission Quick Pick ° (pick permission) -

Apply to Groups

Select the groups you want to apply this permission to. You wil be able to perform the actions only to the extension/buttons that are part of
the selected groups. If no groups are selected, the permission wil be alowed to every button on the panel.

All Buttons

All Extensions
Al Queues

Al Conferences
Al Trunks

Submit Changes

Name allowsyou to reference the permissiongroup.

Pemissions allow you to specifywhat actions can be performed by a user who is granted this
permisson group

Cickon the Pemission Quick Pick to seea listof all available pemissons.

Apply to Groups enables you to select which groups shouldbelong to this permisgon group. If no
groups aresekcted the permisson group will be granted to all buttons.

Onceall options have been configured, click on the Sulmit Changes button at the bottom of the
page followed by clicking on the red-colored Apply Config at the top of the page.

Templates
Switchboard” Templates

Thisdialog simplifies user management by allowing you create and manage templates, which you
canthenassgn to users.

Navigate to the Switchboard menuandselect the Templates dialog.

Copyright © 2015 D-link. All rights reserved. Page 164 of 288



EasyVOIZ Reference Guide (rev. 4.6.2) Chapter 10-Managing Call Flow

Add FOP2 Template

This module will let you manage FOP2 templates, that you can assign to users for easy management.

Add Template
Name: @
Permissions: @
Permission Quick Pick o (pick permission) | = |
Make Default: @ a.II DEMMNISSIO N
dial
hangup
Allowed Groups hangupself
meetme
pickup
Select the groups you want to add to this template. If no gre record e user wil be able to see al buttons.
recordself
spy
transfer
All Buttons transferexternal
Al Extensions whisper
queuemanager
Al Queues queusagent
All Conferences p:onebook
chat
Al Trunks preferences
voicemailadmin

Submit Changes

Name allowsyou to referencethe template.
Permissions allow you to specifywhat actionsthe user will beable to perform
Cickon the Pemission Quick Pick to seea listof all available pemissons.

Check on Make Ddault if you want this template to became the defaut template, which will be
applied to all usersfor which another template hasnot been sgecified.

Allowed Groups enablesyou to select which groups shouldbe added to this template. If no groups
are sdeded the userwill be able to seeall buttons. This gives you the ability to redrict the buttons
that aredigplayed to usersof thistemplate.

Onceall options have been configured, click on the Sulmit Changes button at the bottom of the
page followed by clicking on the red-colored Apply Config at the top of the page.
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Users
Switchboard" Users

This dialog enablesyou to manage Swichboard usersand permissionsand alsoselect which groups
each usecanview.

Security to access My Switchboard

In order to have access to My Switchboard, usersmust be suitably defined. Use the
Administration dialog (ecces®d from the EasyVOIlZaunch Pad) to access the
Switchboard menu and selet the Useas dialog. Only users that are defined a
Switchboard Users can bgin to My Switchboard. Default security usesthe extension
number and voicemail password, although a different password canbe defined in the
Users dialog. Userswho are not defined in the Users dialog cannot access My
Switchboard.

Navigate to the Switchboard menuand select the Users dialog
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This module wil let you manage FOP2 users and permissions, and also mark the groups the user wil be able to view.

Delete FOP2 User 2002

Edit User

Extension: @

Secret: @
Template Quick Pick ° (pick template) =

Permissions

Permissions: @ all

Permission Quick Pick ° (pick permission) ~

Allowed Groups

Select the groups you want the user to see in the panel. If no groups are selected the user wil be able to see all buttons.

All Buttons

All Extensions
Al Queues

Al Conferences
Al Trunks

Extension is the extendon allocated to the user.

Secret is the password that will be used by the user to aacessthe Switchboard. If no passvord is
defined, theusS Nuiéemail passvord will be used.

Template Quick Fck providesa dropdown listof previously defined templates that canbe applied tc
the user.

If no template isused,you cangrant the user aselected listof permisgon from the Pemission Quick
Pick dropdown list.

Allowed Groups enablesyou to select which groups should be available to the user. If no groups are
selected, the user will be able to seeall groups. Thisgives you the ability to restrict the groups of
buttonsthat are displayed to the user.

Onceall options have been configured, click on the Sulmit Changes button at the bottom of the
page followed by clicking on the red-colored Apply Config at the top of the page.
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Buttons
Switchboard" Buttons
Thebuttons dalog allowsyou to define the behavior of eachbutton.

Navigate to the Switchboard menuand select the Buttons dialog

For example, you can change button labels (overriding the existing EasyVOI2abel) and privacy
options (to prevent the button to be monitored and/or hide the CalerlD) among other things. You
canalsosort the list by draggng the elements

=a =4

= =4

= =4

The Switchhoard on CXR seriesmacdhines candisplay up to 15 buttons only. Checkon
all the buttons that you want to hide, so that no more than 15 buttons remain
unchecled

Thereis no limit on the number of buttonsthat canbe displayed by the CXEand CT¢
seriesof EasyVOIZ

Labd definesthe name that will be displayed on the button in the Switchboard.
Privacy allowsyou to disable monitoring, or hide the CalerIDfor this kutton.

o clidrestricts the diglay of eitherthe CalerID or dialed number

0 monitor preventsthe device from being spiedon, or from being monitored

o all prevents loth clidand monitor
Email allowsyou to send emailsto the user from the Switctboard.
External Transfer allows you to define the number@context that will be used for external
transfers. Te defaut context for the extengon will be used ifthe context is omitted.
Channd can usedto add extra chanrels for the button. You can overflow channels into any
extension, so if My Switchboard detects activity with any of the chanrelsin the list, it will be
displayed as activity for that extension/button. For example, if you have a local 3P chanrel for
your internal extension, and an IAX extension for usewhenyou are on the road, you can specfy
the IAX chanrel on the button. Cals made from either of the chanrels, 9P or IAX, will be
displayed on the same button.
Group allows you to assgn an extension to a group. The Switctboard will display all extensians
belonging to the same group in a £parate box.
Qustom ASDB isthe ASTDB key to seach for cusom states. By default, this set to CallForward
Unconditional state.
Originate Channd allows you define which channel to use when originating a call from the
Switctboard.
ChanSyy Options are pased to the ChaaSoy function.
Tags can be defined for buttons, which canusedto filter the buttons that will be displayed, as
described inthe Fiter Box section below.

Groups
Switchboard" Groups
Navigate to the Switchboard menuand selectthe Groups dialog:
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This module will let you manage FOP2 groups.

Add Group

Name:e

Included Buttons

Select the buttons you want to include in this group.

Extensions Check All
1001 DAHDI channel 1
1002 DAHDI channel 2
1003 DAHDI channel 3
1004 DAHDI channel 4
1005 DAHDI channel 5
1006 DAHDI channel 6

Using My Switchboard

Queue Events

Important Note

If you want the Switchboard to track the status of queuesand to creae statistics for
call cener reporting, make sure that both Bvent When Called and Member Satus
BEvent (in the Bvents, Sats and Advanced section of the Queue dialog) are set to Ye:
whendefining a new queue.

Login

To reach the login dialog, navigate to the EasyVOI4aunch Pad, click on the My Switchboarc
icon. Alternatively, you canopen an hternet browser and enter the Webaddressfor the panel in the
addresspanel. Theaddressdeperds on the IP addressof your EasyVOlmachine, but it could be
something like http://192.168.0.11/ fop2

If the Switchboard server isrunning, you will be presented with the login box.
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Useyour extensionnumber, and voicemail password to login.

In order to perform actions with the panel, you must login with an extensionthat hasbeen granted
permissons, as that extension will be the originator of the actionsyou perform.

Passing Credentials via URL

It is possble to passthe extension and passvord in aURLto avoid being prompted to login. You car
usethis feature to embed the panel into another gpplication, or to create a bookmark. Inorder to dc
this, you must append extension and passvord parameters,asin this example:

http://192.168.0.11/fop2/ ?exten=2002&pass=2002

Main Panel View
After a successill login, you will be preserted withthe panel window.

The Switchboard on DV Xseries machines candisplay up to 15 buttons only. Checkon
all the buttons that you want to hide, so that no more than 15 buttons remain
unchecled

Thereis no limit on the number of buttonsthat canbe displayed by the CXEand CT¢
seriesof EasyVOIlZ

Thereis atoolbar that isalways visible atthe top, andfour sections in thecontent area:one for each
kind of button.

Thebutton correspording to your extension (the one you usedto login), is always at the top left of
the Extension block. Itslabel will be highlighted with a bold font.
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BEMSRERED J S o) ERC]E

2002 VP Sales 512000 Main 2012 Sales 1 Default
2013 Sales 2 2014 Sales 3 [Z12009 Support 1

= QUEUES O
2010 Support 2 2011 Support 3 2003 VP Support

8002 Sales

‘355ales 1

‘5Sales 2

455ales 3

8001 Technical
d@Support 1
Z4Support 2
s5Support 3

= TRUNKS

l

ZAP/g0

= CONFERENCES =]

£°9001 Technical

Eachblock hasa title bar with a plusminus button to the right. Cickingon the button will collapse
or expand the view of the section. The collapse state is remembered acoss all future sessons.
Suppose that you are not intereged in trunks: you can collapse the section and it will remain
minimized until you click the plus signagan.

Anatomy of the Toolbar

At the top of the panel there is atoolbar. Fom hereyou will perform most of the actionsthat canbe
done with the Switthboard. Thereare some distinctive sections asfollows:

Action bar

' & = i)
AGCLGREEEED

Theaction bar consids of a row of buttons that represent actions that canbe takenfor active calk.
The buttons will be displayed only is the user has been given permission for the action. To activate
an action, you need to first select the destination or target button with a click of the mouse. Aftel
you have done that, the bordersof the target button will turn to red.

After selecting a taget extension, you canperform your command by clicking on the appropriate
action button. Thefollowing actons are available:

Button Action
t‘ Required pamisgon: dial
» Will originate a callto the button previously sdeded from the list of available

extensions. Your phone will ring and after you pick it up, it will dial the

Dial requesed degination extension
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Button

Action

A

Transfer

Required pamisson: transfer

Will initiate a call transfer to the button previously selected from the list of
extensions

\\<

Required pamisson: transfer

Will initiate a transfer to the voicemail of the selected extension

,._.
-_)

Transferto
voicemalil
L Required pamisson: pickup
e " Will pickup the ringing extensionthat was sleded.
Pickup
— Reqiired pamisson: spy

Will start a callspying sesson. It will first ring your phone, and after you pick it
up, it will gart listening to the previously seleced extension.

= :

= ) z 5
¢ |

@

Reqiired pamisdon: whisper

Will start a callspying sessbn with whisper enabled. It will first ring your
phone and when you pick it up, it will start spying on the previously sekcted
extension. You canthen talk to the target extension without the other party
hearing you.

Reqiired pamisson: hangup

Will hang up the first active callon the selected extension.

:
B :E

Record

Reqiired pemisson: record

Will initiate or stop recording on the selected extension. A call that is being
recorded will be marked with a casette icon.

Filter Box

Filter:

Type text in thisinput box to filter out any button having a label that does not match your filter. If
you have a panel with a hundred buttons and you only want to see the state for dBobg, just type
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0Bobg into the input box, and allbuttons except thosecontainingdBod ¢  hie Riddén.

Dial Box

Dial:

Thedial box is powerful option, with multiple actions:

Option

Action

Dial to a phone number

Whenyour phone is idle, just type in a number and press ENTER
your phone will ring andwill originate a callto that number

Transferto any number

Whenyou are on an active call you cantype in a number (either an
internal extension or an external number) and pressBENTER Thiswill
transferyour current callto that number.

Invite any numberto a

If you sdect a conferencebutton, type a number in the dial box, and

conference hit enter, the Switchboard will originate a call to the number typed,
and will sendthe callto the sdeded conference.

Direct VoIP dial Type a sipaddress with the format: ISP/ $(ext)@%$(domain) and the
Switctboard will originate a direct sip callto that extension @
sewer.

Phonebook search Anything you type here will be searchedin the visual phonebook as

you type, and resuts will appear asa selection list at the bottom of
the box. You canusethe arrow keysto sdect the proper resut, and
then clickon ENTERo originate a call to the sdeded number.

.tel domainlookup

If you type a .tel domain, the system will perform a DNS domain
lookup and display any matching resuts that are found. You can fnd
voice numbers, direct VoIP dial, and Web sites. If you sekct a resut
and pressenter, acal will be originated to the phone number, direct
VolPcall,or the target Web page will be opened ina new window.

Presence Select Box

You can use this to set your presence information. The information is stored in the EasyVO
database, and is immediately shown to other Switthboard users. Any presence state other than
Available will set your phone into do-not-disturb (DND) mode. In a similar manner, if you use the
appropriate feature code (*78 or *79) to togde the DND status of your extension, the change will
alsobereflected inthe Switchboard.
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Available

Co not Disturb

Out ta lunch

Meeting

The presencestate will not affectyour dialing behavior: it will just tell other Switthboard usersabout
your current availability.

Alittle presenceicon on your button will reflect your status. If you mouseover the presenceicon of
any extension you will see a tooltip with the textual state, in addition to the color.

If the standard present states do not answer your requirements, the last option in the select box,
named Other, allows you to specify any free text for your presence.

Extensions

Extengon buttons show lots of information pacled in a small rectangle. Thereare two colors for the
button:

1 green ndicatesthat the extension isfree and not engaged ina call
1 red indicatesthat the extension is busyandcurrently engaged inacall

Theicon will remain greenwhen the extengon is ringing, but the line icon will indicate the ringing
state. There is alsoan additional (yellowish)color that is used wherbeviceAdUser mode enabled in
EayVOIlZo indicae that the device is inadhoc mode. This isanexample button that is ringing:

2 3
y /
\
RS 4 / - 4
N \
\\ \ ! =
606 Nicolas Gudino
5 A3 777 Test 1A% st 7
3, Linea 2 inactiva
~
~.
g
e

6

Thebutton has anumber of elements;

Hement BExplanaion
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Hement BExplanaion

1 - Presenceicon Indicatesthe presencestate for the extension.
Green dicle meansthat the extension is not in a cal.
Red cirte indicates that the extension is busyor in acall.

Little cardicon indicates a speciapresence thatwas setby the user. The
color of the cugom presence is configurable. If you mouse over the icon,
a tooltip with the cugom presencetext will appear.

Tapeicon indicatesthat someone initiated a call recording from within
the Swichboard, and that the call isnow being recorded.

Clickingon the presence icon will display an action menu: if you have the
appropriate permission,you will be able to add, remove, or pause the
member in a queue, or send an email to that user (if the email setting is
defined inthe button configuration).

2 - Button Label Displaysthe text label for the extension. It shows the extension number
followed by the text label that is asociated with the button.

3 - Information Stows if the extension ispaused, by showing a clock (for queue
icon members). If the extensbn isengaged in a call that came from a queue,
mousing over the icon will display an informational icon that will show
the queuefrom wherethe call ame from.

4 - Voicemail icon Thisicon, inthe shape on envelope, indicates if there is voicemail waiting
or stored for the extenson. The number of messags is displayed in the
tooltip when you mouse over it.

5 - Line activity icon Indicateswhether the line isringing, isengaged inan outgoing call (right

arrow), engaged with an ncoming call (left arrow), or on hold (hourglasg.

6 - Line calerid Showsthe calerid name and number, if available

7 - Line timer Showsthe timer for the current call.

Performing Actions

Buttons can be clicked to select or desekct them. When a button is sdeaed, the border of the
button will become red. Once a button is sdeded it will became the target button for any actior
that you choose.

Bvery button in the toolbar requires that a degination button also be selected. Cicking an actin
button with no extension selected will not trigger any action. Some actions will work only on the
active line for that extendon. Forexample, if an extension hastwo calls, and one of them is on hold.
if you clickthe record button it will start recording only the active line and not the line on hold. The
same happens withthe hangup button: if you have two calls on your phone and one is on hold,
clicking the transfer button will redirect your active call, andnot the call on hold.
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Totransfer a cal, when talking to someone, click on the target extension(whichwill be highlighted
in red)and thenclickthe transfer kutton on the toolbar.

Torecord a conversation to disk, click on the extengon button that you want to monitor and then
clickon the record button on the toolbar.

Action Submenu

[ send email

) Pause Member

Unpause Member

Add te Administracion
Remove From Adminiztracion
Add to Ventas

Remove from Yentas

Add to Soporte

Remove from Soporte

Afdd to Test

3 I e I e R

Remove Mmom Tesl

The presence icon for any type of button canbe clided to perform additional actions. A single click
on the icon will cause a popup menuto appear, listing the available actions for the selected button.
In this manner, you canadd, remove or pause membersin a queue, sendemail to users, or pickuf
parked, qieuedor trunk calls.

Theaction submenufor extensions allows you to send emails to users(if the email setting is definec
in the button configuration). You canalso pause or un-pause a queue member, or you can ald or
remove the extension from any available queue. You cam pickup call§rom parking sbts, trunks ancd
queues.

Thesubmenufor queue members allowsyou to remove them, pause,or un-pausethem.

For conferences you can perform global actions or individual actions, suchas mute, unmute, lock,
unlock, etc.

Visual Phonebook

At the top right-hand side of the main panel window, thereis a phonebook icon. When clickedyou
will be presented with a phonebook application where you canadd, edit or delete entries. Click or
the Add button to insert new records, or click the action buttons for each record to view, edit or
delete them. Theae is a searchbox that allows you to searchfor any string or number. Thereis alsc
an Export button that letsyou export your phonebook in CSV format.

Phonebook entries will be searchedn reattime when you type something on the Dial box, so it car
be used as a company diredory. It will also be searched when an inbound call is received. If the
caller id matches one of the entries, it will use the name and picture of the contact for a cal
notification that will pop up at the lower right hand of the Switchboard screen as depicted below:
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Importing Data

You canimport CS\Wdata into the Switchhoard phonebook by clicking the Import icon. When you
clickit, it will show you an extra field where you cantype or seach for the csv file to import. The first
line on the CSV fe must contain the field names, and the following lnes the records you want tc
insert.

A sample file would look like this
firstname,lastrame,company,phonel,phone2,private
Nadho,Rodriguez, Téecorp,123900001,125900002,n0
John,Doe,Smcorp,55555555,,606,n0

Mog fields are selfexplanatory, such asfirstname and lasthame. The private field lets you mark
whether a record as pilivate or not; private records can only be edited or viewed by their owner.

Queues

Queue buttons have ©me particularities. Besides thequeue name, they will show the list ol
members or agents belonging to the queue, with a little icon representing the member state, anc
alsothe list of calswaitingon the queuewith their cadl counter andtimer, asdepicted below:

Queue Label

/

Member Status Icon 7
S 102 Soporte

1 OManuel Heredia
ZoDeparamento A
~uNicelas Gudino
24 Paula Rimleri

Member List

== 1, «B02> Nicolas Gudino
00:00.05

A—'/
Calls Waiting List
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Theyalso can be usedto filter out extensionbuttons. When a queue button is sekected, only the
extensions that arepart of the queue will be displayed. This isparticularly useful or call center
managers, so that they canfocuson a particular queue activity, removing the 'noise’ of other queues
and extensions.

Thestate icon for the queue membersmight be:

-

S = ready
|

“ = busy
H
et | . .
e = unavailable / invalid
I::i::l = paused.

The Switchboard can also monitor agent or device names, and rename extension buttons
acordingly.

Pickup Queued Cdls

You can click on a call waiting in the queue to display the pickup suomenu. If your extendon is
allowed to pick up calls, you canclickon the action and the waiting callwill be redirected directly tc
your extensia:

Tru nks

Trunk buttons show the number of chanrels active for the particular trunk. Tunks also dispay
detailed information regarding bridged calls,with channel name and callerid.It is important to note
that bridged channrels are the onesthat are linked to another chanrel. Cals that are not answered,
or that areinside anapplication, suchas IVRyoicemall, etc., will not be displayed.

Cickon the chanrel name to bring up anaction submenu, with the option to pick up the call.

Cickingit will redirect the callto the logged inextengon.

Conferences

Conference buttons will show all participants in the conference. They alsoinclude specialactions tc
be performed on the conference tselfor to a seleced participant.

Thereis a little icon to the left of the conferencelabel: click on the icon to display a specialaction
menu that will let you lodk or unlock the conference, or mute (or unmute) all participants in the
conference.

Tothe left of every participant there is also a member icon: it will be green for regular participants,
or blue when thatparticipant is the admin user. Cick on the icon to open up the action menufor the
selected participant, where you cantoggde mute for the useror kickthem out of the conference.

You must have the meetme permisgon in order to activate theseactions.

Call Center Stats

Introduction

EasyVOIZallCenterStatsis a reporting system for monitoring call certers basedon Asterik. The
system allows you to run reports on call center actiity, divided by and filtered by agent and
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time, which shows a detail of what happened inyour call center.

Thedefault username used to accessthis dialog is admin, and the defaut password is also admin.

Recommendation

Werecanmendthat you change the admin passvord the first time you login: clickon
the Userstab and then clck on admin user.

Reports
With EasyVOIEZallCenter Stasyou cansee:

i Cals ansvered
i Callabandoned
1 Incoming Call Statstics

0 ByAgent
0 ByQueaue

9 Distribution of cals by week and day
9 Distribution of cals per hour
1 Easyretrieval of call recordings

Reports canbe execued while the call center isin operation, sothat you cansee information in real
time, without delay.

You canalso listen to calsthat have been recorded right through your computer using your browser.
You canalsoexport data to comma sepaated files(csv) or to PDF brmat.

CallCener Stds is a web based application, which meansyou do not need any software on the
client machine, except a web browser. Toview the interactive graphic, you must have the Hash
Payer.

Administr ation and Configuration of Users

As soon as you connect to the repating system through your web browser, you must set accese
credentials.CallCenter Sats has a powerful system of permissons to control resources, which are
fully configurable by the administrative user.

Home

Login Form

Username

Password

Login

Page processed in 0.0149 seconds ccQstats powered by Xorcom
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Usemname Key Notes

user user Basicdvel of access

Cannot create usersor perform system configurations

admin admin Administrator

Canperform all operations,induding the creation of users

To creae users and assgn permisdons, to need to log in as admin user, so that you have
administrator privileges. Once logged in, you must choose the Uses tab so that you canmodify and
createnew aaccounts and their permissions.

Home User Access Setup Logout Welcome Xorcom Login

AddUser | Delete marked Users | EditTokens | EditACL

Users

Username Password Name Access Tokens

admin password Admin | usera dmin,agent

Page processed in 0.3616 seconds ccQstats powered by Xorcom
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Recommendation

We recanmendthat you change the admin passvord the first time you log in: click on
the Users taband then clck on admin user.

Toadd a user, simply select the option from the menu. To delete a user, checkthe checkbox to the
list of usersor to delete and select Delete Users menu marked. Tomodify a user,clickon the line for
the user,whichwill openthe edit screen users

Editing Users

In the edit screen, users can enter the accessdata such asaacount name and password, aswell as
assin acesskeys to select the queuesand agents that may be accessed by this acount. You can
select all columns or choose anindividual or agent in the sekction box.
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Home User Access Setup Legout ‘Welcome Xorcom Login

Add User | Delete marked Users | Edit Tokens = EditACL

x Add User
Username Select Queues
| AL
2011
Password 2021
92000

Select Agents

9021
Name
\Access Tokens
user
admin
agent

Page processed in 0.3616 seconds ccQstats powered by Xorcom
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Access
Inthe systemthere are 3 defined acesskeys:

1 admin
1 user
1 agent

Thesekeys can be assgned individually or in combination to user accounts that you define.
Depending on the keysthat are assgned an acount, it can acessthe various reports and reportsas
they are defined in the Elit screen in the Access Qontrol tab Users. For example, it is possble tc
redrict the reporting of service level to accounts that hold the key agent only. Thisway, if ar
acount is rot allocated this key, the report will not be shown.

The Acess Gontrol menu option alows usersto define the acesskeys that are required to acees:
eachof the reports andoptions in EasyVOIZallCenter Stas. In normal use,there is no reed for
modifications. However it is possble to limit the reports to different levels ofusers byassgning eact
of the three keys of accessavailable to them.

Home User Access Setup Logout. ‘Welcome Xorcom Login

AddUser . Delete marked Users © EditTokens i EditACL !

Access Control

Resource Reguired Tokens

Abandon Rate user

Add Keyward admin

Add User admin

admin-setup.php admin

User Access Page admin

Agent reports user

Agent Availability (for all queues) user

Agent Session and Pause Durations user

Agent Summary user

Answered calls reports user

Answered Calls by Agent user

Answered Calls by Queue user

Answered Calls Detail user

Answered report summary user

To change the table of accesscontrols, simply click on the resource you want to change, view the
display for editing aceesscontrol. Fom here you candefine what acaess keys are needed to view or
select the remedy chosen.

Toassign keysto make them click on the selection list. Usng ctrl-click you cancheckmore than one.
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Home User Access Setup Logout

Welcome Xorcom Login

AddUser | Delete marked Users § Edit Toksns | EditACL

Access Tokens
Token 1
user

Token 2
admin

Token 3
agent

Page processed in 0.1984 seconds ccQstats powered by Xorcom
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TheSetuptabletsyou set preferencesand general sttings for the program, suwch astime intervals in

different reports, language, time of abandonment by default, etc.

Home User Access Setup Logout

Welcome Xorcom Login

AddKeyword | Delete marked Keywords

Configuration Parameters

| Keyword

Parameter

Value

default_end_hour

23:59

default_start_hour

00:00

dict_agent

100

Agent 100

dict_agent

101

Agent 101

dict_agent

Agent/202

Test Name

distribution_interval

60

first_page

distribution.php

honer_timeframe_in_agent

true

language

Oo|oom ooo| ol

en

minimum_abandon_duration

0

Configuration Variables

Vaiable BExplanaion

alarm_hold_duration

Alarmin seconds for wait time in queuein reaktime view. Canbe set
per queue

alarm_last_call Alarm in seconds for last call taken by agent, alsofor the reaktime

view. Canbe setper queue

alarm_wait_count

Alarm (in number of calls)for calswaiting in a queue

alarm_wait_threshold

Thredold (in percentage)from whichto start coloringin alarm cals.

defaut_end_hour

Defaut end hour in HH:SSormat for the date/time sdedion

defaut_start_hour

Defaut start hour in HH:SSormat for the date/time selection
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Variable BExplanaion

dict_agent Dictionary entry for Agents. It will replace the agent set as the
parameter to the value you specify(S you canuse namesinstead of
interfaces).

dict_queue Dictionary entry for Queues. Same as the agent dictionary, but for

replacing queue names.

distribution_interval

Time interval inminutesto split the distribution table

first_page

Initial page to load (eg. answered.php, unanswered.php,
distribution.php, agent.php). Carbe set per user

honor_timeframe_in_agent

Honor time frame sdedion in Agent Tab Reports. It will also try to
‘compute’ missing eventsfor the period if they are not in the logs

language

Language to use

minimum_abandon_duration

Duration threshold (in seconds) for a call to be considered as
abandoned (if duration is lessthan this value, then ignore the cal).
Foecifying the queue name as a parameter will apply the value to
that queueonly

no_animation

Do not useanimations inbar chats

realtime_refresh

Time in secondsto refreshthe reaktime information. Defaut value is
5 seconds

recordings_peth

Recordings bcation from which to perform the direct download.

recordings web_url

If the table recordings is populated with uniqueids and filenames,
use this parameters as the start of the url to find the filename in
order to be able to listen to the calls

sla_nterval Time interval in seconds to split the table for SLA(Sevice Level
Agreement)
spychanel Channel or device to use for spyng/coaching, the parameter must

be setto the stats username and the value to the full channel name,
like SP/1234
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Variable BExplanaion

spyontext Asteriskcontext where to sendspy calls,it must be similar to this
one:
[spy]

exten =>_X,1,ChanSpy(SP/${EXTEN},w)
exten=>_X,2,Hangup

Sdecting Reports

Onthe Home tab isa section where we will have to specify the minimum datato generate a report.
Theseinclude the sdedion of the queue or, if having more than one, the agents and the range of
dates andtimes.

Home User Access Setup Logout Welcome Xorcom Login
Select Queues Select Agents
Available Selected Available Selected
8011 TestName
¢ [2021 B @ |Agenv205
2000 Agent210
Pi@ (9021 Bil@  |Agent213
\Agent/215
‘Agent/220 -
Select Date Range Select Time Frame
Shortcuts From: |00[=] [00[<] hs
Today | This week | This month | Last 3 months To: [23]=][59[=] hs
Start Date 12[] March  [+][2010  [+]
End Date |12[<] Maren  [L][2010  [4]
Display Report
[Page processed in 0.0479 seconds ccQstats powered by Xorcom
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Filtering Queues and Agents

By defaut the reporting system will report on all Queuesand all Agents. You can flter this reporting
by only selecting the specfic queue(s)and specific agent(s) you wish toreport on. You canthen filter
by Data and Time aswell.

Fil ter by Date Range Hours
Selectthe dae range for the reports. Some shortcuts are provided for date selection, induding:

1 Today: Slects the current day

1 This veek: Sekctsweek beginning the Monday before

9 Thismonth: Sekctsfrom the 1st dayof the month until the last day of the month
1 Last3 months: Slectsthe last 3 months, on the last day of the lastmonth.

Onceyou have sekcted allthe paametersto generae a report which are:

Queaues

1

1 Agents

1 Date Rarge
1 Time Frame
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Now you canclick on Display Regport to geneiate your reports.

Results

Oncethe report is displayed you will have a set of tabs acrossthe top of the page. Thefirst tab is
Distribution. Quantity of calls distrbuted asfollows:

ByQueues

Per Month

Per Week

Per Day

Per Hour

Per Day of Week

=A =4 =4 =4 -4 =9

You canscioll down the page to view eachreport section or click on the underlined sub-tabsin blue
and jump right to that section.

Hame Distribution

Pergueve : Permonth | Perweek = Perdav  Perhour | Perdayof week

Answered Unanswered Realtine Agent User Access setp Logout Welcome Xorcom Login

Report Info Total Calls

Queue: 8011,8021,9000,9021 Number of Connected Calls: 1417 calls

Start Date: 2010-01-01 Number of Answered Calls: 1290 calls

End Date: 2010-03-31 Mumber of Unanswered Calls: 127 calls

Hour range: 00:00 - 23:59 Abandon Rate: 8.96 %

Period: 30 days Transfered Calls: 0 calls

Agent Login: o

Agent Logoff: 0

4 Call Distribution per queue 28

Queue

Received

Answered

Unanswered

Transfers

% Answ

% Unansw

Avg Durat.

Avg Wait

91.26 %

B.74 %

6:43 min

25 secs

91.26 %

B.74 %

5:11 min

17 secs

88.10 %

11.90 %

4:52 min

6 secs

olal|e|e

0.00 %

100.00 %

0:00 min

66 secs

°

91.04 %

8.96 %

Note

In the report, whenever you see numbers or namesin orange, saoll over that text
with your mouseand clickon the link and it will display the call details for this queue
or agent. This isa common feature throughout all the reports.

Oncethe call detail is open and you are recording telephone calk, there is a column on the right
hands side that states 6P ay€. Scoll your mouse of the dPlayé icon and a flash player will
automaticaly beginto buffer the recorded call and begin playing it backto you. If you would like tc
download that specifc recording to your computer, clickon the green down arrow to the rig ht ol
the play lutton and select whereyou would like to save the file.
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Gonfiguration

It is alsopossble to automaticaly save recordings to an external server or HDD, and
convert all recordingsto MP3 file format.

Eachreport also hasthe option to be exported to CSV or PDF, and there is a link to each format at
the end of eachsubsection. This is @ommon feature throughout all the reports.

Calls Answered
Thesecond tabis labeled Answered. Reports on quantity of callsAnswered asfollows:

ByQueues

Per Agent Service
Level Disconnection
Cause Aswered Calls
Detail Transfers

= =4 =4 =4 -8 =9

You canscroll down the page to view eachreport section or click on the underlined subtabsin blue
and jump right to that section.

Calls Answer ed Overvi ew

Home Distibuton | Answered | Unanswered Realtine Agent User Access Setup Logout Welcome Xorcom Lagin

Answered Callsby Queue  Answered Calls by Agent  Servicelevel | Disconnection Cause = Answered Calls Detail | Transfers

Report Info Answered Calls

Queue: 8011,8021,9000,3021 Answered Calls 1290 calls
Start Date: 2010-01-01 Transfered Calls 0 calls

End Date: 2010-03-31 Avg Durat.: 371.57 secs
Hour range: 00:00 - 23:59 Total Call Time: 7957:25 min
Period: 90 days Avg Wait: 14.31 secs

4 Answered Calls by Queue

Queue

Count

8011 856 calls 66.36 %
8021 397 calls 30.78 %
=ls] 37 calls 2.87 %

|

Answered Calls by Queue
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4@ Answered Calls by Agent

Call Time

% Call Time

Avg Call Time

Avg Wait Time.

®

1776:08 min

22.21 %

6:31 min

19.73 secs

1315:50 min

16.45 %

4:59 min

19.43 zacs

186:43 min

2.34 5%

6:01 min

3.26 secs

1567:35 min

19.80 %

9:40 min

14.10 secs

1058:09 min

13.73 %

6:57 min

18.59 sacs

695:45 min

8.70 %

4:49 min

5.52 secs

780:16 min

5.76 %

5:25 min

6.53 sacs

8.14 5% 505:48 min 6.37 5% 4:51 min 828 secs 7.89 secs

0.78 % €7:07 min 0.84 5% 6:42 min 85 secs 8.50 secs

Total Time per Agent (secs)

Thesub-reports show the time per agent and number of callsansvered by eah agent.

Thecolumns are;

1 Agent: The name of the channrel / agent can display the details of each cdl handled. Cals:
Number of callsansveredby this agent

= =4 =4 =4 -8 =9

Call% Percentage of callsanswered within the current selection
Duration: Time in minutes cumulative total of all callsanswered.

% Of tme: Smilar to the number of calls

Average: Theaverage duration of callsto the agent

Waiting time: Waiting time accrued for all calls hadled by the Agent
% Peiod: average waitingtime (% Time-out cals)

Thereare also interactive bar graphs stowingthe cumulative duration of callsper agent, the number
of calls, etc. Pointing the mouse you can see in detail the values that are represented in each

column.

Important

Note that the percentages (suchasthe percentage of length) are cdculated basel
on the selection of agents that have been made, and not all of the agents. Thit
meansthat if you sdect one agent for a report, the percentage will be 100%. Thit
alsoappliesto other reports

Seavice Level

Thisreport shows the distribution of waiting timesin queue of calls,with short time intervalsof 15

seconds.
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@ Service Level 28
Answer Count Delta % service Level
Within 15 secs 960 calls +950 74.42 %
Within 3 1149 calls +183 89.07 %
Within 4! 1227 calls +78 95.12 %
Within & 1254 calls +27 97.21 % R
Within 7 1263 calls +3 97.91 % o ----,---_-?
Within 9 1267 calls +a s8.22 % A A A S P S
Within 1 1276 calls 9 98.91 %
Within 1 1283 ealls 7 99.46 %
Within 1 1285 ealls +2 99.61 %
Within 150+ secs 1290 calls +5 100.00 %

Thereport shows the percentageof callsthat were treated within eachtime interval. The Delta
column shows the difference of calls from the previous time interval. The percentage column
displaysthe percentageof calls anweredwithin that interval.

Disconnection Cause

This reprt showsthe cause of so-called dsconnection.

4 Disconnection Cause =l
s i o Disconnection Cause
Agent hung up 878 calls 68.06 %
Caller hung up 412 calls 21.94 %
Transfer O calls 0.00 %

What is interesting about this report is that it is showing who terminated the call: the agent or the
caller. To enhance the customer service experience agents should wait for the caller to hang up.
prior to the agent hanging up. Thiseliminates the possbility of hanging up on customer when they
might come back to ask another question they forgot about during their conversation right after
they said dgoodbye¢. Qustomers always experience asenseof relief when the agent is still on the
phone to answer that last quegtion.

Answered Cdls Detail ed Report

This report shows more details on specifc callsanswered by an agent. When clickingon the orange
hyperlink under date it will alsodisplay how and whenthe callwasanswered inthe queue.

4 Answered Calls Detail ek
Date Agent Queue Phone Number Event Wait Time Call Time Actions
Agent/213 2011 7325417900 COMPLETEAGENT 5= 1:25 min OF
Agent/234 2011 5787581045 COMPLETEAGENT 27 se 5:00 min Of 4
Agent/258 8021 5524485310 COMPLETEAGENT 3 sacs 10:51 min OF 4
Agent/258 g021 3126627903 COMPLETEAGENT 3 s 0:29 min DR J
Agent/215 2011 7174456701 COMPLETEAGENT 5 sec 2132 min Of 4
Test Name s011 7275307700 COMPLETEAGENT 5 secs 17:05 min ¥
Agent/215 2011 7012568150 COMPLETEAGENT 25 s 1125 min Of 4
Agent/z28 s021 8604412430 COMPLETEAGENT 3s 133 min DR 4
Agent/213 2011 2706835250 COMPLETEAGENT 2 s 1:05 min ¥
Agent/205 s021 441473237600 COMPLETEAGENT 2 zec 1106 min OF 4
Agent/zz8 8021 s036163227 COMPLETEAGENT 4 secs 3:18 min OF 4
Agent/220 8021 7174456701 COMPLETEAGENT 9 s 1,42 min DR J
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Agent/213 8011 7325417900

COMPLETEAGENT

5 secs

1:25 min

2010-01-04 07:42:10 8011 ENTERQUEUE NONE 7325417900
2010-01-04 07:42:15 8011 CONNECT Agent/213 s 1262616130.1557
2010-01-04 07:43:40 8011 COMPLETEAGENT Agent/213 5 &85 1

Transfers

Thisreport shows how many callswere transfemred to eachextension in the time interval sdedec
for the report. Naote: When a callis transfemred, the system doesnot record the duration of the calls

within the queue.

4 Transferenclas

hgente Hasta: HNro
SIF/EDL B0&@Einternos g
SIP/E0L BO2@intarnos &
SIF/E04 B01@intarnos 134
SIF/E04 9908 TS 4
SIP/604 B02@nternos 2
SIFE04 BO6@internas 12
SIFYE0L fan@default 1
SIF/604 603@internos 2
SIFY60L BO6EIntarmos 2
SIF/E0L 607&internos 1
SIPIEO4 | so7@intarnos B

Figira 4.8: Sumario de transferencias

Unanswer ed calls
Thethird tabis labeled Uhanswered, whichreportson:

Abandon Rae
Disconnecion Cause
Unanswered Cals byQueue
Disconnedion Cause

=A =4 =4 =4 =4

Home Distributon Answered \ Unznsvrered | Reaftime Agent User Access Setup. Logout i e S ren (T
Abs jon Rate Disconnection Cause Unanswered Calls by Queue Unanswered Calls Detsil

Report Info Unanswered Calls

Queue: 8011,8021,9000,9021 Number of Unanswered Calls: 128 calls
Start Date: 2010-01-01 Avg vait time before disco ctt 189 secs
End Date: 2010-03-31 Avg queue position at disconnectio 1

Ho g 00:00 - 23:59 Avg start gueue position: 1

Period 90 days

Unanswered cals arethose that have been lost (the caller could not connectwith an agent). This cai
occur when thecaler decidesto disconnect by not wanting in queue or the queue decidestc
dismnnect the caler after the end of the maxmum waiting time andtransfersthe callerto voicemai
or to another queue.

Disconnection Cause

This reprt showsthe reason for disconnecion of calsthat were not completed.
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4 Disconnection Cause

Cause Count
—
Abandon 69 calls 53.91 % -
Exit with Key 0 calls 0.00 % |
Exit with Timeout 59 calls 46.08 % -
-

Disconnection Cause

Thepossible reasons are:

1 Hanguw by the caler
1 Calltime reachedthe maximum waiting time configured inEasyVOIbr the queue
1 Caler activated option of leaving the queue

Unanswered Cdls by Queue
This report provides a breakdown of the calls byQueue that could not be completed.

4 Unanswered Calls by Queue T®
e i 2 Unanswered Calls by Queus
8011 B2 calls 64.06 %
8021 38 calls 29.69 %
ol 6 calls 4.69 %
9021 2 calls 1.56 %

If the report shows more than one queue, there will be a number and percentage of callswith
regard for eachqueue accompanied bya graphic ilustration.

Unanswer ed Cdl Details
This reprt details callsthat could not be answered.

4 Unanswered Calls Detail

Date Queue Phone Number Start Position End Position Wait Time
8011 5022510304 Abandoned 1 0:09 min
9000 7874552066 Timeout 1 0:16 min
8011 9565476700 Timeout 1 3:00 min
8011 6024372234 Abandoned 1 2:11 min
9000 9318815530 Abandoned 1 0:00 min
8021 2487392152 Timeout 1 3:00 min
8011 6316318400 Timeout 1 3:00 min
9021 9546724466 Abandoned 1 0:12 min
8021 5088300088 Abandoned 1 2:44 min

By clicking on the orange date and time link on the left, you candisplay the granular detail of the
abandon callthat enteredthe queue and when they hung up.
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Date Event Agent infat infa2
2010-01-07 13:57:39 8011 ENTERQUEUE NONE 6024372234
2010-01-07 13:57:39 8011 RINGNOANSWER Test Name 0
2010-01-07 13:57:49 8011 RINGNOANSWER Agent/z24 10000
2010-01-07 13:58:02 8011 RINGNOANSWER Test Nzme 0
2010-01-07 13:58:02 8011 RINGNOANSWER Agent/213 0
2010-01-07 13:58:02 8011 RINGNOANSWER Agent/215 0
2010-01-07 13:58:12 8011 RINGNOANSWER Agent/224 10000
2010-01-07 13:58:28 8011 RINGNOANSWER Agent/224 10000
2010-01-07 13:58:33 8011 RINGNOANSWER Agent/215 0
2010-01-07 13:58:34 8011 RINGNOANSWER Agent/213 1000
2010-01-07 13:58:34 8011 RINGNOANSWER Test Name 1000
2010-01-07 13:58:44 8011 RINGNOANSWER Agent/224 10000
2010-01-07 13:58:59 8011 RINGNOANSWER Agent/224 10000
2010-01-07 13:59:12 8011 RINGNOANSWER Agent/215 1000
2010-01-07 13:59:12 8011 RINGNOANSWER Agent/213 1000
2010-01-07 13:59:12 8011 RINGNOANSWER Test Nzme 1000
2010-01-07 13:59:22 8011 RINGNOANSWER Agent/224 10000
2010-01-07 13:59:38 8011 RINGNOANSWER Agent/224 10000
2010-01-07 13:59:43 8011 RINGNOANSWER Agent/215 o
2010-01-07 13:59:43 8011 RINGNOANSWER Agent/213 o
2010-01-07 13:59:44 8011 RINGNOANSWER Test Name 1000
2010-01-07 13:59:50 8011 ABANDON NONE 1 1 131
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11. System Protection

Introduction

At this stage, we have a fully-functional EasyVOIZonfigured precisdy the way we need. Now, we
need to makesure it staysthat way. BEven with the best hardware, the failure of a system component
is a danger that is always present. Without proper protection and backys, we could wind ug
without a working PBXand have no way to regtore it. Inthis chapter, we will disaussthe following:

Sysem protection using UPSdevices,redundant components, and surge protection
Making one-time backups

Gonfiguring recuring backups

Resoring a backup

Maintaining backupsets

=A =4 =4 =4 =4

SystemProtection

Thereare many ways to protect the components of a sewver from failure or damage. While dealinc
with a EasyVOIZhese protection methods are even more important. As EasyVOIZontrols voice
communications for a company, downtime often meanslost income and angry employees.

While the installation and seup of the equipment listed here is beyond the scope of this book, it is
worth keeping them in mind during installation.

Uninter ruptib le Power Supplies

An Uninterruptible Power Supgy (UPS) is essential to every VoIP system. A UPS acts as a battery
backupin the event of a power failure. If the power supply is cut, anything plugged into the UPSwill
continue to run until the battery runs out. Most UPSunits will alsobe able to send a shutdown sgna
to the server whenthe battery is nearlyempty, allowing aclean shitdown.

Same UPSunits will alsoprovide a power conditioning service, sending a stalde level of power to any
attached device. Thisprotects any attached equipment from surges or dips on the power line that
canbe very damaging. Note that power conditioning is not included in all the makesand models ol
UPS,s0 be sure to chedk before purchasig.

Also note that for a VolP PBXto continue to be truly effective during a power outage,it must be able
to maintain an Internet connection for any VoIP trunk. It is generally a good idea to ensure that the
UPS will power not only the PBX but also any modems, routers, and switches required for
connedivity.

Redundant Components

D-link EasyVOlgrovides options for various types of redundant components. Themost commor
redundant component is the hard drive, usually set up in a RAD configuration. Thisallows aharc
drive to fail while the sewer keeps running. Power supplies are also a cmmon redundant
component, again allowingfor one to fail without downing the seer.

Surge Protection

The most common type of surge protecion is for power lines, but suges can affect other
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components of the EasyVOIl#at will impact functionality. If analoglinesare in usewith analog
ports, a power surge down the phone linescan ruin equipment. A power surge down a cable or DS|
line can t&e a modem out of operation, or any other routing equipment attached to it. It is
important to install surge protection on thesetypesof entry pointsto EasyVOIZ

Backups

EasyVOIlZllows a system backupof voicemails, system recordings, system configuration, CDRs, anc
Operabr Panel configuration to be taken. Backyps can be taken on a one-off basis, or &
schauled basis.

Backing up voicemail will backup all the voicemail messajes and outgoing voicemail greetings for all
the usersconfigured on the system. If thisis not badked up, thenall the users vill have to re- record
their greetings, and they will be unable to retrieve historical voicemails which were received before
the failure.

Backng up s/stem recordings will back up all the voice prompts and cusiom music on hold
recordings. Without this backup, prompts for IVRs, follow-me, queues,and musicon hold recordings
will all have to be re-recorded or re-uploaded after a system failure.

Backng up system configuration will back up all the configuration data. Thisincludes all of the
configuration data for trunks, users, devices, IVRS, queues, time conditionst pretty much all the
configuration data on the system. Without this backup, the system will have to be reconfigured al
over again after afailure. This willbe akin to starting from scratch.

Backing up CDR data will back up all the call detail records stored on the system. Without this
backup, if the system needsto be rebuilt all CORrecords will be lost. Thereis no way to rebuild CDF
records without this backip.

Backing up the Operaor Panel will backup all the HTML and configuration data for the Switchboard
Without this backup, any Switcliboard cusomizations will have to be completed again, and the
Switchboard will have to be reconfigured.

Configuring Backup
Admin" Backup & Restore

In order to set up a backup, navigate to the Admin menu and select the Backup & Restore dialog,
clickon Backup in the menu on the right, andclick on New Backup:

Backups

Restore

SErvers
Templates
Copy2Production
Default backup
FULL BACKUP

TheBackup dialog will be displayed asfollows:
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Backup

Backup Name
Drescription

Status Email

Items

Backup ltems

Type Path/DB Exclude Delete

Hooks

Pre-backup Hook
Post-backup Hook
Pre-restore Hook

Post-restore Hook

Backup Server

Backup Server This server

Storage Locations

Storage Servers

Backup Schedule

Run Automaticalky

Mewver

Maintenance

Delete after o

Delete after 0

Sawe Dedete

T

L4

Templates

ooa's

Config Badeup

Ewclude Badoup Sattings

Full Badoup
System Audio

Voice Ma

Available Servers

Legacy Badoup {local)

Lol Storage {local)

Minutes ¥

runs
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Backup Name is a shat text to allow you to easly identify the backup set. Thename canbe up to 50
characterslong, induding spaces.

Degription allows you add useful nformation aout the backy. This field an contain up to 255
chartacters.

Satus Emal isthe email addressto which a notification will be sent when the backuptaskis run.

In the Backup Items sedion, slect items from the predefined templatesthat shouldbe backed up in
this backup schdule. Note that a singe EasyVOIl&ystem can have multiple different backug
schalules configured. It is possble to back up the System Configuration daily, VoiceMail weekly,
and System Recordings and CDRmonthly, if dedred.

The Hooks section allows you configure scripts that will be activated before and after backup or
resore.

The Backup Sever section allows you to sendthe backup any backupserver that is configured on
the system. By default, the EasyVOl@hacdine is defined asa backupserer. In addition, you canuse
the Severs menu (on the right-hand side of the dialog) to configure servers for Email, FTP, Locd, or
SSH

TheBackup Shedule section allows you to configure the frequency of the backup. In order to set ug
a scheduled backup, sekct one of the predefined schedules from the Run Aubmatically drop-dowr
menu, or select Qustom and define your own schedule from the table. In order to creae a one-time
backup, select Never from the drop-down menu.

TheMaintenance section alows you to control how long to keep backyps. You caneither configure
for how long to keep the backyps, or how many gererations of backup should be stored.

Cick on the Sulmit Changes button in order to save the schedule. Once saved, the backup will
appearin the menuon the right:

Cicking on the name of an existing backup schedule will load the Backup screen, allowing the
schalule and itemsthat are being backed up to be edited.

Backup Templates

Template Name Template includes Template does not include
MwQa Localcall detail recard database,
l.e.the MySQL databasenamed
asteriskardb
Gonfig Backup Localcall detail record database, | Canfiguration
i.e.the MySQL databasenamed customizationsthat may
asteriskadrdb havebeen made in
/etcl asterisk *. conf files,
e.g. * custom.conf files)¢
theyareincludedinthe
Full Backup template
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Template Name

Template includes

Template does not include

Exclude Backup Setings

Excludesthe badkup
setings

Full Bakup

CDRstemplate
Gonfig Backup template

Directory referenced by the
varidble __ ASJETCDIR_ (which by
default pointsto /etc/asterisk),
including all subdirectories

Directory referenced by the
varisgble _ AMPWEBROOT
(which by default pointsto
/var/www/html), including all
subdirecories. (PBXweb
administration consolemodules
arelocaed inthisdirecory tree)

Directory referenced by the
varidble __ AMPSBIN__ (which by
default pointsto /usr/sbin),
including all subdirectories

Directory / etc/dahd

User voicemails
Voice mailbox geetings

System audio greeting
recordings

Sysem Audio

Musicon hold filesreferenced by
the varieble
__ASIVARIBDIR_/moh (which by
default pointsto
/varl/lib/asterisk/moh) including all
subdiredories

Cugom system recordings sich as
IVRmenu recordings,referenced
by the variable
__ASIVARIBDIR _/sounds/custom
(which by default pointsto

/var/li b/asterisk/sounds/ custom)
including all subdirectories
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Template Name Template includes Template doesnot include
Voice Mail Exension voicemail greetingsand

messags inthe directory

referenced by the variable

__ASTSPOOLDIR _/voicemail
(which by default pointsto
/var/spod/asterisk/voicemail)
including all subdirectories

Amportal.conf

The amportal.conf file doesnot need to be spedfically backed up, asit is
= automatically generated from the configuration database

Sorage Servers

Thereare two defaut disk storage locations for baclup files:

1 LaocalSorage - this isthe defaut option
0 Thebackupfile is stored in /var/ spool/ asterisk/ backup/ (baclkupjobname)/ *.tgz' on the
localmacdhine
1 Legay Backup
0 Ony usedfor backups made prior to EasyVOI¥Z3

Backyps can be sentto addtional locations, suchas an e-mail account, a remote FIP server, a
remote sewer using S-TP, or aremote MySQL server. Theseoptions are usedfor serding backuypsto
a dfferent site.

Maintaining and Protecting Backups

Theway in which EasyVOIprovides backuys is simple and effective, but requires consideration of
two factors: storage and protection. In the same manner in which call recordings have to be
managed (or they will fill up all the available storage space) EasyVOIlBackup schaluleswill continue
to back up the system, and gore the backup data indefinitely. The backupdata must be properly
maintained or the system will eventually run out of space and ceaseto function. Make sure thatyour
backupproceduresinclude periodic deletion of old backup sés,to prevent your system from running
out of disk space.

Oncethe problem of badup maintenance is teéken careof, the problem of backup protection still
exists. Thebackupstaken by EasyVOIrZesde on the server itself. If the hard disk crashesor the loca
backup becomes corrupted, there will be no way to redore a failed sg/stem. Make sure that you
periodically move sets of backup data from your EasyVOIlZnacine to another location. It is
good practice to maintain aopiesof your backup at a different location, so enaure that are protectec
in caseof some catastrophe suchasfire or flooding.

Copyright © 2015 D-link. All rights reserved. Page 197 of 288




EasyVOIZ Reference Guide (rev. 4.6.2) Chapter 11-System Protection

Maintaining Backups

Maintaining backups is best acomplished by a scilipt that simply looks for backys older than ¢
certain threshold and deletes them. The following script will search for all backups older than 9C
daysand delete them. The script canbe adjusted to suit the appropriate backup retention policy for
your PBXby changng the value of the BACKWPEXPIRVine asfollows:

Thefollowing script is called OldBadkupDeletion.sh
#!/bin/bash

# Charge this path to reflect your backup gorage location

# (defadt is /var/spool/asterisk/backup)
BACKUPS=/var/spml/asterisk/backup

# Charge this numberto reflect the maximum age of badups
# (in days)

BACKUPEXPIRY=90

# Charge this numberto reflect the maximum age ofthe

# ddetionlogs (in days) LOGEXPIRY =365

# Current date

DATE=dae'

# Delete recordings dderthan EXPIRY days

find $BACKUPS-mtime +$BACKUPEXPIRY -execrm -rfv > removal -$DATE.log\
# Delete log il es older than SLOGEXPRY

find .-mtime +$LOGEXPIRY -execrm -rf\

This scpt canbe run once daily to find backupsets older than the age limit and delete them. Adding
the following Ine to cron will execute the scrpt from /etc/backupdeletiondaily at 5:00 am.:

0 5 * * * Jetc/badupdd etion/OldBackupDeletion.sh

Protecting Backups

There are anumber of waysto protect backups. Each one may protect a particular deployment
seenario better than the other. While the specifcs of eachprotection seenario are outside the scope
of this book, it isworth keeping themin mind when seting up backypsto make sure that a backup i
alwayscloseat hand. Themost common methods for protecting backips are asfollows:

1 Redindant hardware (specifically, harddisksin a RAID configuration)
1 Automating thecopy of backupsto anexternal hard diskor network location
1 Automating the copy of backipsto anoff-site backupserer

Restore

Backyps taken by EasyVOIZanonly be resored backto arunning EasyVOIZ&ystem. Inthe event of €
total failure, the operating system will have to be reinstalled along with EasyVOIand MySQL, anc
backuparchiveswill have to be copied backonto the server before a backup canbe regored.

1 Regore to the same verson of EasyVOIlgnly
1 Backyps should always be resored to the same verson of EasyVOlZhat creaed the
backup.
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1 Abackupmay be regored to a different version without error, but there is a good chance that
something will be broken and causefurther headaches down the line

BEvery backupthat is taken by EasyVOIZs stored in /var/spool/asterisk/backup. Eachbackup
schalule hasits own subfolder in this drectory. If a backupis being resored to a newly built system,
the orignal subfolder and all contained backup archives must first be copied to
/var/ spool/ asterisk/backup before the backup will be acessible from within the EasyVOIZ
interface.

In order to regore a backup, navigate to the Admin menu and select the Backup & Restore dialog,
clickon Restore in the menu on the right. TheRestore saeen willbe dispayed. If you have uploadec
the backup file to your EasyVOIdbox, you can use the Browse button to select the file from
which you want to restore. Alternatively, select one of the backuplocations from the right-hanc
menu.

Backups

Restore

Servers

Templates

Legacy Backup (local)

Local Storage {local)

BEvery backup schedule that has been set up and executed will be present in the restore menu,
including both one-time backups and recuring backups. Cick on the name of the backupset that is
being restored to show allist of all available backupimagesfrom that backup schelule:

Restore

Select a file and click go

.| Copy2Production
| DALY
.| Default_backup

Go! Download

Images aretitled by the date and time they were taken. Clck on the name of the backupimage that
shouldbe restored to show all data contained within the image:
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Restore

Select a file and click go

4 | | Copy2Production
20130320-162416-1363789456-346122097 gz

4 || DALY
20130410-000001-1365541201-1365475570.102
20130411-000001-1365627601-1053508534.1092

4 || | Default_backup
20130306-155720-1362578240-222299108.1g9z
20130401-000002-1364763602-905909945.102
20130501-000001-1367355601-5287608093.1g2

Go! Download

Marne: Copy2Production

Created: Wed Mar 20 2013 16:24:16 GMT+0200
Time)

Files: 5073

Mysgl DB's: 1

AstDB's: 1

Thevarious links provide the ability to delete the set, restore the entire set, or sekctively restore
individual parts of asd. It is possble to restore multiple partsof a paticular set individually.

Copyright © 2015 D-link. All rights reserved.

Page 200 of 288



EasyVOIZ Reference Guide (rev. 4.6.2)

Chapter 11-System Protection

Restore

Select files and databases to restore:

4 [L]ilJ]etc
amportal.conf
.| asterisk
4 [ |4y dahdi

genconf_parameters
init.conf
modules
modules.rpmsave
system.conf
system.conf.bak
system.conf.rpmsave

freepbx.conf

<l Lo wvar
4 [ |i]lb
.| asterisk
4 [ v
44 html

PBX Settings @

Restore

In order to start regoration, clickon the item that should be restored. EasyVOIgill warn about
overwriting theitem that is being resored. Cickon OKto proceed or Cancel to stop therestore:

Precaution!

It is a good ideato take a full backupof all the EasyV@ configuration data prior to

attempting a redore. The regore process will completely overwrite all the
existing configurations for the component that is being resored. If the wonc

backupset isacctentally resored, then itisnot possible to undo the changes.

Oncethe restore is complete be sure to click on the red-colored Apply Config bar at the top of the
screen in order to reload all resored changes into the live configuration being used by

EasyVOIZ.
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12. Security and Access Control

A EasyVOHbased phone system, just like any other server on your network, runs on software that
must be secured and maintained to ensure the system does not fall prey to hackers or malicious
users.Given the nature of a PBXthere is often no leeway afforded for downtime in the event that ¢
system is compromised, S0 the best practice is to know how to protect the system to start with. Ir
this dapter, we will disauss the following:

1 CompleteBC ntegrated sessbn border controller

1 Srong passvords for P and IAX2 extensions. You can use the Weak Passvords dialog (in the
Reports menu) to detect potentially problematic passwords

Secure SlRettings in he GeneralSettings dalog

Creatig a sée dialing plan

Secuing remote accessto the PBX

Secuing EasyVOIla@ministration through administrator acoounts

Intrusion Detection and Prevention

ConmpleteSBC

CompleteBCis a software-basedsessbn border controller that is integrated into EasyVOIZou can
download the latest CompleteSBCHandbook from the D-link Product Manuals page of our
website.

=A =4 =8 =8 =4

CompleteBC seves asthe first line of defense, fending off attackscoming over the Internet, hiding
internal topology, applying ratelimits and performing CallAdmission Gontrol, limiting the number of
simultaneous calls and call duration, off-loading regstrar and registration throttling and providing
confidentiality using cryptographic TLS and SRTPprotocols

CompleteSBC is iiitially configured to perform the following functions:

1 Registercachng

9 Limit the number of concurrent callsthat passhrough the CompleteBC public realm

1 Repct 9P requeds from endpoints where the user agent names are not configured in
CompleteBC

1 Al accepted SPrequedsfrom the CompleteSBCpublic realm are routed to EasyVOIZ

1 Al accepted 9P requeds from the CompleteBC internal realm are routed to the CompleteBC
public realmaccording to the information contained in the SP Request-URI(RURI)

EasyVOIlZand GompleteSBCare shipped with defaut configuration desighed to provide
maxmum protection. By defaut, all incoming communications from the @mpleteSBC public
signaling nterface are blocked. The administrator will need to un-block them in order to enable
incoming callsto passthrough CompleteSBC.

CompleteBC includes a demo licernse that permits generation of up to 200 simultaneous externa
calls,with each call imited to a maximum duration of 90 seconds.

You may choose not to enalde CompleteBC on your system. In this case, you will need to follow
certaininstructionsto disable the GompleteSBCwhich are detailed hee.

CompleteSBCConfiguration Tasks
In order to allow callsto passthrough Gomplete BC you will need to carryout the followingtasks:

1 CGonfigure and enable the CompleteSBQveb nterface
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Gonfigure the IPaddressfor the CompleteSBC ginaling and media interfaces

Allow SPrequestson the CompleteSBQublic ream

Ensure that the 9P device agent namesyou usein EasyVOIZppear in the list of permitted
devicesin CompleteSBC

= =4 =

Enabling the CompleteSBCWeb Interface

The CompleteBC Web interface must be bound explicitly to the IP addressof the EasyVOIZ

madhine. This carbe done, using thecommand line interface, asfollows:

1 CGonnectto EasyVOldsing SSH

1 Lagin asuserroot using the defaut linux password (that is documented in the Geting Started
Cuide that waspacked with your EasyVOIHBardware.)

1 Runsbc-init-gui utility, bytyping sbeinit-gui, and configure anIPaddress:

XMI IP address
Enter XMI IP address used for management(GUI)

192.168.0.2150

< 0K > <Cancel>

1 You canacessthe CompleteSBGwneb interface by clicking on the GompleteBCicon that is on
the EasyVOIZLaunch Pad. This will present you with the following login dialog

Login to CompleteSBC

You must enter a username and password to login to the CompleteSBC on 192.168.6.98.

Username

Password

1 Useyour stardard linux credentialsto login (i.e.userroot with the defaut linux password that is
documented inthe Getting Started Guide that waspacked with your EasyVOIBardware.)

Configuring IP Addressesfor Sgnalingand Media Interfaces
System -> Interfaces

Navigate to the System menu and select the Interfaces application to aacessthe SBC - Interfaces
dialog asshown below:
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Wed, 11 Mar 2015 11:11:02

SBC - Interfaces Up since: Wed, 11 Mar 2015 06:10:35
Select all | Invert selection | Insert new Interface Displaying Records 1-5 of 5 | First | Prev | 1 | Mext | Last
Interface Interface Interface System Public IP Interface
name description type interface IP address  address Port(s) options
ifxmi XMI interface External eth0 192.168.6.98 - = = edit
mgmt.
medint Media internal Media lo 127.0.0.1 - 20002 - - edit
20402
medpub Media public Media etho 192.168.6.98 - 20002 - = edit
20402
sigint Signaling internal Signaling lo 127.0.0.1 - 6075 - edit
sigpub Signaling public Signaling eth0 192.168.6.98 - 8075 = edit
Select all | Invert selection | Insert new Interface Displaying Records 1-5 of 5 | First | Prev | 1 | Mext | Last

You must now define IP addresses for the medpub and sigpub interfaces. Clickhe edit link for each
item inturn, anddefine the correct IPaddress. ThaPaddressshould be the local IPaddress of your
EasyVOIgystem.

Public IP Address

If you want CompleteSBC to substitute your public Internet IP address in the
outbound SP messages, then you will have to define the addressin the Public IF
addressfield for both medpub and sigpub interfaces, and disable this feature in the
EasyVOIAP settings.

The IP port ranges for both medint and medpub interfacescan be modified. The defaut range is
20002-20402, which is sufficient for 200 simultaneous calls (since RTP only uses even-numberec
ports). To endole ahigher number of smultaneous @lls, the rarge canbe modified by adding 2 ports
for eachadditional cal. For example, if you wantto allow for an aditional 100 simultaneous callk
you would need to extend the range of ports by 200. Be aware that if you change the defaut IP port
range for the medpup interface (which is set to 20002-20402/ UDP by defaut) then you must make
correspording changesin the EasyVOI#rewall configuration.

Adivate and Reboot!

After making changesto the IP addresses,you will need to click on activate (at the
top of the dialog) and reboot your EasyVOIlZnhachine after making changes to the
interface settings.

Enable Communicationswith CompleteSBC

EasyVOland GompleteSBCare pre-configured for maximum protecion, so by defaut all
inbound traffic is Bocked by the CompleteBCsigpub interface.

Most of the traffic redriction-related parameters are found in the Sdtings table. Navigate to the
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Tables menu and sdect Tale: settings from the dropdown list in order to reach the following
dialog:

Wed, 11 Mar 2015 11:28:03
SBC - Provisioned table settings Up since: Wed, 11 Mar 2015 06:10:35

View older version of the table:

3 - (provisioning) E| Apply
Select all | Invert selection | Insert new record | Activate changes Displaying Records 1-3 of 3 | First | Prev | 1 | Next | Last
uuid key_value value
= 10a73849-2889-7068-%9aad- allowed- VP[0-9]| Akuvox\s| Aastra\s| Cisco\/SPA[0-9]| ES[0-9] | Fanvil\s| Grandstream\s| Htek edit
00006af4fafe user-agents \s| Polycom | snom[0-9]|VSP[0-9]|XP01[0,2,5]0] Yealink SIP-T[0-9]|IP Phone

SIP-T[0-9]12\s| Zoiper\s| Asterisk\s| GH- | FPBX-

[ 34d7d757- block-public 1 edit
bc30-66e8-2330-000066addcd4

[[]  23d56424-8fea- call-limit 200 edit
bacs-0a47-000075121db2

Select all | Invert selection | Insert new record | Activate changes Displaying Records 1-3 of 3 | First | Prev | 1 | Next | Last

Thetable contains three key/ value pairs:

Key Value Degription
allowed-useragents Aregular expresson for detecting permitted SIRuseragent
names.

By default, the expresson includes SIPuseragent namesfor all
supported SIPphoneslisted inthe EasyVOIEdpoint
Manage, Zoiper, standard Asterisk,FreePBX, and EasyVOIZ.

block-public 1 ¢ reject incoming SIPrequests received from the
ConpleteBCpublic realm

0 ¢ accept incoming SIPrequests received from the
ConpleteBCpublic realm

calkHimit Maximum number of concurrent callsthat can passthrough
the ConpleteSB@ublic realm

You canchange the valuesin the table according to your requirements. Cick on Activate changesto
apply the new settings when you have finished,.
NAT Router Configuration

If you have remote SP extensions, thenit isnecessaryto configure port forwarding on your NAT
router configuration:
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1 The CompleteSBCsigpup interface port (by default this is defined as 6075 UDP) must be
forwardedto EasyVOIZ

1 TheCompleteBC mediapub interface ports range (by defaut this is set to 20002-20402/ UDP)
must be forwardedto EasyVOIZ

EasyVOIZFir ewall Configuration

Thedefault setting of the EasyVOIErewall only allows acessto the SP ports (5060/ UDP & TCP
and 5061/ TCP) for requegswhich originate from hostswith private IPaddresss, i.e.

1 10.0.0.0/8
1 172.16.00/12
1 192.168.0.0/16

As a resu| EasyVOI@ill not be able to receive SP cals from remote 9P endpoints. Ifyou do
not wantto use CompleteBC, you willneed to modify the EasyVOI#rewall configuration so that
the SIPports will be accessible from any source IPaddress.

If you change the default IPport range for the medpup interface (whichis st to 20002-20402/ UDP
by default) then you must make a corresponding changes in the EayVOlZirewall configuration.

EasyVOIZConfiguration

You will need to disable external IPaddresssubstitution by EasyVOIi the 3P messaes.Navigate
to the EasyVOI&Bdtings menu, select SP ®ttings from the dropdown list, and define thelP
Configuration parameter in the NAT Sedtings asPublic IP.

NAT Settings
NhT"" — no never route
IP Configuration ® ™ sttic'r | Dynamic IP

You will also need to define a listof domainsthat canbe used inthe SPrequeds. Forexample:

1 LaocalSIPphones willsend SIPrequests to EasyVOldsing 192.168.6.98:5060
1 Remote 9P phoned servers will send 9P requeds to EasyVOIZo either 212.1.2.3:6075 or
mypbx.mycompany.com:6075

Navigate to the EasyVOIBdtings menu, select the SP Sdtings application, and scroll down to
the Other 9p Sdtings section. You will need to define the IPaddresses of thesethree domains, as
shown in the following example:

Copyright © 2015 D-link. All rights reserved. Page 208 of 288



EasyVOIZ Reference Guide (rev. 4.6.2) Chapter 12-Security and Access Control

Other SIP Settings @ allowexternaldomains = no
autodomain = yes
domain = 192.168.6.98
domain =2121.23
domain = mypbx.mycompany.com
Add Field

You will also need to configure the remote extension that is usedo communicate with the
EasyVOIgxternal IPaddress, and ports that areforwarded bythe NAT router to the
CompleteBCsigpub interface.

Remote SP Sever Configuration

EasyVOland CompleteSBGnust be configured in a specialvay in order to allow
communication between EasyVOIZnd the remote SP server:

1 CompleteBCsigint interface (127.0.0.1:6075) must be defined asan outbound proxy in the SP
trunk settings.

1 Al SP messages from the remote SP server will be sent by CompleteSBC from the sigint
interface, soEasyVOIaill not be able to recognize the SP server messages by their source
IP port. Theefore, it will be necessay to configure mpleteBC in such a way that it will
substitute the EasyVOIAP trunk name in the user name field of the From header.In order tc
preserve the Caler ID thatusually appearsin that field, CompleteSBGhould createthe Remote-
Party-ID heade, and placethe Caller ID value there.

9 If a reanote 9P sewer communication must be routed to the sewice provider's outbound proxy,
then thiswill need to be configured in @mpleteSBC

Thefollowing screenghot should helptoillustrate this:
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Trunk Name @ MyITSP
PEER Details®:

host=myitsp.cc

defaultuser=4063
remotesecret=x4003x

type=friend
outboundproxy=127.0.0.1:6075, force
trustrpid=yes

lqualify=no

context=from-trunk

insecure=invite

Registration

Register String @ :
MyITSP?4003:x4003x@myitsp.cc/4003

Asyou cansee, the outboundproxy parameter points on the internal 8Cinterface (sigint).

Inthe Regstration string, the MyITSP? prefix references to the MyITSP peer setting. This cases
EasyVOIlZo send REGSTERequeststo the outboundproxy (i.e. the CompleteBC hternal

interface)that is defined in MyITSHPEERDetailsfield.

In many cases, service providers have their own sessbn border controller and will require that your
PBXsendthe SIPmessageshere (to their sesson border controller) rather thandirectly to their SIF
sewver (e g., myitsp.cc). This messge-redirection must be implemented inCompleteSBChy using

the Routingmenuitem in the CompleteSBCWeb interface.

You cansee an example of such aconfiguration below:

SBC - Routing (B) Rules Up since: Wed, 11 Mar 2015 06:10:35

Select all | Invert selection | Insert new Rule | Append new Rule

Route to

Call
Conditlons Realm __Agent Active Comment
EEEET == ‘internal” AND public MylTSP- An example of rule that sends PBX
ECEEED == "myitsp.cc” prosy reguesis fo ITSP outbound route
EEEET == internal” public public- 4 Route Asterisk requests to the public

LISETS damair
| Sourca Faaim a0 inflermal  PBX o Rouls inbound reguasis to the PBX.

Selact all | Inver salaction | Insert naw Hule | Appand new Rula

adit

edit

edil

Displaying Records 1-3 of 3 | First | Prev | 1 | Next | Last

clone up down
clone  up down
chane up dawn

Displaying Records 1-3 of 3 | Firsl | Prev | 1 | Naxt | Last
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Asyou cansee, CompleteBCwill route all SIRequests received from ‘internal’ realm (where
EasyVOI&located)to the Myl TSP-proxy callagent and destined to myitsp.cc (the host
configured inthe MyITSP trunk.) TheMyITSP-proxy call agent is defined inthe public realmof the
GompleteBC configuration ('Redms, 'cal-agents' for the 'public’ ream):

Now let usreview a solution for handling SIPrequegsthat are sent by the remote 9P sever
(myitsp.cc) to EasyVOIZ4et us abo assume that your server provider hashis own sesson border
controller (e.g., 1.2.3.4:5060 in our example) that actually sendsthe messagesto the PBX.

Theprovider'sses$on border controller is configured asthe Myl TSP-proxy callagent for the
CompleteBC public domain. Now we candefine a st of inbound rulesfor the MyITSP-proxy call
agent that will do the following:

1 Createthe Remote-Party-ID header,if it doesrit exist. Usethe user name defined in the From
headerfor it. Don't change the existing Remote-Party-ID header.

1 Rephce the user name in the From header with the trunk name defined in the EasyVOIZ
configuration (MyITSP):

Trustrpid

It is necessay to define trustrpid=yes in the EasyVOIZrunk configuration.
Otherwise, EasyVOI@ill not accept the Caler ID that appears in the Remote- Party-
ID header field.

Licensing

CompleteBC has alemo licenseinstalled that allows generation of up to 200 simultaneous cals,

each hawig a maximum duration of 90 seconds. Inorder to review the current licensig status, or
apply acommerciallicense, navigate to the System menuand select Licensefrom the dropdown

list.

In order to apply acommercial licens, verify that EasyVOIHBasInternet access andcary out the
following steps:

1. Input the acivation code in the Activation Code field
2. Input the EasyVOlgerial number in the Seial Number field
3. Clckthe Apply button

In afew secondsyou should see details of the newly-activated licensein the Qurrent Licensefield at
the top of the dialog.

If it isnot possble to provide Internet accessfor EasyVOIEhen you cangeta licensdile indeadof
the adivation code. Thatlicensefile canbe uploaded to the PBXandthen activated. Please ontact a
D-link authorized re<ller for assstance.

Instru ctions for Disabling Complete SBC
Folbw the instructions bdow to disable the CompleteSB®n your EasyVOIgystem.

Frstly, you will need to decidewhich ports to use for P communication. If you decideto use ports
other than the defaut ports of 5060/5061, you will need to navigate to Admin menu, select Systerr
Settngs, select Applications, andmodify the ports that are defined as 3P-PBX.
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Name® Ports® Protocol®

DNS [ 53 Both ~ (i
DRED 7789 TCP = lﬁ
NTP 123 UDP - |j
TFTP 69 UDP - |j
DHCP 67.68 UDP - lj
HTTP 80 TCPR - lj
S5H 22 TCPR - lj
SIP-PBEX 5060.5061 Both - |j
RTP-PBEX 1000020000 UDP - lj
[AX2 4569 UDP - lj
Asterisk-AMI 50358 TCP - lj
Switchboard 4445 TCP = |
RTP-3BC 20002:20402 UDP - |j
SIP-SBC 60756076 Both - |j
HTTPS 443 TCPR - lj

Seondly, you will alsoneed to navigate to Admin menu, sekct Sysem Setings, select Rues, and
modify the source IP addressthat are defined for the SP-PBX application. Whenusing CompleteSBC
only local network addresses (10.0.0.0/8, 172.16.0.0/12, and 192.168.0.0/ 16) are allowed acessor
the SlIPorts.

Storage Infi

Rules® Time Setting
Action Interface Source L. Destina-ljor-l
P Application IP  Application
AV allow any : in any any any TFTP i | c 7
AWV allow any : in any any any NTP T[ c 7
AV allow any : in any any any DNS i | c 7
AN allows any : in any any any DRBD r[ c 7
AV allow any : in any any any HTTP i | c 7
AN allows any : in any any any HTTPS r[ c 7
AV allow any : in any any any SSH _“"r[ c 7
AN allows any : in any any any IAX2 r[ c 7
AV deny any : in any any any Asterisk-AMI _“"r[ c 7
AN allows any : in any any any Switchboard r[ c 7
AV allow any : in any any any DHCP _“"r[ c 7
AN allows any : in any any any SIP-SBC r[ c 7
AV allow any : in any any any RTP-SBC i | c ’
AV allow any : in 10.0.0.0/8 any any SIP-PBX r[ c 7
AV allow any : in 172.16.0.0/12 any any SIP-PBX i | c 7
AV allow any : in 192.168.0.0/16 any any SIP-PBX r[ c 7
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Frewall

When GompleteSBC is not enabled and you want to enable external SF
communication, you will need to open the SP ports to allow accessfrom any IF
address.

SBC - Config License

Current License

sbc_serial = Demo-Version
abc_max_calls = 200
abc_max _duration = %0

Request New License

License Status
Activation Code

Serial Number

Activate

Upload License File

License

License file: Mo file selected.

Apply

SIP/IAX2 Extensions

Make sue thatyou define long and complicated passwords for P and IAX2 extensiors. They should
consist of a mixture of digits, upper-case, and lower-caseletters. Theminimum passvord length
shouldbe 8 characters.
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Define IP addressfilters for the local extensiors. For example, if you know that extension 2001 is
assgned to a 9P phone that is installed in the local office then you candefine the following IP filter
in the Device Options section of the Extensions dialog:

dery: 0.0.0.00.0.00
permit: 192.1681.0/255.255.255.(

This will enaure that only devices from within the internal network can connect to your
EasyVOlas extensbn 2001, and prevent any other device or program from outside your
network from doing that.

General SIPSettings

Settings' IP Settings

Codecs (Transcodin Q)

Thecodecsthat eachside of a call supports play the biggest role when choosing a defaut codec for
an endpoint or a trunk. The rule of thumb for codec sele&tion isto try and configure an endpoint tc
usethe same codecasthe trunk it will be using for external calls.

When an edpoint usesa different codec than thetrunk carrying the endpoint's call, EasyVOImust
convert the audio stream of the call inrea-time. Thisprocessis known astranscoding. Transcding
USES Processor resources, so excessive use of transcoding can cause a sgnificant load on the
EasyVOlgerver. A system performing transaoding for every call isable to handle a sijnificantly fewer
number of concurrent callsthan asystem that doesnot.

Transading also incurs a latency penalty for the cal's audio (that is, the time between when one
party says something and the other party hearsit is increasd). Deperding on the original quality of
the callbefore transcoding, this could be enough to make an audible difference in the amount of lac
time that each party on the call hears. In extreme cases,it may not be possible to carry on ¢
conversaion.

DAHDI trunks (PSTNIines, PR lines, and T1 lines) will use the G711 codec. North American anc
Japanese style trunks shauld use the G.711 ulaw codec. Trunks in other areas of the world should
useG.711 alaw. VoIP trunkswill typicaly useeither G.711 or G729 andthey may support both.

Transading costs canbe determined by running the command core show tranglation in the Asterisk
QL. Asteriskwill output a matrix of all the codecsit canuse and the latency pendty that a call will
incur when being transcoded between eachavailable codec.

Note that certain codecsmay need to be purchased (for example, Digium sellsthe G.729 codecon ¢
per-chanrel basis).Some codecsmay be free, but will need to be installedbefore they canbe used
suchas Speex.

The other factor to consider during codec selection is the available bandwidth where the
EasyVOIgever resdes.

The G.711 codecs(ulaw and alaw) use about 64 kbps for eachside of the call (that is, 64 kbps for
serding what is sad, and 64 kbps for receiving what the other party says, for a total of 128 kbps).
The G.729 codec knocks the required bandwidth down to 8 kbps for eachside of the call. TheilL B
canuse about 15 kbps per side of the call, and Soeex is a variable bit-rate codec, using between ¢
kbps and 48 kbps for each side of the call. Usihg 128 kbps of bandwidth to connect a phone over ¢
local network to EasyVOIZs certainly no problem as there will be plenty of bandwidth to spare.
Although, when VolIP trunks or phones outside of the local network come into play, bandwidth is
significantly limited. Many broadband providers have a limited upload spesd of 768 kbps or less(this
is especidly common for DSLconnections). Factoring in normal connedion overhead, this leavesus
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with space for about 10 active callsif we useG.711, but dozensof callsif we use G.729.

Therule of thumb when sdeding acodecisto try to usethe same codecfor endpoints and trunksas
long asthe bandwidth required for doing sodoes not exceed available reurces. If matching the
codecsis not possbhle, the next best method is simply to balance the requirement for lowering
bandwidth against the requirement for reducing transamding asmuch as possble.

Keep in mind that not all of the endpoints must use the same codec. For example, if all cals go out
of G711 trunks, it is always feasble to have all of the endpoints on the network that is local to
EasyVOlaise G.711, while endpoints outside of the network (that connect to EasyVOldver ¢
broadband connecion) use G.729. Thismethod will only use transcoding for those endpoints that
areoutside of the office. External callswill use 16kbps of bandwidth to connectwith EasyVOIZ.

Advanced Gener al Settings

Disable inbound cals from unknown sources. Thiscan be done by configuring the Allow SP Guests
parameter as éNcg. You can configure this by navigating to the Setings menu, selecting the SF
Sdtings dialog, and navigating down to the Advanced General Sdtings section. Thisvalue is the
defaut setting for EasyVOIZ

Disable accepting requests for domains not serviced by your EasyVOIZ.0d can configure this by
navigating to the Sdtings menu, selecting the P Settings dialog, navigating down to the Other SF
Sdtings section, andadding the following parameters:

allowexternaldomains=nodisables equests from domains not defined in the EasyVOIldetwork

autodomain=yes implicitly adds EasyVOIP addresses tothe list of the localdomains.

Other SIP Settings e allowexternaldomains no

autodomain yas

Add Field

Note that the external SIP endpoints and SIP servers of Internet Telephony Service Providers
(ITSP) will send SIP request to the PBX by using the NAT router external interface IP address.
By default, EasyVOIZ will reject such requests. In order accept inbound SIP requests, click on
the Add button, and define one or more domain parameters.

For example, if the external IP address of your EasyVOIZ is 75.123.234.10 then you must define:

Other SIP Stttmgsﬂ allowexternaldomains = no
autodomain = yes
domain = 75.123.234.10
Add Field

Make sure that EasyVOIill reject unwanted SP requeds with the same reject reason code,
regardlessof the real reason. Thissignificantly hampers brute-force attackers from guessing the SP
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user name and secrets. Ths is configued in EasyVOIZ by defaut in the
[ etc/asterisk/ sip_general_additional.conf file, with the parameter alwaysauthreject=yes

Dialpl an Config uration

Do not configure uncontrolled trunk-to-trunk calls. For example, if you define a DHADI trunk, you
shouldnot associate the context from-internal to the trunk. If you did so, you would be allowing any
traffic arriving via the trunk to have full acess to functionality of EasyVOIZ thathouldonly be made
available to localextensions.

Makesurethat DISA and Call-backare well proteded by using strong passvords.

You should define passwords (PIN) for all outbound routes that are usedfor International cals. This
will significantly hamper intruders from making malicious calk. Rekr to the PIN Setssection in

Chapter 8 for help configuring PIN sets.

Remote Accessand Lock Down

The point at which asystem is opened up so it can be remotely administered is almost always the
point of compromise in an intrusion. It is a good ideato close off the system as much as possble
from the outside world, inaddition to lockingdown dl network accessto the server.

EasyVOIlzhould be installedon a proteded LAN, and shouldnot be directly conneded to the public
Internet. TheLAN should be protected by a Frewall/ NAT router. Thebuilt-in firewall thatis nstallec
on EasyVOlzanbe used asan additional means of protection.

91 Do not exposethe SP (5060/udp) or IAX2(4569/ udp) ports if you have not defined any remote
extensions.

1 Useanon-standard port for SH. Instead of exposing port 22/tcp, define port forwarding from ¢
not well-known port, for example 4223/tcp, on the external interfaceto port 22/tcp of EasyVOlI.
Endle the SH connedion from specific IP address only. Forexample it could be the IP address

9 of the company that providestechnical syport for you EasyVOIZ.

Optionally it is possble to disable the passvord authentication method in the EasyVOIZSS-

9 sewer configuration and use only private/public key authentication. Rder your SSH cliet
documentation for further details of the private/public key configuration.

Never expose the HTTP (80/tcp) port at all. Alwaysuse SH tunneling to access te EasyVO

1 Webinterface.

VPNor SSH Tunnels

The most secure method of remote accessis the one that does not exist directly at all. If the
organization where the PBX will be deployed hasan existing VPNsolution, then the most secure way
to accesstheir EasyVOlihterface isover a VPN tinnel.

If no VPN exists, it is still possble to reduce the attack surface considerably by forcing Web accessto
EasyVOl#hrough an SH tunnel.

S3H Tunnelingon Linux

In order to generatean S3H tunnel under a Linux operating system, use a command similar to the
following:

suwdo ssh-L 3000:127.00.1:80 root@<external PBX |P addess>
3000 is the port on your computer that will be forwarded to port 80 on the EasyVOIZYou
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replacethis value with any other free port on your local machine.

<external PBX IP address> is the externally accessilde IP address of the EasyVOIZo which you tc
connect.

Forexample, if EasyVOIBRas an aternal IPof 2.2.2.2, our SSH command would look like this:
sudossh-L 3000:127.00.1:80roct@2.22.2
The above command will map local port 3000 to port 80 on the target machine. Oncethe SS

sessbn hasbeen estallished, opening up aWeb browser and pointing it to http://locahost:3000 will
load theEasyVOlihterface on your machine.

S3H Tunnelingon Windows

Generathg S$ tunnels under Windows can be accomplished using a simple utility called PUTTY.
PUTTY canbe downloaded from http://www.chiark.greenend.org.uk/~sgtatham/putty/.

In order to set up an S$ tunnel in PUTTY ,first enter the external IP addressinto the Host Name (or
IPaddress)field:

#2 PuTTY Configuration PR S ﬁ
Categary:
=8 Sgssinn Basic options for your PUTTY session
""" Logging Specify the destination you want to connect to
=~ Terminal
. Keyboard Host Mame jor IP address) Port
- Bell 152168074 22
- Features Connection type:
= Window (7' Raw (7 Telnet ) Rlogin @ SSH  (7) Serial
P-.ppea!ance Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
. Selection CompletePBX v3 74
C':'l':'!"rs Default Settings Load
= Connection CompletePBX vZ 46
- Data CompletePBX v3 44
PW ompiet EPBK'H"E ?4
FreeFEX Home
TE"-"_Et ¥orcom remote
- Rlogin Yaad
- 55H
- Senal Close window on exit:
(71 AMways () Mever @ Only on clean exit
About [ Cpen ] [ Cancel

Expand S$H in the menuon the left (under Connection) and clickon Tunnels:
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F T
ﬁ PuTTY Configuration [e——— W ﬁ
Category:
[=1- Teminal - Options contraling 55H port forwarding
ge‘l_.l'bnard Port forwarding
F:atures || ] Local ports accept connections from other hosts
B Window [| Remote ports do the same (S5H-2 only)
- Appearance Forwarded ports:
- Behaviour
- Translation
- Selection
 Cal
- Conn:‘;:;rli Add new forwarded port:
. Data = Source port
- Prosy o
. Telnet Destination
- Rlogin @ Local (71 Remote i) Dynamic
- 35H @ Auto @ 1Pvd () IPvE
-- Auth
X1 A
‘.- Bugs -
About [ Open ] [ Cancel

Inthe Souce port field, type in 3000.

In the Desination field, type in the loopback IP addressof the PBX server followed by a colon, and
the port on whichthe Apache serverisrunning.

Leave all other settings at with their defaut value, and clickon the Add button. Now you can clickon
the Open button to openthe S$ tunnel.
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ﬁ PuTTY Cenfiguration -— G ‘ ﬁ"

Category:
=) Terminal - Options cortroling S5H port forwarding |
ﬁtnard Port forwarding
F:atures b [] Local ports accept connections from other hosts
5 Window || Remote ports do the same (S5H-2 only)
- Appearance Forwarded ports: Remaove
- Behawiour
- Tranglation
- Selection
i ol
g Ennne;::i Add new forwarded port:
- Data E Source port 3000 -
|
Destination 127.0.0.1:80
@ Local 71 Remote () Dynamic
@ Ato i) IPvd i@ 1Pk
|
About |  COpen | [ Cancel

Oncethe tunnel is authenticated, EasyVOIZan be viewed by opening a Web browser and

browsingto http://locahost:3000
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D-Link

®0 6

Administration My Extension My Switchboard Call Center Statistics

Admini strator Accaunts
Admin" Administrators

EasyVOlhcorporates theconceptof different levelsof administrator access. Administrator acounts
can have their access redricted to a specifc extension range, or a specific set of dialogs. Sparate
administrator accounts should alwaysbe given out to anyone who administersthe EasyVOI&ystem.
Any staffing cltanges will then sinply require a person's acount to be removedto enaure they
no longer have acess.

Admini strator Accounts and Permissions
Admin" Administrators

EasyVOI®% supplied with 4 pre-defined users, each having fewer rights than the previous user, as
defined inthe table below:

Menu Dialog superadmin | admin superuser user
Admin Administrators \%
Backup& Restore \Y \
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Menu Dialog superadmin | admin superuser user
Blacklist \% \Y \%
CalerIDLookup \ \Y
Service
Qustom Destinations \%

Qustom Bxtendons \% \% \%
DUNDI Lookup \ \%

Featue Codes \ \% \%
Module Admin \%

Phone Restart \% \%

Sysem Recordings \ \

Sysem Settings \ \

Sysem Soeed Dialing \Y \ \%

Applications | Announcements \ V \/
Call Fdw Control \% \%
CallRecording \ \

Calback \%

Conferences \% \% \%
DISA V

Directory \ \%

IVR Vv \% Vv
Languages \/ \
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Menu Dialog superadmin | admin superuser user
Misc Aoplications \ \Y
MiscDestinations \% \%
Musicon Hold \% \% \%
PIN Ses \% \%
Paging & Intercom \ \%
Queue Priorities V V
Queues V Vv V
Ring Groups \ \%
SetCalerlD \ \%
Time Conditions \%
Time Groups \
Voicemail Bhsting \ \
Wake UpCalls \ V \%
Gonnectivity | Bulk DIDs V
Bulk Exensions \
DAHDI thannel DIDs \
Exensons \% \% \% \%
Folbw Me \ \ \% \%
Inbound Routes \
Erdpoint Manager \
Outbound Routes \%

Copyright © 2015 D-link. All rights reserved.

Page 222 of 288



EasyVOIZ Reference Guide (rev. 4.6.2)

Chapter 12-Security and Access Control

Menu Dialog superadmin | admin superuser user
Routing Groups \
Trunks \%

Reports CDRReports ¢ \% \Y \%
Advanced
CDRReports - Basic \% \Y \%
Exendon Setings \ V \%
PBXLog Vv \% Vv
PBXSatus \ \% \%
Phone Book \ \% \%
Sysem Satus \ \ \%
Weak Passwords \% \% \%

Sdtings Advanced \
AsteriskManagers \
Gongedion Messaes V
Fax Configuration \% \ \%
IAX Settings \Y
PBXLog Setings \ V \%
Parking Lot \ \
9P Sdtings V
Voicemail \ \%

Switchboard | Buttons \ \ \%
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Menu Dialog superadmin | admin superuser user
Groups \ \ \%
Permissons \% \%
Templates \ \Y
Users \% \%
Passwords

The passvord for superadmin user is factory set, and is documented in the Getting
Started Guide that was packed with your EasyVOIlhardware. However, we strongly
recommendthat you change this passord.

You must set the passwords for admin, superuser, and user before any of theseuser:
will be able to aacessthe system.

You can manage the permisdons granted to each user and modify passvords from the
to the Admin menu and select the

Administrators dialog. Login to EasyVOIlZnavigate

Administrators dialog. TheAdd Usersaeen is shown:;
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General Settings

Username superadmin E
Password ®

Access Restrictions

Department Mame

Extension Range to

Admin Access Asterisk Logfile Settings -

Asterisk Manager Users
Asterisk SIP Settings
Extension Settings
Fax Configuration
Music on Hald
PIN Sets
Route Congestion Messages
Text To Speech Engines
Voicemail Admin

User Panel
User Panel

Apply Changes Bar

Add Extension

ALL SECTIONS

In the Usemame field, enter the account name for the userthat is being set up. Thisis the name
that the userwill enter whenprompted during the login process.

In the Password field, asdgn a password to the new user. Thisis the passvord that the user will
enterwhen prompted during the login process.

It is bestto use a mixture of upper- and lower-caseletters, numbers, and spedal characters. Note
that it is technically possble to create an aministrator account that does not have a passvord.
However, this isa dangerous practiceand should be avoided.

TheDepartment Name restricts this use@ view of System Recordings andIVRs. Theuserwill only be
able to see System Recordings andlVRs hat belong to the department that is defined inthis fied.

TheExtension Range fields regrict the range of extensions that this administrator canmanage. Ths
is useful if extensions are specifc to a department (for example, if the Sales department was using
extensions 2150 through 2199, granting a Sales administrator acessto alter only these extensions
may be useful). Leaving thesefields blank allows the administrator to access all extengons.

TheAdmin Access field alows the administrator to be restricted to specifc dialogs. Inorder to select
multiple rows in Windows or Linux, Ctrl + Click on each desiredrow and on Mac, Command/ Apple +
Cick. Eachdialog thatthe administrator shouldhave accessto shouldbe selected in thisfield.
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Apply Changes Bar

The Apply Changes Bar is treated as a sepaate acceess dialog, soit is possble to give
an administrator access to change something without allowing then to apply those

changes.

Note that Apply Changes Bar is a sepaate access dialog, so it is possble to give an administrator
acessto change something without giving them accessto acually apply those changes.

Onceall fields have been filled out appropriately clickon the Suomit Changes button followed by the
red-colored Apply Gonfig bar inorder to make the new administrator active.

){DHCDM Admin ~ Applications ~ Connectivity = Reports = Settings ~ Switchboard - Apply Config

The administrator will show up in the menu on the right, and can be edited by clicking on their

usernare:
Add User
admin
superadmin
SUpErUser
User
Port Usage
Name Port Type | Desription
SP(PBX) 5060-5051 | UDP/TCP | Pats used by EasyVOIZor communicating with SP
devices that resde on the internal network. (Phones
resding on external networks will communicate with
GCompleteBCon port 6075.)

TFTP 69 TA@/UDP | Used for TFTP (Tivial FHle Transfer Protocol)
configuration file loads. Renote VoIP telephones and
devices that are automaticdly provisioned require this
port to be open. Forwading this port is required if
automatic configuration is desiredfor re
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Name

Port

Type

Degription

IAX2

4569

UDP

Usedfor Ageriskto Asterisk IAX2Trunking

RTPRBX)

10000-20000

UDP

Used by EasyVOIZto allow local IP phones to
communicate with EasyVOI4f these ports are not open
and forwarded, the phones will have one-way audio or
no audio when making and receiving calls through the
phone system

RTP (SBC)

20002-20402

UDP

Used by CompleteSBCto alow remote IP phones to
communicate to CompleteSBC.If these ports are not
open and forwarded, the remote phones will have one-
way audio or no audio when making and receiving calls
through the phone system

SSH

22

TCP

Usedfor SSH a remote terminal configuration tool. D-link
uses this port for remote diagnostics and cudom
configuration requeds. Forwarding this port from the
public internet to your IP PBXmay be required for many
support and configuration requess

80

TCP

Used for remote administration via the GUI web
interface

HTTRS

443

TCP

Used for remote administration via the GUI web
interfaceif Secure HTTPisdesired

FOP2

4445

TCP

Usedfor remote users who are using My Switchboard
(Flash Oper#or Panel)

SP(EC)

6075

UDP

Usedby external phones (or NAT)to communicate with
CompleteBC, and by the GmpleteBC to communicate
with Aderiskserver on the EasyVOIl@madine.

Summary

By now we are mader of the EasyVOIlZeam. Your PBX should rival any of the competing
closedsource solutions in terms of reliability, feature se, and security. Your syssem shouldnow be
locked down and secure, allowing minimal acess from outside the network. Eachadministrator
shouldhave their own login, andshould be regricted to just the dialogsthat they need to change.
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13. Managingthe System

System Setings

About

The About dialog provides you with useful information about your EasyVOIZystem, including the
D-link serialnumber of your hardware, and the version of EasyVOIfhat is currently installed.

Serial Number: X1069910
CPBX Version: 4.6.0

DHCP

Dynamic Host nfiguration Protocol (DHCP) is the mechanism that dynamically allocates physical IF
addresses to machines and deviceson the network. You canchoose to use an existing DHCP server
on your network, or to use EasyVOIAsyour DHCPserver. If you want to use EasyVOIZAs your DHCF
server, checkon the Enable button.

Be careful!

You canonly have one active DHCPserver on your network.

Cickingon Enable, after dicking on Apply, will configure your EasyVOlZnacine as a DHCP
selver, using the settings defined in the fields below. You can configure DHCP settings even though
the Disable button is active. This willallow you to preconfigure settings in preparation for enabling
EasyVOI act asa DHCPserver at a laer stage.
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Settings
DHCP® Enable TS
Disabled Interfaces @ ]
Start Address @ 192.168.0.1
End Address® 192.168.0.99
Lease Time® 12 Hours -
Gatewayﬂ' 192.168.0.100
Primary DNS @ 192.168.0.100
Secondary DNS @
NTP Server @ 64.90.182 55
Option 669 192.168.0.22
Use for Endpoint Managere 4
WINS @
Static Leases®
MAC Address IP Address Host_name
(optional)
00:B0:D0:86:BB:F7 192.168.0.101 Coffee Machine il
+ Add Lease
Apply

Disabled Interfaces enables you disable DHCPon one, or more interfaces. If you want to disable
multiple interfaces, create a list andseparate eachinterfacewith acomma, i.e. eth0,eth2,eth3

Sart Addressisthe first addresson your network that canbe allocated asa dyramic IP address.
End Addressisthe lastaddresson your network that canbe allocated asa dynamic IP address.

Lease Time is the period (in days, hours, minutes, or seconds) that the DHCP sewver grants an IP
addressto adevice. Thedevice mustrenew its IPaddressbefore the end of the period.

Gateway is the defaut IP gateway address.

Primary DNS - Domain Name System (DNS)translaes Internet domain and host namesto physical
IPaddresses.

Secondary DNS allows you to define a Seondary DNSto be usedin caseyour primary DNSfails to
respand.

NTP Sever - Network Time Protocol (NTP) is a networking protocol to synchronize clocks between
computer systems over the Internet. You candefine the IP addressof the machine with which you
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want to synchronize your EasyVOIZ&erver. A detailed list of available servers canbe found on
the Interret.

Option 66 - Trvial Fle Transfer Protocol (THP) is atechnology for transferring files betweer
network devices. The THP server canbe usedto maintain a local repository of configuration filesfor
the 9P phones on your network. Option 66 provides IP phones with an URLfor configuration
provisioning. EasyVOIZ Erdpoint Manager provides the IP phones with configuratior
information in regponse to a HTTP request. The format of the request URLIin this caselooks like
http :// [pbx-ip-address]/ xepm-provision. If you define the PBX IP address or host name in the
Option 66 field and check on the Usefor Endpoint Manager ched-box then the correct format of
the URL will be built automaticaly. If you have already-prepared IP phone configuration files locaed
in the /tft pboot directory then you should put the PBX P addressor hostname in the Option 66 fielc
and uncheckthe 'Usefor Endpoint Manager' ched-box.

When Usefor Endpoint Manager option is chedked on, EasyVOI®ill automaticaly format the full
Option 66 addressfor Erdpoint Manager basedon the address provided for Option 66 above. This
will be done by prefixing http:// to the Opion 66 address above and appending /xepm:-
provision. In order for this to work correcly, the IP addressprovided above for Option 66 shoulc
only consist of the IPaddressor hostname of the server.

WINS - Windows Internet Name Service (WINS)is a name resolution service that maps NetBIO¢
namesto an IP addresson the network that uses NetBIOSover TCP/IP (NetBT). Theprimary purpose
of WINS isto support clientsthat run older versions of Windows and applicationsthat useNetBIC&

You canuse Satic Leases to reserve dedicated IP addresses for specifc devices. Eachdevice will be
identified by its MACaddress,in a standard format, consisting of 6 groups of hexadedmal digits,
sepagted by colons, i.e. 12:AA:34:4F.3D:00. You canuse the Hostname field to name the device, to
make it easierfor you to identify the device.

Tip
You can configure DHCP settings in advance, without enabling the DHCP server,
making it easer to prepare for afuture chancg.

Email Settings

Sever allows you the option to send outbound email messaes either by using the built-in mai
sewer (suchas Postfix) that is active on the EasyVOIZerver, or by using anetwork-accessble rela
server that is hosted on another machine. Clck on UseBuilt-in Mail Sever to use the built-in mai
server that is active on EasyVOIZor Use External Mail Sever to use anetwork-accessible rela
server.
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Email Settings

Sewerﬂ' Use Built-in Mail Server

Provider® = Gmail ST
SMTP Server® Port @
TLS Enable T RYAN

Authenti::atiune Use Authentication m

Apply

If you chooseto usethe built-in mail server, you will need to provide:

7]

Server Use External Mail Server

7]

Hostname
Origin ©

Domain @

Apply

Hostname whichis the internet host name of the PBX Thisshouldbe the fully-qualified hostname,
e.g. pbx.mycompany.com

Origin which specifies the origin domain for all mail posted by the PBX By defaut, origin is
configured to use your server hosthame, e.g. pbx.mycompany.com

Domain specifes the parent domain of the hostname, e.g., mycompany.com if the hostname is
pbx.mycompany.com

If you chooseto usean external mail server, you will have two options: Gmail, or Other.
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Email Settings

SEWEI’Q Use Built-in Mail Server = External M EIVE
PI’D‘I.I’idEI’ﬂ m Other

Userrwarmaal gmail-usermname

Password® eesssses

Apply

If you choose Gmail, you will need to enter the Username and Passwvord that are as®ciaed with
your Gmail account.

Other external mail rversneed more detailed irformation.

Email Settings

SEWEI’Q Use Built-in Mail Server = External M Erve
Prnvidere Gmail m

SMTP Server® Port @

TLS Enable .I! !!

;"JI;I.,lthEr'|ti|::ati|3r‘|e m Mo Authentication

Usernamee gmailusername

Password® esssssse
Apply

You will needto define the location of the SMTP Sever, whichis the address that your email service
provider has given you to enable you to send outgoing emails, the Port that your email service
provider hastold you to use for outbound email, and whether or not TLS Auhentication shouldbe
activated (in accordance with the settings givento you by your email service provider).

If authentication isrequired, you will need to enter the Usemname that your email sevice providel
has given you to allow you to aacessyour email account. Typically, this would be something like
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user@my-mail-server.com. You will also need to enter the Password associaed with this email
acount.

Note!

Do not forget to presson Apply after making any changes.

Firewa Il

EasyVOI5 preconfigured with a built-in firewall. You canchooseto disable this built-in firewall by
pressig Disable, followed bythe Apply button.

Firewall
Firewal® = Enable W
Apply

Note!

You should disable the built-in firewall only if your EasyVOI4s behind some
other (hardware or software) firewall.

Firewa Il Applications

If the firewall is enabled, you can define multiple Applications, on which you can base rules.
EasyVOI% preconfigured with a number of standard applications. You may want to add additiona
applications that are specificto your installation. To add an application, click on the Add Agplication
button at the bottom of the list of applications.
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Applications

Name®
OMS

DRED

NTP

TFTP

DHCP
HTTP

S5H
SIP-PBX
RTP-PEX

| A2
Asterisk-AMI
Switchboard
RTP-SBC
SIP-SBC
HTTPS

+ Add application

5060,5061
10000:20000
4569

5038

4445
20002:20402
6075.6076
443

Protocol?
Both

TCP »
UDP -
UDP -
UDP
TCP
TCP »
Both
UDP -
UDP
TCP
TCP »
UDP -
Both
TCP »

O O T o o T O T o o T T O

|_|"

Name - give the application a mearingful name to help you to easly recognize it. Thisname will be
used torefer to the application in the Ruestable

Ports ¢ the IP ports that are usedby the application. Thiscanbe defined asa singe port (e.g.80), a
range of ports (e.g. 10000:20000), or a list of ports sepagated by commas (e.g. 80, 10000:20000,

5060)

Protocol determinesthe protocol that will be usedby the application. Canbe any one of TGP, UDP,

or Both

Note!

Do not forget to press on Apply after making any modifications to the list of

applications.

Firewa Il Rules
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